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Executive Summary

Canada faces persistent multi-vector propaganda and disinformation
campaigns from Russia, China, India, and Iran. Each state actor
employs distinct tactics, platforms, and narratives aligned with
geopolitical objectives. This map synthesizes publicly available threat
assessments from Canadian government agencies (Global Affairs
Canada, CSIS, CSE), independent researchers (DFRLab, RRM), and the
2025 Foreign Interference Inquiry (Hogue Commission).

Primary Threat Hierarchy: Russia (disinformation/erosion of Ukraine
support) — China (electoral interference/diaspora targeting) — India
(electoral interference/Khalistan narrative control) - Iran
(transnational repression/critical infrastructure targeting).
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1. Russian Federation - Kremlin Disinformation
Ecosystem
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Primary Entity: Social Design Agency (SDA) /
Structura

Doppelgénger: Multi-platform fake media network impersonating
reputable outlets (e.g., "Reliable Recent News"). Distributes anti-
Trudeau, pro-Poilievre content targeting Canadian political
narratives. Registered domains using Canadian registrars (Tucows).

Operation Undercut: Al-enhanced video and image disinformation
eroding support for Ukraine. Runs parallel to Doppelganger using
separate infrastructure. 500+ social media accounts; 1,190+ Al-
edited video examples.

Operation Overload: Narrative amplification of pro-Kremlin content;
coordination with Storm-1516 (Russian influence network).

Vector Platforms Tactics Target Narratives
Fake Media Domain Domain Anti-Trudeau; pro-
Sites registrars, impersonation, Russia Ukraine
CDN hosting cybersquatting, news narrative; NATO
(Cloudflare) article fabrication skepticism
Social Media X, TikTok, Bot networks; Political
Amplification 9GAG, trending hashtag divisiveness;
Facebook hijacking; Ukraine aid
coordinated skepticism;
inauthentic behavior migration anxiety
(CIB)
AI-Generated TikTok, Deepfakes; Al- Political leader
Media YouTube, X narrated videos; delegitimization;
GAN-generated military aid criticism
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Vector Platforms Tactics Target Narratives

images masking

detection
News Wire Web domains, Spoofing legitimate Pro-Kremlin
Impersonation RSS feeds, news formats; false geopolitical
aggregators bylines narratives

Funding: Kremlin-backed entities (sanctioned as of 2024)

Infrastructure Provider: Voentelekom (Russian Ministry of Defence
telecommunications)

Registrar Support: Canadian registrars (e.g., Tucows) used for
domain registration

Geographic Targeting: Canada-specific content in English; diaspora
targeting in Russian-language channels

Live Verification: Global Affairs Canada officially named SDA and Structura on
October 28, 2024, as operators of Doppelgdnger targeting Canada and Europe.
U.S. DOJ seized 32 Doppelgdnger domains September 2024.

Race & migration polarization (per 2024 GAC statement)
Regional divisions (e.g., Quebec sovereignty narratives)
Indigenous rights/resource extraction debates

Political leadership legitimacy (targeting Trudeau specifically)
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2. People's Republic of China - Electoral
Interference & Diaspora Targeting
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Primary Vectors: Spamouflage + WeChat Networks

Spamouflage: Network of hijacked/new social media accounts
posting pro-PRC messaging across platforms (Facebook, X,
Instagram, YouTube, Medium, Reddit, TikTok, LinkedIn). Targets
diaspora communities; amplifies transnational repression narratives.

WecChat Coordinated Networks: Leverages Chinese-language media
ecosystem; targets Chinese-Canadian voters with coordinated false
narratives (e.g., against MP Michael Chong claiming "anti-China"
stance). HuayiNet private translation service identified as principal
operator.

Deepfakes & Gendered Disinformation: Recent targeting of Foreign
Affairs Minister Joly with false extramarital affair narratives.

Target

Platform Focus Tactics .
Demographics

Spamouflage Multi-platform Account hijacking; Chinese diaspora;
Network (8+ social new fake accounts; diaspora regime
networks) spam-like volume; critics; general
fake engagement Canadian audiences
metrics
WeChat WeChat; Coordinated Chinese-Canadian
Ecosystem Chinese- narrative voters; diaspora
language media  amplification; false opinion leaders
outlets identity claims;

reputation attacks

Doxing & Personal information
Harassment publication; targeted
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Target

Vector Platform Focus Tactics .
Demographics

Doxing harassment of regime Pro-democracy
websites; social  critics activists; human
media rights advocates

Financial International Document Chinese students in

Coercion student falsification; visa Canada; diaspora
targeting threat coercion; family members in

family intimidation PRC

2019 Federal Election: Identified as "main perpetrator" of
interference (per ongoing public inquiry)

2021 Federal Election: CSIS documented "intent to interfere" with
clandestine activities; proxy agent deployment confirmed

Individual MPs: Michael Chong (May 2023 WeChat campaign);
Jenny Kwan; Don Lee (Chinese-language media targeting)

2025 Election Threat Assessment: Al tools "will very likely" be
used to target Canada pre/during 2025 elections (per CSE

assessment)

Operator: HuayiNet (private translation service with ties to Chinese
consulates in Canada/US)

Affiliation: China Association for Promotion of International
Friendship (CAPIF) / United Front Work Department (official PRC
external propaganda arm)

Platform Leverage: TikTok (owned by ByteDance) now shutdown in
Canada (November 2024); data stored in Singapore/Oracle servers
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= Volt Typhoon Attribution: PRC cyber unit targeting Canadian

critical infrastructure (telecommunications, transportation hubs)

Live Verification: CSIS 2024 annual report identifies PRC as "enduring threat"
with likely expansion of disinformation and online pressure tactics. Global Affairs

Canada RRM documented Spamouflage campaign January 31, 2025, including
deepfake targeting of Minister Joly.
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3. Government of India - Electoral Interference &
Transnational Repression
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Primary Vector: Electoral Interference + Khalistan
Narrative Control

2021 Electoral Interference: CSIS documents confirm "intent to
interfere" and "likely clandestine activities"; proxy agent deployment
in Canada.

Khalistan Narrative Control: Disinformation campaigns targeting
Hardeep Singh Nijjar killing (June 2023); undermining Sikh
community organizations; transnational repression of diaspora
activists.

Violence Campaign: October 2024: Canada expelled 6 Indian
diplomats linked to "campaign of violence" targeting Canadian
citizens (tit-for-tat expulsion followed).

2025 Electoral Threat: India assessed as “likely” to interfere in
upcoming elections; escalation after diplomatic rupture.

Platform/

Vector . Tactics Target Groups
Medium

Disinformation Social media; False narrative Sikh diaspora;

Campaign news websites; amplification; Canadian public;
diaspora forums journalist electoral voters

coordination

Transnational In-person + Surveillance of Khalistan

Repression digital temples; threatening independence
harassment; communications; advocates;
social media family intimidation human rights
threats activists

Proxy Agents
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Platform/

Vector . Tactics Target Groups
Medium
Diplomatic Covert contact; Indian-Canadian
channels; electoral targeting; diaspora;
business community political
networks; infiltration candidates
community
organizations

April 2024: Prime Minister Trudeau publicly states suspicion of
Indian involvement in Hardeep Singh Nijjar killing

October 2024: Diplomatic expulsion of 6 Indian diplomats; India
retaliates with reciprocal expulsion

January 2025: Foreign Interference Inquiry (Hogue Commission)
formally documents India as electoral threat actor

February 2025: Canada accuses Indian businessman Ankit
Srivastava of foreign interference; targets Canadian security
agencies for 10+ years

March 2025: SITE Task Force warns India has "intent and capability
to interfere in Canadian communities and democratic processes"

Live Verification: January 29, 2025 Hogue Commission report identifies India as
"critical actor" with long-standing interference patterns. India rejects allegations
and counter-accuses Canada of interference in Indian internal affairs.
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4. Islamic Republic of Iran - Transnational
Repression & Critical Infrastructure Targeting
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Primary Vectors: Cyber Operations + Diaspora

Targeting

Social Engineering & Spear Phishing: Sophisticated campaigns

targeting public officials, government networks, private sector

organizations. Combines social engineering with phishing to access

strategic systems.

Cyber-Enabled Information Operations: Deepfake video deployment;

social media persona creation; coordination with social engineering

for maximum psychological impact.

Transnational Repression: Death threats against Iranian-Canadian

dissidents (e.g., Goldie Ghamari former MPP; Elica Le Bon activist);

cyber group targeting marks for elimination.

Critical Infrastructure Targeting: DDoS attacks; website defacement;

infrastructure scanning (water authorities, utilities, telecom).

Vector

Spear
Phishing

Social
Engineering

Information
Operations

Platform/Medium Tactics

Email; social media Persona creation;
profiles; malicious document spoofing;
websites credential harvesting

Impersonation; fake  Persona

meeting requests; development; trust
relationship exploitation; APT
building delivery

Social media; Narrative
deepfake video; manipulation;

news impersonation  political division
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Government
officials; defense
contractors; tech
sector

Strategic/
political interest
targets

General
population;



Vector Platform/Medium Tactics Target Sectors

amplification; diaspora
psychological dissidents
targeting
Cyber Critical DDoS; defacement; Water systems;
Disruption infrastructure; ransomware; data telecom; energy;
government exfiltration government

networks

Israel-Iran Conflict Spike: November 2023-January 2024 campaign
against Israeli critical infrastructure; escalation likely if Canada
participates in Middle East conflict

IRGC Designation: Canada listed IRGC as terrorist entity (2024);
Hogue Commission warns this "could result in increased foreign
interference"

U.S. Intelligence Assessment: U.S. sees Canada as "serious place
of concern for Iranian activity" (April 2026)

Sleeper Cell Historical Precedent: 2008 Hezbollah sleeper cell
activation in Canada targeting Jewish entities; current threat
assessment elevated

Live Verification: Canadian Centre for Cyber Security (December 20, 2024)
issued formal threat assessment on Iranian social engineering campaigns;
February 2026 Cyber Threat Bulletin documents response to U.S./Israel strikes
with escalated DDoS/defacement activity.

Page 14 of 25



5. Cross-Cutting Vectors: Platform Dynamics &
Algorithmic Amplification

Platform-Specific Attack Surface
X (Twitter)

= Bot Networks: Doppelganger operates 1000+ accounts posting
coordinated inauthentic behavior (CIB); trending hashtag hijacking

m Algorithmic Bias: Right-leaning amplification bias documented in
2024 research; political content amplified 200%+ by
recommendation algorithms

= Paid Features Exploitation: Verified/subscription accounts
prioritized; influencers gain algorithmic preference

= Content Moderation Gap: SDA/Doppelganger accounts continue
despite platform enforcement; sanctions violation concerns noted

TikTok

= Doppelganger/Undercut Video Scale: 24+ accounts posting 100s
of videos garnering millions of views

m Al-Generated Content Masking: Videos use Al narration, GAN-
generated images to evade detection

= Spamouflage Coordination: Chinese PRC deepfakes (GAN-
generated) of Canadian public figures

= National Security Shutdown: Canada ordered TikTok business
operations closure (November 2024); but user access remains,
platform data leverage concerns persist

WeChat & Encrypted Messaging

= Chinese-Language Ecosystem Dependency: Diaspora voters rely
on WeChat for information; high penetration in Chinese-Canadian
communities (40%+)
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m Coordinated Narrative Amplification: WeChat news accounts
spread false narratives about MPs; limited moderation by platform
(Tencent)

= Encrypted Channel Risk: Telegram, Signal used for coordination of
disinformation campaigns; limited platform visibility into operations

Facebook & Instagram

= Spamouflage Infiltration: PRC/Indian accounts infiltrating groups

targeting diaspora communities

m Paid Advertising: Russia/China purchasing targeted ads toward
specific voter demographics

m Network Hijacking: Fake accounts impersonating community
organizations, religious institutions

Algorithmic Amplification Dynamics

= Engagement Exploitation: Controversial disinformation generates
higher engagement (likes, shares, comments); algorithms amplify

controversial content

m Personalization Bias: Users shown reinforcing narratives; political
polarization amplified

m Trending Topic Manipulation: Bot networks coordinate to push
false narratives into trending topics/hashtags

= Recommendation Opacity: Platform recommendation algorithms
not fully audited for foreign interference susceptibility
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6. Narrative & Targeting Taxonomy

Russia

China

India

Iran

Primary Narratives

Anti-Ukraine aid;
Trudeau
delegitimization; NATO
skepticism; Western
hypocrisy

Anti-China MP targeting;
regime-critic silencing;
diaspora loyalty; Uyghur
narrative reversal

Khalistan independence
delegitimization;
transnational repression
normalization; election
interference

IRGC terrorist
designation reversal;
diaspora dissident
elimination; regional
conflict justification

Secondary Geographic/
Narratives Demographic Focus
Migration anxiety; English-speaking
regional division; Canada; swing
conspiracy voters; Atlantic
narratives region

Canada-sovereignty =~ Vancouver; Toronto;

skepticism; trade Chinese diaspora
advantage concentration;
narratives university
communities
Sikh community British Columbia
division; diaspora (Sikh concentration);
loyalty testing electoral swing
ridings
Palestinian Persian diaspora
solidarity communities;
weaponization; anti- academic/activist
Israel narrative networks; critical
amplification infrastructure

Race & Migration: Amplification of anti-immigrant narratives;

divisive rhetoric exploitation (Russia primary)

Indigenous Rights & Resource Extraction: Polarization of

environmental/sovereignty debates
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Regional Identity: Quebec sovereignty; Atlantic/Western alienation

narratives

Language & Cultural Identity: Diaspora targeting via language-

specific content (Chinese, Persian, Punjabi)

Political Leadership Legitimacy: Personal delegitimization of MPs,

Ministers, PM; character assassination tactics

7. Tactical Techniques & Methods (TTP) Matrix

Technique
Category

Specific Tactics

13 IQVAVETTE

Detectability

Bot Networks
& Automation

AI-Generated
Media

Media
Impersonation

Social
Engineering

Coordinated
inauthentic behavior;
trending hashtag
hijacking;
amplification bots;
URL shortening
redirection

Deepfakes (video/
audio); GAN-
generated images; Al
narration; synthetic
personas

Fake news site
domains; spoofed
news bylines; news
wire impersonation;
false RSS feeds

Spear phishing;
persona
impersonation; false
meeting requests;

Russia
(Doppelganger);
China (Spamouflage)

Russia (Operation
Undercut); China
(WeChat/TikTok);
Iran (spear phishing
personas)

Russia

(Doppelganger:
630+ posts Dec
2024-Jan 2025)

Iran (APT
campaigns); China
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Medium-High (bot
detection
signatures)

Low-Medium
(rapidly evolving
synthesis)

Medium (domain
registration
patterns; content
analysis)

Medium-Low
(relies on human
vulnerability)



Technique
Category

Specific Tactics

Primary Users

Detectability

Doxing &
Harassment

Cyber
Disruption

Financial
Coercion

8. Detection & Attribution Indicators

relationship building;
credential theft

Personal information
publication; targeted
death threats; family
intimidation; visa
threat coercion

DDoS attacks;
website defacement;
ransomware; data
exfiltration;
infrastructure
scanning

Document
falsification; visa
threat exploitation;
family intimidation;
student targeting

(targeted political
recruitment)

China (regime
critics); India
(Khalistan
advocates); Iran
(diaspora dissidents)

Iran (IRGC units);
China (Volt Typhoon
critical
infrastructure)

China (student voter
suppression)

High (overt threat
communications)

Medium-High
(network
signatures; system
logs)

Low (covert family
communication)

Doppelganger Domain Registration: Tucows (Canadian registrar)

abuse; Cloudflare CDN bypassing; registration patterns clustering in

Q4 2024

Bot Account Patterns: High retweet-to-tweet ratios (130+ tweets/

day); similar follower profiles; coordinated posting windows (UTC+3

timezone patterns)

Page 19 of 25



AlI-Generated Media Signatures: GAN artifact patterns in images;
synthetic voice fingerprints; consistent temporal misalignment in
deepfakes

SPF/DKIM Spoofing: Fake news site email domain spoofing; false
DMARC alignment

Spamouflage Account Characteristics: Account age clustering;
profile image theft; username proximity to real accounts

Behavioral Indicators

Narrative Coordination: Simultaneous amplification of identical
talking points across platforms within 2-4 hour windows

Engagement Anomalies: Disproportionate engagement from non-
Canadian IP ranges; timezone-coordinated amplification

Content Recycling: Reposting of identical/near-identical content
across accounts; screenshot compilation tactics

Trending Topic Hijacking: False narrative insertion into trending
topics; persistent hashtag coordination

Diplomatic Correlation: Campaign timing aligned with diplomatic
incidents (e.g., Indian expulsion — escalated India interference threat
assessment)
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9. Defensive Assessment & Countermeasure Gaps
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Current Canadian Defenses

= Global Affairs Canada Rapid Response Mechanism (RRM):
Real-time monitoring of foreign interference; public attribution
statements; monthly reports

m Elections Canada Monitoring: Voter education on spotting
misinformation; foreign funding restrictions (Bill C-76)

m CSIS Threat Assessments: Annual unclassified reports; legislative
testimony on foreign interference trends

= Communications Security Establishment (CSE) Cyber Centre:
National Cyber Threat Assessment (2025-2026); threat bulletins;
critical infrastructure liaison

m Public Attribution: Government naming of SDA/Structura (October
2024); public inquiry findings (Hogue Commission January 2025)

Identified Gaps

= Platform Enforcement Asymmetry: SDA sanctioned entities
continue operations on X, Meta despite DOJ/Canadian government
naming; sanctions not uniformly enforced by platforms

m Algorithm Opacity: Platform recommendation algorithms not
independently audited for foreign interference vulnerability; X
ownership change (Elon Musk 2023) reduced compliance
commitments

= Encrypted Messaging Visibility: WhatsApp, Telegram, Signal
coordination of disinformation campaigns invisible to monitoring;
limited platform cooperation

m AlI-Generated Media Detection: Synthetic video/audio detection
lagging behind generation capabilities; false positive rates high

Page 22 of 25



Diaspora Language Capacity: Chinese-language media ecosystem
monitoring resource-constrained; WeChat moderation coordination
absent

Critical Infrastructure Vulnerability: Volt Typhoon (Chinese PRC
APT) targeting continues; Canadian critical infrastructure resilience
gaps noted by CSE

Transnational Repression Prevention: Diplomatic tools limited;
death threat/doxing enforcement depends on platform cooperation
(slow/inconsistent)

Emerging Threat Indicators (2025-2026)

AI Escalation: CSE assesses Russia, China, Iran "will very likely"
use advanced Al to generate deepfakes targeting 2025 Canadian
elections

Infrastructure Attack Preparation: Volt Typhoon reconnaissance
of critical infrastructure; Iranian DDoS capability testing post-U.S./
Israel strikes

Diaspora Targeting Intensification: India escalation post-
diplomatic rupture; Iran threat elevation following IRGC designation

Platform Jurisdictional Evasion: Operations migrating to
decentralized platforms; private registrars in non-cooperative
jurisdictions

10. OSINT Research Recommendations

Primary Data Sources for Ongoing Monitoring

Government Statements: Global Affairs Canada official releases;
CSIS annual reports; CSE/Cyber Centre threat bulletins; Parliament
SECU committee testimony
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m Public Inquiry Findings: Hogue Commission report (January 2025,
123-page detailed assessment); Commissioner of Canada Elections
findings; court records (Federal Court T-2559-26)

= Independent Research: DFRLab reports (multilingual operation
analysis); Recorded Future Insikt Group (Operation Undercut/
Doppelganger tracking); Brookings/think tank analysis

m Technical Attribution: Microsoft Threat Intelligence reports;
Proofpoint TA456/Charming Kitten analysis; Mandiant APT tracking

= Platform Transparency Reports: Meta, X, TikTok, YouTube
coordinated inauthentic behavior disclosures; domain seizure
announcements (DQOJ records)

= Media Investigations: CBC, Global News, CTV investigative units;
university research centers (McMaster Digital Society Lab, UBC
Centre for Study of Democratic Institutions)

Search Strategies for Live Verification

= Doppelganger Tracking: Search: "Doppelganger Canada" +
"domain registration" + "Social Design Agency" + recent quarters;
monitor Alliance4Europe reports; Correctiv platform cooperation
tracking

= Spamouflage Detection: Search: "Spamouflage Canada" + platform
name; monitor Global Affairs Canada RRM releases; cross-reference
account ID clusters on Wayback Machine

m Critical Infrastructure Threats: Search: "Volt Typhoon Canada" +
sector names; CSE threat bulletins; Five Eyes intelligence
disclosures

m Electoral Interference Tracking: Monitor Elections Canada
violations database; CSIS foreign interference section; Hogue
Commission follow-up reports (ongoing)
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= Diplomatic Escalation Correlation: Cross-reference diplomatic
statements with interference campaign timeline shifts (e.g., India
expulsion — threat elevation)

Intelligence Assessment Methodology: This map synthesizes live-verified public data from official
Canadian government sources (Global Affairs Canada, CSIS, CSE, Elections Canada), independent
research organizations (DFRLab, Recorded Future, Brookings Institution), and the 2025 Public Inquiry into
Foreign Interference. All factual claims subject to Landry Hallucination-Free Protocol (LHFP) verification.

Currency Note: Data current as of August 2026. Threat assessments reflect live-verified information;
ongoing monitoring recommended for dynamic threat landscape.

Classification: OSINT Synthesis | Unclassified Public Information | Suitable for Policy, Media, and
Academic Analysis
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