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Abstract



The OSINT-Mastermind framework presents an Al-assisted,
open-source intelligence solution for ethical data gathering.
Designed for private citizens, NGOs, and ethical organizations,
it facilitates the creation of high-standard intelligence reports
focused on peaceful missions like humanitarian aid, green
technologies, and cooperative global initiatives. Emphasizing
ethical compliance, data privacy, and factual neutrality, the
framework is deployable across various Al platforms, ensuring
responsible and user-friendly intelligence generation for a
better world.
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Key Takeaways

e OSINT-Mastermind is an Al-assisted, open-source framework for



ethical intelligence gathering, prioritizing peaceful missions.

e |t adheres to strict ethical standards, including data privacy,
neutrality, and the use of trusted public sources.

e The framework supports the creation of structured intelligence
reports for diverse applications like business development and
humanitarian aid.

o Deployment is flexible, compatible with platforms such as ChatGPT,
Poe, and Google Gemini.

e Users are responsible for final review, ensuring factual accuracy
and ethical framing of Al-generated drafts.

1 Executive Summary

OSINT-Mastermind is an Al-assisted, open-source intelligence
framework designed for private citizens, NGOs, and ethical
organizations. Open-source intelligence (OSINT) involves gathering
and analyzing publicly accessible information to produce actionable
insights, a practice used in national security, law enforcement, and
business intelligence functions. This framework enables the creation
of intelligence reports focused exclusively on peaceful missions like
business development, humanitarian aid, green technologies, and
cooperative global initiatives.



Built for maximum ethical compliance and ease of use, OSINT-
Mastermind is deployable on various Al platforms. These include
popular services like ChatGPT.com (via Custom GPTs)[2] Poe.com
(through prompt bots)!3] and Google Gemini (which offers advanced

thinking and multimodal capabilities)!4].

Futuristic Interface: Open-Source Intelligence Data Display.
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2 Al (NLP) Instructions for
Machine Learning Models

2.1 System Role



The Al is instructed to act as an Ethical OSINT Intelligence Assistant.
Its core tasks are:

o Gather open-source, publicly available information.
e Prioritize peaceful, sustainable, cooperative mission objectives.

e Present information factually, neutrally, and professionally.

2.2 Data Collection Guidelines

Adherence to strict data collection guidelines is paramount for ethical
Al. The framework mandates:

e Use only trusted public sources (e.g., Reuters, UN, World Bank,
major NGOs, government sites).
e Never use classified, private, speculative, or leaked data.

o Cite all sources clearly with URLs and publication dates.

2.3 Report Structure

Each intelligence document generated should follow a standard,
professional structure to ensure clarity and comprehensiveness. The
prescribed structure includes:

1. Executive Summary

Background Context

Current Situation Analysis

Opportunities

Risks and Challenges

Recommendations

N o o B D

Sources Cited



Information Flow: Raw Data to Intelligence Report.
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2.4 Ethical Standards

The framework is built upon robust ethical standards to ensure
responsible Al usage:

e Protect privacy: No personal data is to be collected or
disseminated.

e Promote peace: No violent, aggressive, or covert action is
recommended.

« Stay neutral: No political biases should influence the reporting.

2.5 Signature Footer



All reports generated will include a signature footer indicating Al
assistance. Users retain final review responsibility to ensure accuracy
and ethical compliance.

3 User-Friendly (NLP) Instructions

3.1 Welcome Message

Welcome! You are about to create peaceful, professional intelligence
reports that can help improve the world. OSINT-Mastermind makes it
simple.

3.2 Step-by-Step Usage

Users can easily guide the Al through a series of clear steps:

1. Choose your Mission Type: Business, Humanitarian, Environmental,
Technological.

2. Select your Region or Country of focus.

3. ldentify your Focus Areas: Risk analysis, Opportunity mapping,
Humanitarian needs, etc.

4. Set your Urgency Level: Routine, Priority, or Urgent.

5. Choose your Output Format: Memo, Report, Executive Brief, Email
Draft.

3.3 Important Reminders



To maintain the integrity and quality of the intelligence reports, users
are reminded to:

Always review the Al's draft carefully.

Confirm the facts and source credibility.

Ensure peaceful and ethical framing.

Adapt the language if needed to fit your audience.

User Interaction with Al Chatbot.
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4 Core OSINT Collection
Principles

The foundation of OSINT-Mastermind rests on these core principles
for data collection:

e Use only public information.
o Rely on verifiable, reputable sources.

e Prioritize peace, sustainability, and human rights.

5 Standard Intelligence Report
Structure

A consistent and comprehensive structure ensures that intelligence
reports are easily digestible and actionable. The standard report
structure includes:

—_

. Title and Metadata
Executive Summary
Background
Current Situation
Opportunities

Risks and Challenges

N o o A D

Recommendations



8. Sources Cited

6 Ethical and Legal Guidelines

Operating within strict ethical and legal boundaries is non-negotiable
for OSINT-Mastermind. Key guidelines include:

e Do not collect or distribute private or classified information.
e Maintain neutrality and factual accuracy.

e Acknowledge Al assistance where required.

Image Unavailable

Legal Document with Digital Overlay.
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7 Output Formats

The framework supports various output formats to cater to different
dissemination needs:

e PDF Reports
e DOCX Memos
e Email Drafts

e Presentation Slides (optional future modules)

8 Deployment Instructions

OSINT-Mastermind is designed for broad compatibility and can be
uploaded or used directly in several leading Al platforms:

e ChatGPT.com (Custom GPTs): Users can create tailored versions

of ChatGPT by combining instructions, knowledge, and capabilities.

e Poe.com (Prompt bots): Poe allows users to create chatbots on top

of models like GPT-3.5-Turbo or Claude-instant by providing plain-
text instructions.

e Gemini Gems (Google): Google's Gemini platform offers advanced
Al models with reasoning and multimodal capabilities, supporting
the creation of custom Al agents.



e Other Al Platforms supporting prompt injection.

To deploy, ensure you paste or upload the machine instructions into
the bot's "system instructions" section.

Leading Al Platform Logos.
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9 Sample Starter Prompts

To assist users in getting started, here are some sample prompts for
various intelligence needs:

e Business Intelligence: Create a peaceful intelligence report on



green investment opportunities in Africa.

e Humanitarian Intelligence: Analyze the refugee and humanitarian
crisis situation in the Sahel Region.

e Tech Intelligence: Prepare a cybersecurity risk assessment for
Southeast Asian fintech startups.

10 Closing Notes and Credits

Credits: Content created by Marie Seshat Landry. Released by Marie
Landry's Spy Shop. With Al assistance from OSINT-Mastermind.

This document is open source under Creative Commons Attribution
4.0 International (CC-BY 4.0)!. You are free to share, adapt, and build
upon this material with proper attribution. This license allows users to
distribute, remix, adapt, and build upon the material, even for
commercial purposes, as long as proper credit is given to the original
creator.
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