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01
FOUNDATIONS OF ORGANIC INTELLIGENCE
The Spymaster's Entry Brief

■ EXECUTIVE SUMMARY

Organic certification is not a static credential — it is a dynamic, multi-jurisdictional intelligence environment.

This chapter establishes the epistemological framework distinguishing Organic Intelligence (ORGINT) from

conventional commercial due diligence. It defines the three-tier threat landscape: fraudulent certification,

regulatory arbitrage, and supply chain opacity. The reader is oriented to the tradecraft mindset required

throughout this manual.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 What are the core distinctions between legal OSINT and restricted corporate espionage in an organic

compliance context?

KIR-02 Which regulatory bodies constitute the primary intelligence environment — USDA NOP, EU Organic

Regulation 2018/848, COR/SCC — and how do their jurisdictions overlap?

KIR-03 What is the current global market value at risk from organic fraud, and where are the highest-density fraud

nodes?

1.1 What Is Organic Intelligence?

Organic Intelligence — hereafter ORGINT — is the systematic collection, analysis, and dissemination of

information derived exclusively from open, legally accessible sources, applied specifically to the integrity

verification of organic supply chains, certification bodies, regulatory environments, and market actors. It is a

discipline that sits at the intersection of competitive intelligence, regulatory compliance, food systems

investigation, and supply chain risk management.

ORGINT is not corporate espionage. It is not the unauthorized access of proprietary databases, the

interception of private communications, the cultivation of deceptive human sources, or the misappropriation of

trade secrets. These distinctions are not merely ethical preferences — they are legal boundaries enforced by the

Computer Fraud and Abuse Act (CFAA) in the United States, by Section 342.1 of the Canadian Criminal Code,

and by the EU's Network and Information Security Directive (NIS2) and General Data Protection Regulation

(GDPR). Chapter 10 of this manual — The Spymaster's Code — addresses these boundaries in their full technical

and jurisdictional specificity. The analyst is expected to internalize those constraints from the first page of this
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manual, not as a concluding afterthought.

The term 'Spymaster' in this context is a professional designation, not a theatrical one. It connotes an analyst

who manages intelligence collection architecture, directs analytical workflows, produces actionable assessments,

and maintains the ethical discipline required to operate at the boundary between lawful investigation and restricted

intelligence activity. The organic sector requires exactly this calibre of practitioner because the financial stakes of

organic fraud are significant, the regulatory environment is complex, and the sources of actionable intelligence are

dispersed, multi-jurisdictional, and — crucially — entirely public.

1.2 The Scale of Organic Fraud

The global organic food market exceeded USD 220 billion in 2024 and is projected to reach USD 380 billion by

2030. The premium commanded by certified organic products — typically 20% to 200% above conventional

equivalents depending on commodity and market — creates powerful economic incentives for fraudulent

representation. Conservative industry estimates suggest that between 5% and 10% of products sold as organic in

developed markets do not meet the certification standards under which they are sold. In high-risk commodity

categories — organic soybeans, quinoa, olive oil, honey, and aquaculture products — the fraud rate in some

origin corridors is estimated to exceed 20%.

Organic fraud takes three primary forms. The first is outright substitution: conventional product is relabeled

and sold as organic. The second is dilution: genuine organic product is blended with non-organic product and the

blend is certified and sold at full organic premium. The third, and most sophisticated, is certification capture: the

certifier itself is compromised — either through corruption, negligence, or structural incapacity — and issues valid

certificates for non-compliant production. The third form is the most dangerous because it generates

documentation that withstands conventional compliance audit.

The ORGINT analyst's role is to detect all three forms before they enter the verified supply chain — or, when

they have already entered, to reconstruct the fraud pathway from public records with sufficient evidentiary

precision to support regulatory escalation, commercial litigation, or enforcement referral.

1.3 The Three-Regime Intelligence Environment

The analyst operating in the organic sector confronts three distinct but intersecting regulatory regimes, each of

which constitutes a separate intelligence environment with its own data architecture, enforcement mechanisms,

and jurisdictional authority.

The United States National Organic Program (NOP), administered by the USDA Agricultural Marketing

Service, establishes the federal standard for organic production and handling in the United States. The NOP

maintains a public database of all accredited certifiers and certified operations — the Organic Integrity Database

— which is one of the most valuable open-source intelligence assets available to the ORGINT analyst. NOP

rulemaking is conducted through the federal notice-and-comment process, published in the Federal Register, and

is therefore fully transparent and searchable.

The European Union Organic Regulation (EU 2018/848), which entered full force in January 2022, represents

the most complex and voluminous organic regulatory environment in the world. It governs organic production

across 27 member states, covers approximately 14.7 million hectares of certified organic agricultural land, and

regulates imports from over 50 third countries through a combination of equivalency agreements and specific

import authorizations. The EU's TRACES NT system — the Trade Control and Expert System — provides

real-time import notification data for organic products entering the EU single market, and constitutes a primary
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intelligence asset for supply chain attribution analysis.

Canada's Organic Regime (COR), administered by the Canadian Food Inspection Agency (CFIA) in

partnership with the Standards Council of Canada (SCC), regulates organic products traded inter-provincially and

internationally under the Canadian Organic Standards (CAN/CGSB-32.310 and 32.311). The COR maintains a

public registry of accredited conformity verification bodies (CVBs) and certified operators. Canada has bilateral

organic equivalency arrangements with the United States, the European Union, Switzerland, Costa Rica, Japan,

Taiwan, and South Korea — each of which creates specific intelligence implications for supply chain attribution

analysis, as products moving under equivalency arrangements may satisfy certification requirements in the

destination market without meeting all standards of the origin market.

1.4 The Intelligence Cycle Applied to ORGINT

This manual is structured around the classical intelligence cycle, adapted to the specific operational requirements

of organic supply chain investigation. The cycle has five phases: Direction, Collection, Processing, Analysis, and

Dissemination.

Direction is the determination of intelligence requirements — the questions the analyst needs to answer. In

the organic context, direction is typically set by a Key Intelligence Requirement (KIR) derived from a specific risk

signal: an anomalous trade volume, a certifier complaint, a regulatory alert, or a commercial dispute. Each chapter

of this manual opens with a KIR section that models the direction-setting process.

Collection is the systematic gathering of open-source data relevant to the intelligence requirement. Chapters

3 through 8 of this manual are fundamentally collection methodology chapters — they equip the analyst with

specific tools, techniques, and workflows for collecting data from trade databases, satellite imagery platforms,

corporate registries, regulatory databases, and human sources.

Processing is the conversion of raw data into analysable intelligence. In ORGINT practice, processing

typically involves data normalization, entity resolution (identifying that 'Organic Solutions GmbH' in a German

trade record and 'Org. Solutions Ltd' in a UK corporate registry are the same entity), geographic coordinate

extraction, and timeline construction.

Analysis is the production of intelligence assessments from processed data. Chapter 11 covers the full

spectrum of analytical products and the structured analytical techniques — including Analysis of Competing

Hypotheses — most applicable to organic fraud investigation.

Dissemination is the delivery of finished intelligence to the decision-maker. In organic intelligence practice,

the decision-maker may be a procurement officer, a compliance director, a regulatory body, or legal counsel.

Chapter 11 covers the calibration of intelligence products to these distinct audiences.

1.5 Professional Identity and Ethical Orientation

The organic sector's integrity depends on the trust of consumers who pay a premium for products they believe

were produced in accordance with specific environmental and ethical standards. When that trust is violated by

fraud, the harm is not merely commercial — it is ecological, because legitimate organic producers who invest in

genuine compliance are undercut; it is consumer harm, because the health and environmental benefits associated

with genuine organic production are misrepresented; and it is systemic, because each fraud event that goes

undetected erodes the evidentiary foundation of the entire certification system.
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The ORGINT practitioner is therefore not a neutral data analyst. They are a sector integrity professional with a

defined public interest function. This does not justify the use of unlawful collection methods — it makes the ethical

and legal discipline of this manual's tradecraft framework more important, not less. An ORGINT practitioner whose

evidence is collected unlawfully cannot support regulatory enforcement, cannot prevail in commercial litigation,

and risks criminal liability. Professional integrity and operational effectiveness are, in this discipline, identical.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ USDA National Organic Program Public Database (ams.usda.gov/nop)

◆ EU TRACES NT — Trade Control and Expert System (next.traces.ec.europa.eu)

◆ CFIA Organic Registry — Canada (inspection.canada.ca/organic-products)

◆ IFOAM Organics International — Policy and Standards Observatory

◆ OpenCorporates API (opencorporates.com)

■ CASE STUDY FRAMEWORK

The 2017 Turkish Hazelnuts Incident

In 2017, a consignment of Turkish-origin hazelnuts certified as organic by a local conformity verification body

entered the EU supply chain and moved through three member states — Germany, the Netherlands, and Austria —

before residue testing at a German processor triggered a contamination flag. Subsequent investigation revealed

that the certifier had issued certificates for parcels that had not been physically inspected. The OSINT signals were

present and unexamined: the certifier's certificate-to-inspector ratio had been anomalously high for eighteen

months; the Turkish exporter had changed corporate registration addresses twice in a single year; and EU

TRACES import notification records showed a volume spike inconsistent with the declared growing region's harvest

data. This case study is used throughout Chapter 1 to illustrate the fundamental principle of Organic Intelligence:

fraud leaves traces in public records before it leaves traces in product.
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02
REGULATORY TOPOGRAPHY
Mapping the Three-Regime Compliance Architecture

■ EXECUTIVE SUMMARY

Intelligence without jurisdictional precision is noise. This chapter maps USDA NOP, EU Organic Regulation

2018/848, and Canada's Organic Regime as distinct but intersecting intelligence environments. The analyst

learns to read regulatory updates as market-moving intelligence, and to identify equivalency agreements as

arbitrage vectors exploited by non-compliant actors.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 What are the active equivalency agreements between NOP, EU, and COR, and where do gaps permit

regulatory arbitrage?

KIR-02 How do periodic NOP rulemaking notices function as predictive market signals for organic commodity

prices?

KIR-03 What is the current status of EU Regulation 2018/848 implementation and its import control implications for

third-country operators?

2.1 The NOP Intelligence Environment

The United States National Organic Program is both a regulatory system and an intelligence architecture. Its

public-facing infrastructure — the Organic Integrity Database, the Federal Register docket system, the NOP

Import Certificate system, and the published accreditation audit reports — constitutes one of the most

comprehensive open-source intelligence assets in global food systems regulation.

The Organic Integrity Database (ams.usda.gov/organic-integrity) is the ORGINT analyst's primary NOP asset.

It contains the full current and historical list of NOP-accredited certifiers, their scope of accreditation (crops,

livestock, wild crops, handling), their geographic operating areas, and — critically — their certified operator lists.

The database is searchable by operator name, certificate status, and certifier. Certificate suspension and

revocation records are publicly accessible and timestamped. For the analyst conducting supply chain attribution

work, the Organic Integrity Database permits the verification of any claimed NOP certification in real time.

NOP rulemaking operates through the federal Administrative Procedure Act process. Proposed rules are

published in the Federal Register as Notices of Proposed Rulemaking (NPRMs), followed by a public comment

period, followed by a Final Rule publication. For the ORGINT analyst serving a market intelligence function, this
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process is highly valuable: proposed rules signal impending compliance changes with 12 to 36 months of advance

notice, permitting market actors — compliant and non-compliant — to anticipate and prepare. The analyst who

monitors the Federal Register docket (docket.ams.usda.gov) gains the same advance notice, enabling predictive

risk assessment for clients whose supply chains will be affected by the incoming rule.

2.2 The EU Organic Intelligence Environment

EU Organic Regulation 2018/848, which replaced the prior regime (EC 834/2007) in January 2022, represents the

most comprehensive overhaul of EU organic law in fifteen years. Its intelligence implications are profound. The

new regulation introduced, for the first time, a risk-based approach to import controls — replacing the prior

equivalency agreement system with a compliance system that requires third-country products to demonstrate

conformity with EU standards rather than merely equivalency. This shift created a multi-year transition period

during which the gap between old and new requirements constituted a significant regulatory arbitrage opportunity.

The EU's TRACES NT system is the ORGINT analyst's primary asset for EU import intelligence. TRACES NT

is the European Commission's online platform for all movements of animals, animal products, food, feed, and

plants entering or moving through the EU. For organic products, all imports must be accompanied by an electronic

Certificate of Inspection (e-COI) generated in TRACES NT. The TRACES NT public query interface permits

searches by commodity type, origin country, certifier, and entry point — enabling the analyst to construct a

detailed picture of import volume, origin distribution, and certifier concentration for any organic commodity

entering the EU single market.

The EU OFIS system — the Organic Farming Information System — provides additional intelligence at the

certifier and operator level. OFIS contains the national registers of organic operators maintained by EU member

states, and permits cross-border entity searches that reveal whether a specific operator is certified in multiple

member states simultaneously — a pattern that, in certain configurations, may indicate certificate shopping or

registration arbitrage.

2.3 The Canadian Organic Intelligence Environment

Canada's Organic Regime (COR) operates under a distinctive architecture: unlike the NOP and EU systems,

which are administered by single federal agencies, the COR is a co-regulatory system involving CFIA for

import/export and interprovincial trade certification, the Standards Council of Canada (SCC) for CVB

accreditation, and the provinces for domestic intra-provincial regulation (which is not federally mandated and

varies significantly by province).

This architecture creates intelligence opportunities and intelligence gaps. The CFIA Organic Registry

(inspection.canada.ca/organic-products) provides a public list of SCC-accredited CVBs and their scope of

accreditation. However, unlike the NOP Organic Integrity Database, the COR public registry does not provide

operator-level certification data — the analyst cannot search for a specific certified operator and retrieve their

certificate status. This gap means that Canadian supply chain verification requires direct engagement with the

CVB or the certified operator, rather than independent database verification. It is a structural intelligence limitation

that the practitioner must account for in collection planning.

Canada's bilateral equivalency arrangements are a significant intelligence asset. Canada maintains

arrangements with the US (NOP), EU, Switzerland, Costa Rica, Japan, Taiwan, and South Korea. Each

arrangement specifies which products are covered, which standards apply, and which certifiers are recognized.

The analyst monitoring the Canada Gazette for amendments to these arrangements — which are published as
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regulatory amendments under the Safe Food for Canadians Act — gains advance notice of changes that will

affect the conditions under which organic products move between these jurisdictions.

2.4 Equivalency Agreements as Arbitrage Vectors

Equivalency agreements are designed to facilitate trade by recognizing that different regulatory systems can

achieve equivalent organic integrity outcomes through different means. In practice, they also create arbitrage

opportunities for sophisticated actors who understand that the standards being declared 'equivalent' are not

identical.

The NOP-EU arrangement, for example, contains specific exclusions: EU-certified organic aquaculture

products are not covered, and certain livestock production requirements differ between the two systems. A

product that meets EU organic standards but does not meet NOP requirements in a covered category cannot

legally be sold as organic in the US under the equivalency arrangement. The ORGINT analyst monitoring US

import data for such products — using USDA AMS import certificate data and FDA import line data — can identify

whether the exclusion is being respected or exploited.

More subtly, equivalency arrangements create documentation asymmetries. A product certified under the

COR and moving to the EU under the Canada-EU equivalency arrangement is accompanied by a CFIA-issued

certificate that satisfies EU import requirements without generating a full EU e-COI in TRACES NT. This

documentation gap means that some Canada-to-EU organic flows are less visible in EU import intelligence

systems than direct third-country imports. The analyst accounting for this gap must supplement TRACES NT data

with CFIA export certificate data and Canadian customs records to reconstruct the complete flow.

2.5 Building a Regulatory Monitoring Architecture

The practitioner who reads this manual once and then deploys its tools reactively — in response to a specific

fraud event or commercial dispute — will capture only a fraction of its intelligence value. The highest-value

application of regulatory OSINT is persistent, systematic monitoring that generates predictive intelligence before

events require reactive investigation.

A basic regulatory monitoring architecture for the ORGINT practitioner should include: an RSS feed or email

alert subscription to the Federal Register for NOP-tagged docket entries; an EUR-Lex alert for Official Journal

publications tagged to Regulation 2018/848 and its implementing and delegated acts; a Canada Gazette alert for

amendments to the Safe Food for Canadians Regulations and the Organic Products Regulations; and IFOAM

policy observatory summaries for third-country regulatory developments affecting key import origins. This

architecture, maintained as a daily monitoring routine, transforms regulatory OSINT from a reactive tool into a

predictive intelligence capability. Chapter 8 details the technical implementation of this architecture within a

compliant, low-footprint collection infrastructure.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ Federal Register (regulations.gov) — NOP rulemaking tracker

◆ EUR-Lex Official Journal Tracker (eur-lex.europa.eu)

◆ Canada Gazette — COR regulatory updates (gazette.gc.ca)

◆ IFOAM Policy Observatory — global standards convergence monitoring
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◆ FAO FAOSTAT Organic Data Portal

◆ USDA Foreign Agricultural Service (FAS) — GAIN Reports

■ CASE STUDY FRAMEWORK

Monitoring an EU Rulemaking Cycle as a Market Signal

Framework analysis: The EU Organic Regulation 2018/848 introduced new import control requirements that were

phased in between 2022 and 2024. A monitoring exercise tracking the Official Journal publication dates of

implementing Delegated Acts against organic import volume data in TRACES NT revealed a consistent pattern: in

the 90-day window between the publication of a new implementing regulation and its entry into force, import

volumes from affected third countries showed anomalous spikes — consistent with accelerated clearance of

product under the prior, less restrictive documentation regime. For the ORGINT analyst serving a procurement

client, this pattern constitutes a 90-day risk elevation signal: product cleared during this window warrants enhanced

due diligence because it may have been processed under certification documentation that would not meet the

incoming standard.
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03
SUPPLY CHAIN ATTRIBUTION
Mapping Opaque International Organic Commodity Flows

■ EXECUTIVE SUMMARY

Organic supply chains are structurally designed to obscure origin. Sub-contracting layers, consolidation

depots, and multi-flag shipping routes are the norm. This chapter delivers a systematic methodology for

tracing commodity provenance using open trade databases, vessel tracking, satellite imagery, and corporate

registry cross-referencing — with specific application to high-fraud commodities: quinoa, olive oil, honey,

soybeans, and fresh produce.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 Which trade data sources provide bill-of-lading granularity for organic commodity imports, and what are

their jurisdictional coverage gaps?

KIR-02 How can AIS vessel tracking be used to detect mid-ocean cargo transfers indicative of origin laundering?

KIR-03 What are the key geographic consolidation nodes — ports, free trade zones — used to launder non-organic

product into certified supply chains?

3.1 The Structural Opacity of Organic Supply Chains

Legitimate organic supply chains are not intentionally opaque. Their complexity is a function of agricultural

geography, commodity aggregation economics, and the multi-stage transformation required to move a raw

agricultural product from a certified field in a developing country to a finished organic product on a retail shelf in a

developed market. Each stage of aggregation, processing, and logistics introduces a documentation handoff that

creates an opportunity — not necessarily exploited, but structurally available — for fraudulent substitution.

The ORGINT analyst's first task in supply chain attribution is to construct a complete structural map of the

supply chain being investigated: Who are the growers? Who is the first aggregator? What is the processing

pathway? Who are the logistics intermediaries? Who are the importers, brokers, and distributors? This structural

map, built from public trade data before any fraud hypothesis is formed, provides the analytical baseline against

which anomalies can be detected. An analyst who begins with a fraud hypothesis and searches for confirming

evidence commits the cardinal analytical error of confirmation bias. The ORGINT methodology demands

structural mapping first, anomaly detection second, and hypothesis formation third.
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3.2 Trade Database Intelligence

The United States is the largest single importer of organic products in the world and maintains the most accessible

trade intelligence architecture for ORGINT purposes. US Customs and Border Protection (CBP) collects

Automated Manifest System (AMS) data for all maritime imports, including shipper name, consignee name,

commodity description, weight, country of origin, and port of lading. This data is provided to commercial trade

intelligence platforms — including ImportGenius, Panjiva (now S&P; Global Market Intelligence), and PIERS (IHS

Markit) — under a public release regime that permits commercial redistribution with a 90-day delay.

For the ORGINT analyst, US AMS data is most valuable for three analytical functions. First, volume tracking:

comparing a specific certified exporter's declared certified production area against their actual US export volume

reveals whether they are exporting more than their certified land base can plausibly produce — a primary fraud

signal. Second, consignee network mapping: identifying all US consignees receiving product from a specific

foreign shipper reveals the distribution architecture and any unexpected intermediaries. Third, historical baseline

construction: multi-year volume trend analysis establishes what 'normal' looks like for a specific trade lane, against

which current anomalies can be measured.

EU import data is available through the Eurostat COMEXT database and the EU TRACES NT system.

COMEXT provides aggregate trade statistics at the 8-digit Combined Nomenclature level — the HS codes

relevant to organic products are specific enough to permit commodity-level analysis but not operator-level

resolution. TRACES NT provides operator-level e-COI data for organic imports, but access to the full TRACES NT

dataset requires registration as an authorized competent authority user. The public TRACES NT interface permits

limited queries sufficient for basic import volume verification but not systematic trend analysis. Analysts seeking

full TRACES NT access should engage through their national competent authority or through a formally mandated

research relationship.

3.3 Vessel Tracking and AIS Intelligence

Automatic Identification System (AIS) data — the vessel tracking system mandated by the International Maritime

Organization for all vessels over 300 gross tonnes — is one of the most underutilized OSINT assets in supply

chain investigation. MarineTraffic, VesselFinder, and the free Aishub network provide real-time and historical AIS

data that permits the ORGINT analyst to reconstruct the actual movement of vessels carrying organic cargo,

independently of the port-of-lading and port-of-discharge data declared in the bill of lading.

The primary fraud detection application of AIS in ORGINT is the identification of unscheduled transshipment.

In origin laundering schemes, a vessel carrying non-certified or mixed product will make an unscheduled stop at

an intermediate port — often a free trade zone or a port in a country with lax customs oversight — where the

cargo manifest is altered, re-certified documents are issued, and the product departs under a new documentation

identity. AIS track data for such vessels will show port calls not reflected in the bill of lading. Comparing AIS track

records against bill-of-lading port sequences for vessels carrying suspect cargo is a standard ORGINT verification

technique.

Beyond transshipment detection, AIS data is useful for vessel entity resolution: identifying the beneficial

owner of a vessel through its IMO number, cross-referencing that ownership against corporate registries, and

determining whether the vessel owner has any commercial relationship with the shipper or consignee that is not

disclosed in the trade documentation.

3.4 Satellite Imagery for Field Verification
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Remote sensing data from the ESA Copernicus constellation — particularly Sentinel-2 multispectral imagery at

10-metre resolution — provides the ORGINT analyst with an independent, physics-based verification layer for

organic production claims. The fundamental principle is that genuinely organic agriculture produces distinct

spectral signatures in multispectral imagery compared to conventional agriculture, due to differences in nitrogen

application rates, weed management practices, and crop diversity.

The Normalized Difference Vegetation Index (NDVI) — computed from Sentinel-2 red and near-infrared

bands — provides a measure of vegetation density and health over time. Organic fields in temperate climates

typically exhibit lower peak NDVI values than heavily fertilized conventional fields, and higher temporal variability

due to rotational and polyculture management practices. A claimed organic field that exhibits consistently high,

uniform NDVI values characteristic of intensive fertilized monoculture production warrants further investigation.

The practical application of satellite verification requires the analyst to obtain the geographic coordinates of

claimed production parcels — which may be derivable from parcel registry data, certification body inspection

records (where publicly available), or GPS coordinates provided voluntarily by the operator — and to extract

multi-year time series data for those coordinates from the Copernicus Data Space Ecosystem or Sentinel Hub.

Chapter 5 addresses the full satellite intelligence methodology in detail.

3.5 High-Risk Commodity Profiles

Not all organic commodities carry equal fraud risk. The ORGINT analyst should calibrate collection intensity and

verification depth against the specific fraud risk profile of the commodity under investigation.

Organic soybeans from Brazil, Argentina, and China carry the highest fraud risk in the protein commodity

category, due to the enormous volume of conventional soybean production in these regions, the premium

commanded by organic certification, and the documented history of large-scale fraudulent certification in all three

origins. The 2016-2017 US organic grain scandal — in which millions of bushels of conventional corn and

soybeans were fraudulently certified and sold as organic through a Ukrainian-origin laundering scheme — is the

canonical case study for this risk category.

Organic olive oil from Mediterranean origins — particularly Turkey, Tunisia, Morocco, and Syria — carries

elevated risk due to the combination of high premium, low technical detectability by standard residue testing, and

documented certifier integrity issues in multiple producing regions. The Italian Guardia di Finanza has conducted

multiple large-scale investigations into organic olive oil fraud, and their enforcement records constitute a valuable

OSINT intelligence asset for the analyst mapping the historical fraud network in this commodity category.

Organic honey from China is the single highest-risk commodity in the ORGINT landscape. China is the

world's largest honey producer, Chinese organic honey commands a 3x to 5x premium over conventional product,

and the documented history of adulteration, misrepresentation of origin, and fraudulent certification in Chinese

honey exports is extensive and well-documented in US CBP enforcement records.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ ImportGenius / Panjiva — bill-of-lading trade intelligence

◆ MarineTraffic AIS — vessel tracking and port call history

◆ Sentinel Hub (ESA Copernicus) — satellite field verification

◆ UN Comtrade — aggregate trade flow analysis
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◆ OpenSanctions — sanctioned entity screening

◆ GLEIF Legal Entity Identifier (LEI) Database

◆ PIERS (IHS Markit) — US import manifest data

■ CASE STUDY FRAMEWORK

The Soybean Laundering Vector

Reconstruction exercise: A Brazilian organic soybean exporter with a valid NOP certificate shipped product to a

consolidation entity in Paraguay. The Paraguayan entity re-invoiced the consignment, blended it with non-certified

Paraguayan soybeans, and re-exported the blend as 'EU-origin organic' to a German processor. The fraud was

reconstructed entirely from public trade records as follows: (1) US import manifest data in ImportGenius showed

the Brazilian exporter's volume declining sharply in the period in question, inconsistent with their certified

production area; (2) UN Comtrade data showed an anomalous Brazilian-to-Paraguay organic soybean flow not

matched by any historical pattern; (3) the Paraguayan consolidation entity's LEI registration showed it had been

incorporated six months prior to the shipment and had no prior export history; (4) MarineTraffic AIS data for the

vessel showed an unscheduled port call at a Paraguayan river terminal not documented in the bill of lading. Each of

these signals was available in public data. None were examined prior to the fraud's discovery through residue

testing.
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04
CERTIFIER INTELLIGENCE
Auditing the Auditors

■ EXECUTIVE SUMMARY

Certification bodies are the single highest-leverage point of organic fraud. A compromised, captured, or

negligent certifier nullifies an entire supply chain's integrity claim. This chapter provides a complete OSINT

methodology for evaluating certifier operational integrity: inspector-to-certificate ratios, geographic

concentration anomalies, complaint records, revocation histories, and beneficial ownership analysis of

certifier entities.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 Which NOP-accredited certifiers have the highest certificate-to-inspector ratios, and what does statistical

deviation from the sector norm signal?

KIR-02 How do EU member state control body performance reports reveal systemic certifier weakness at scale?

KIR-03 What public records expose conflicts of interest in certifier ownership structures and beneficial owner

relationships?

4.1 Why Certifiers Are the Highest-Leverage Fraud Vector

In the organic certification system, the certifier occupies a structurally unique position: they are simultaneously the

primary verification mechanism for organic integrity and the primary documentation source for supply chain trust.

Every downstream actor in the supply chain — the importer, the processor, the retailer, the consumer — relies on

the certifier's certificate as the authoritative statement that the production in question meets organic standards.

This structural position means that a compromised certifier does not merely create a single fraudulent entry

point in a supply chain — it creates a blanket fraud authorization that applies to every operator in its certified

portfolio. If a certifier with 500 certified operators is systematically issuing certificates without adequate inspection,

the fraud risk is not 1-in-500 but potentially 500-of-500: any of those operators may be non-compliant, and none of

their certificates can be relied upon without independent verification.

The academic literature on organic fraud consistently identifies certifier integrity as the primary determinant of

organic system integrity. The 2017 USDA Office of Inspector General audit of the NOP specifically identified

certifier oversight as the program's most significant structural weakness, noting that the NOP's accreditation

oversight capacity was insufficient to detect systemic certifier non-conformance before large-scale fraud events
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occurred. The ORGINT analyst who builds certifier intelligence into their collection architecture is therefore

addressing the root cause of organic fraud risk, not merely its symptoms.

4.2 The Certificate-to-Inspector Ratio as a Primary Risk Indicator

The most operationally accessible quantitative risk indicator for certifier integrity is the certificate-to-inspector ratio:

the number of active certificates maintained by a certifier divided by the number of full-time equivalent inspection

staff employed. This ratio is computable from publicly available data — the NOP Organic Integrity Database

provides certificate counts, and certifier staffing information is derivable from certifier websites, job postings,

LinkedIn professional profiles, and accreditation application records.

Industry analysis of NOP-accredited certifiers suggests that a ratio of approximately 80 to 120 certificates per

full-time equivalent inspector is operationally sustainable for combined crop and handling certification, assuming

standard USDA inspection frequency requirements. Ratios significantly above this range — particularly above 150

certificates per inspector — indicate either that the certifier is under-staffed relative to its certificate volume, that it

is conducting inspections at below-minimum frequency, or both. All three conditions create fraud risk.

The ratio must be interpreted in conjunction with the certifier's geographic operating scope. A certifier with 200

certificates concentrated in a single US state faces a different operational challenge than a certifier with 200

certificates distributed across 15 countries in four continents. The latter configuration — international geographic

dispersion combined with high certificate volume — is the highest-risk configuration and warrants the most

intensive intelligence scrutiny.

4.3 Beneficial Ownership Analysis of Certification Bodies

Certification bodies in the organic sector range from large, well-resourced non-profit organizations with decades of

institutional history to small, recently incorporated for-profit entities with minimal operational infrastructure. The

beneficial ownership analysis technique — tracing the ultimate human owners of a corporate entity through

layered corporate structures — is as applicable to certifiers as it is to the operators they certify.

The primary intelligence objective of certifier beneficial ownership analysis is the identification of conflicts of

interest: situations in which the ultimate beneficial owner of a certification body has a financial interest in one or

more of the operations it certifies. Such conflicts do not automatically indicate fraud, but they create the conditions

under which objective certification becomes structurally compromised, and they are inconsistent with the

independence requirements imposed by NOP, EU, and COR accreditation standards.

OpenCorporates is the primary tool for beneficial ownership research in ORGINT practice. Its database

covers over 200 jurisdictions and permits searches by director name, registered address, and incorporation date.

The analyst conducting a certifier beneficial ownership investigation should: extract all directors and officers from

the certifier's corporate registration; search each name in OpenCorporates to identify their other corporate

relationships; cross-reference those corporate relationships against the certifier's list of certified operators; and

flag any director-operator overlap for further investigation.

4.4 Accreditation Audit Reports as Intelligence Assets

The NOP's accreditation program conducts periodic audits of NOP-accredited certifiers and publishes the

resulting audit reports on the USDA AMS website. These reports are among the most valuable ORGINT assets

available, because they represent the regulator's own assessment of certifier operational integrity — an insider

view of certifier weaknesses derived from direct examination of internal records.
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NOP accreditation audit reports are structured around the USDA's accreditation criteria (7 CFR Part 205,

Subpart F) and document any non-conformances identified during the audit. Non-conformances are classified as

Minor, Major, or Critical. A Critical non-conformance indicates a fundamental failure in the certifier's system that

directly compromises certification integrity. For the ORGINT analyst, the most significant intelligence value lies not

in individual non-conformances but in their pattern over time: a certifier with repeat Major non-conformances in the

same operational area across multiple consecutive audit cycles is demonstrating structural incapacity, not merely

administrative oversight.

The EU equivalent of NOP accreditation audit reports is the member state control body performance reporting

system, which requires EU member states to publish annual reports on the performance of organic control bodies

operating within their jurisdiction. These reports, published on national competent authority websites and

aggregated in the EU OFIS system, provide comparable intelligence value to NOP audit reports for EU-operating

certifiers.

4.5 Geographic Concentration Anomalies

A certifier whose certified portfolio is concentrated in a single high-fraud origin country or region warrants

enhanced scrutiny regardless of its certificate-to-inspector ratio. Geographic concentration amplifies operational

risk in two directions: it creates a single-point-of-failure for the certifier's inspection infrastructure if conditions in

that region deteriorate, and it creates a high-value target for sophisticated fraud actors who understand that

compromising the dominant certifier in a given region effectively compromises the entire regional organic market.

The analyst can identify geographic concentration using the NOP Organic Integrity Database by filtering a

specific certifier's certified operator list by country and computing the proportion of certificates issued to operators

in each country. A certifier with 60% or more of its certificates concentrated in a single third country — particularly

a country with a documented history of organic fraud enforcement actions — should be flagged for enhanced due

diligence regardless of its overall compliance record.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ USDA NOP Organic Integrity Database — certifier and operator records

◆ EU OFIS (Organic Farming Information System) — control body performance data

◆ CFIA Conformity Verification Body Registry

◆ OpenCorporates — beneficial ownership mapping

◆ PACER — US Federal Court Records (certifier litigation history)

◆ Wayback Machine — historical certifier audit report preservation

◆ USDA AMS Accreditation Program — NOP accreditation audit reports

■ CASE STUDY FRAMEWORK

Building a Risk-Scored Certifier Profile
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Framework: Constructing a risk-scored certifier profile for a mid-tier NOP-accredited body operating in a high-fraud

origin country. Step 1: Extract the certifier's current certificate count from the Organic Integrity Database and divide

by the number of listed inspectors to compute a certificate-per-inspector ratio. Compare against sector average

(approximately 80-120 certificates per FTE inspector for crop and handling combined). Step 2: Extract the certifier's

historical certificate count data using the Wayback Machine to preserve historical Organic Integrity Database

states, and construct a growth rate trend. Step 3: Search PACER for any litigation naming the certifier as a

defendant in certification disputes. Step 4: Search the certifier's corporate registration in OpenCorporates and

identify any beneficial owner overlaps with certified operators — a direct conflict of interest indicator. Step 5: Search

the USDA AMS website for the certifier's most recent NOP accreditation audit report; review findings for repeat

non-conformances. Score each dimension on a five-point risk scale and aggregate to a composite certifier integrity

score.
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05
DIGITAL FOOTPRINT ANALYSIS
Soil Health Data, Residue Databases & Certifier Transparency Audits

■ EXECUTIVE SUMMARY

The organic claim lives or dies on measurable environmental conditions. This chapter trains the analyst to

read soil health data repositories, pesticide residue testing databases, and remote sensing indices as

corroborative or contradictory evidence against certification claims. Digital footprint analysis of claimed

organic parcels provides the ground-truth layer absent from paper-based certification.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 What remote sensing indices serve as proxies for synthetic input use, and at what spatial resolution are

they actionable for parcel-level verification?

KIR-02 Which pesticide residue databases provide statistically meaningful signals for origin-specific fraud risk

assessment?

KIR-03 How can soil health platform data be cross-referenced against certificate dates to detect retroactive organic

claims?

5.1 The Physics of Organic Agriculture

Organic agriculture is, at its foundation, a specific approach to managing soil-plant systems. The prohibition on

synthetic nitrogen fertilizers means that organic fields have different nitrogen cycling dynamics than conventional

fields — they rely on biological nitrogen fixation, compost application, and green manures, which produce lower

and more temporally variable nitrogen availability than synthetic fertilizers. This difference in nitrogen dynamics

produces measurable differences in plant growth patterns, leaf chlorophyll content, and canopy density — all of

which are detectable in multispectral satellite imagery.

The prohibition on synthetic herbicides means that organic fields contain a higher proportion of non-crop

vegetation — weeds, cover crops, field margins — which produces a more spectrally heterogeneous signal in

satellite imagery than the uniform crop canopy characteristic of herbicide-managed conventional fields. The

prohibition on synthetic pesticides means that organic fields support higher biodiversity, which produces temporal

variation in canopy structure visible in time-series analysis.

These physical differences are the foundation of satellite-based organic verification. They are not absolute —

genuine organic fields can exhibit spectral signatures that overlap with conventional fields, particularly in
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high-yield organic systems — but as a population-level signal and as a trigger for enhanced investigation, they are

statistically robust. The ORGINT analyst using satellite data should treat anomalous spectral signatures as a

reason to escalate investigation, not as conclusive evidence of fraud.

5.2 Sentinel-2 Methodology for Parcel Verification

The ESA Sentinel-2 constellation provides multispectral imagery at 10-metre resolution with a 5-day revisit time at

equatorial latitudes and 2-3 day revisit at mid-latitudes relevant to most European and North American organic

production regions. The imagery is freely available through the Copernicus Data Space Ecosystem and can be

accessed visually through the Sentinel Hub EO Browser without any programming requirement.

For ORGINT parcel verification, the analyst should extract a minimum of two full growing seasons of imagery

for the claimed production parcel. The following indices are most diagnostic for organic versus conventional

differentiation: NDVI (Normalized Difference Vegetation Index) for biomass and nitrogen status; NDRE

(Normalized Difference Red Edge Index) for canopy nitrogen content; SWIR-based indices for soil moisture and

tillage detection; and the Normalized Difference Water Index (NDWI) for irrigation detection.

The temporal pattern of these indices is often more diagnostic than their absolute values. Organic fields under

conversion — the standard three-year conversion period required by NOP, EU, and COR — should show a

progressive shift in spectral signature from conventional to organic characteristics over the conversion period. A

field that claims to have completed organic conversion but shows no such progressive shift in its historical spectral

record warrants investigation.

5.3 Pesticide Residue Databases as ORGINT Assets

Pesticide residue testing databases are systematically underutilized as ORGINT assets. The USDA Pesticide

Data Program (PDP) conducts annual residue monitoring of commodities in the US food supply and publishes the

results in a publicly accessible database. The EU's EFSA Pesticides Database aggregates residue monitoring

data from all EU member states under the EU Pesticides Residues Monitoring Programme. Canada's Pesticide

Residue Testing Program (Health Canada, PMRA) publishes similar data for Canadian food commodities.

For the ORGINT analyst, these databases serve two distinct functions. First, they provide population-level

fraud risk signals: a high detection rate for synthetic pesticide residues in organic samples of a specific commodity

from a specific origin is a primary fraud risk indicator that justifies enhanced supply chain scrutiny for any imports

of that commodity from that origin. Second, they provide specific-case corroboration: residue detection in a

specific product sample that is inconsistent with the organic management claimed for that product's origin is direct

evidence of non-compliance, regardless of the certification documentation provided.

The analyst should be aware of the statistical limitations of residue databases as ORGINT assets. Residue

programs test a sampling of products, not the entire production volume, and the sampling methodology is typically

designed for food safety surveillance rather than organic fraud detection. Zero residue detection does not confirm

organic compliance — it confirms only that the tested sample did not contain detectable residues of the tested

compounds at the tested sensitivity level.

5.4 Soil Health Data Repositories

Soil health is the foundation of the organic claim — organic agriculture is, at its regulatory core, a soil

management system. Several public repositories provide soil property data at global scale that can be used to

assess the plausibility of organic production claims for specific geographic locations.
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SoilGrids, maintained by the International Soil Reference and Information Centre (ISRIC), provides global

predictions of key soil properties — including organic carbon content, pH, bulk density, and clay fraction — at

250-metre resolution based on machine learning models trained on approximately 230,000 soil profiles. For the

ORGINT analyst, SoilGrids data is most useful as a plausibility check: does the claimed organic production area

have soil characteristics consistent with long-term organic management? Soils under long-term organic

management typically show higher organic carbon content than conventional equivalents in the same region. An

area claiming long-term organic certification but showing soil carbon values consistent with intensive conventional

management warrants investigation.

The USDA Web Soil Survey provides detailed US soil mapping unit data that can be used to assess the

agricultural suitability of claimed organic production areas and to verify that claimed crop types are agronomically

plausible for the soil types present at the declared production location.

5.5 Digital Footprint Auditing of Certifiers

The digital footprint of a certification body — its website history, published audit reports, public social media

presence, job postings, and regulatory filing records — constitutes a secondary ORGINT asset that complements

the quantitative metrics of the certifier intelligence methodology described in Chapter 4.

The Wayback Machine (web.archive.org) is particularly valuable for certifier digital footprint analysis. Certifiers

occasionally publish audit reports, certified operator lists, or policy documents on their websites that are

subsequently removed or modified. The Wayback Machine preserves historical snapshots of these pages,

enabling the analyst to reconstruct what information the certifier had publicly available at specific points in time.

Discrepancies between historical and current published information — a certified operator list that shrinks

dramatically between two Wayback Machine snapshots without corresponding revocation notices, for example —

may indicate that the certifier is managing its public information in response to undisclosed compliance issues.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ NASA EarthData / MODIS — long-term land use time series

◆ ESA Sentinel-2 (Copernicus Data Space Ecosystem) — 10m multispectral imagery

◆ EFSA Pesticides Database — EU maximum residue level monitoring

◆ USDA Pesticide Data Program (PDP) — annual residue monitoring data

◆ SoilGrids (ISRIC) — 250m global soil property predictions

◆ Global Forest Watch — land cover change detection

◆ Sentinel Hub EO Browser — visual parcel inspection

■ CASE STUDY FRAMEWORK

Satellite Cross-Validation of an Eastern European Grain Parcel
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Case framework: An analyst is tasked with verifying the organic status of a 450-hectare grain operation in Romania

certified by a mid-tier EU control body. Using the Sentinel Hub EO Browser, the analyst extracts two years of

Sentinel-2 NDVI composites for the claimed parcel coordinates. Analysis reveals: (1) peak NDVI values

consistently in the 0.85-0.90 range, characteristic of high-input conventional grain production rather than the

0.65-0.75 range typical of organic management in that climate zone; (2) spectral uniformity across the parcel

inconsistent with the rotational diversity required under EU organic standards; (3) a single application event visible

in the red-edge bands during a period when organic rules prohibit synthetic herbicide use. The USDA PDP residue

database shows that Romanian grain exports to the US in the same period had a 23% detection rate for glyphosate

at levels above the EU organic tolerance — providing corroborating population-level evidence for the parcel-level

satellite anomaly.
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06
ADVERSARIAL ASSESSMENT
Identifying Gray Market Actors & Non-Compliant Networks

■ EXECUTIVE SUMMARY

Gray market actors in organic commerce operate at the intersection of legal ambiguity and regulatory latency.

This chapter delivers a structured adversarial assessment methodology: socio-technical profiling of suspect

entities, corporate registry cross-referencing across jurisdictions, beneficial ownership mapping, and network

graph analysis of shared certifiers, importers, and brokers.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 How are gray market organic actors structurally distinct from outright fraudsters, and how does this affect

intelligence collection strategy?

KIR-02 What corporate registry signals indicate adversarial organic positioning — rapid re-incorporation, director

overlap, dormant shell activation?

KIR-03 How can broker network graphs reveal the connective tissue linking disparate non-compliant supply chain

nodes?

6.1 The Gray Market Defined

In organic commerce, 'gray market' actors are entities whose practices exist in a space of regulatory ambiguity

rather than clear illegality. They may hold valid certificates for some of their production while sourcing uncertified

product to fill orders that exceed their certified capacity. They may operate in jurisdictions where enforcement

capacity is low, exploiting the gap between regulatory standards and practical inspection frequency. They may

use labeling or marketing language that implies organic status without making explicit organic claims — a practice

technically permissible but functionally deceptive.

The distinction between gray market actors and outright fraudsters matters for intelligence collection strategy.

Outright fraudsters are typically operating with criminal intent and will therefore employ deliberate

counter-intelligence measures — compartmentalized corporate structures, falsified documentation, deceptive

labeling — that require more intensive collection to penetrate. Gray market actors, by contrast, often leave

extensive open-source traces because they are operating in the ambiguous space where they believe — often

correctly — that no specific rule is being clearly violated. Their confidence in their own ambiguity is the ORGINT

analyst's collection opportunity.
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6.2 Corporate Registry Cross-Referencing

Corporate registries are public records maintained by government bodies to document the legal existence,

ownership, and governance of corporations, partnerships, and other legal entities. In most jurisdictions, basic

corporate registry information — entity name, registration number, registered address, directors, and filing history

— is publicly accessible without charge. This information constitutes the foundation of adversarial assessment in

ORGINT practice.

The fundamental technique of cross-jurisdictional corporate registry analysis is entity resolution with director

overlap detection. The analyst begins with a known entity — a certifier, an importer, a broker — and extracts its

full list of directors and officers. Each director is then searched across multiple corporate registries to identify all

other entities in which they hold a director, officer, or beneficial owner role. The resulting network of entities and

individuals, mapped as a relationship graph, reveals the full scope of a corporate actor's commercial relationships

— including relationships that may be deliberately obscured at the level of the individual entity.

OpenCorporates is the most comprehensive freely accessible tool for this analysis, covering over 200

jurisdictions and approximately 200 million corporate entities. For UK entities, Companies House provides a

dedicated beneficial ownership register under the People with Significant Control (PSC) regime introduced in 2016

— one of the most detailed public beneficial ownership registers in the world. The OCCRP Aleph platform

aggregates corporate registry data with leaked documents, sanctions lists, and investigative databases, providing

enhanced resolution for entities associated with known illicit activity.

6.3 The Shell Company Indicator Set

Shell companies — corporate entities with minimal operational substance that serve primarily to hold assets,

obscure beneficial ownership, or create paper documentation trails — are a fundamental instrument of

sophisticated organic fraud. The ORGINT analyst should be able to recognize the standard shell company

indicator set in corporate registry data.

The primary shell company indicators are: recent incorporation date relative to the first appearance in trade

data (an entity incorporated six months before its first organic export volume is structurally suspicious regardless

of its stated organic certification status); registered address at a corporate formation services provider (the

presence of dozens of other entities at the same address is a strong shell indicator); nominal paid-up capital

inconsistent with the claimed trading volume; absence of any web presence, employee records, or commercial

history prior to the first detected organic trade activity; and director overlap with dormant or dissolved entities

previously associated with compliance investigations.

The analyst should note that shell company indicators are necessary but not sufficient evidence of fraud.

Many small legitimate organic trading companies exhibit some of these characteristics — particularly recent

incorporation and minimal web presence. The shell indicator set should be used as a risk scoring tool that

elevates a specific entity for enhanced scrutiny, not as a binary fraud determination.

6.4 Network Graph Analysis

The most powerful analytical technique in adversarial assessment is network graph analysis: the visualization of

relationships between entities — persons, corporations, certifiers, vessels, addresses — as a connected graph

that reveals structural patterns invisible in tabular data.
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Maltego Community Edition provides a free, functional network graph analysis environment suitable for

ORGINT practice. The analyst begins with a seed entity — an importer, a certifier, a vessel — and uses Maltego

transforms to expand the graph by querying OpenCorporates, Shodan, PassiveTotal, and other integrated data

sources. The resulting graph visualizes the network of relationships emanating from the seed entity, allowing the

analyst to identify hub nodes (entities with unusually high connectivity that serve as network coordinators), bridge

nodes (entities that connect otherwise separate network components), and isolated clusters that may represent

compartmentalized fraud operations.

In organic fraud network analysis, the most diagnostic graph feature is the shared certifier hub: a single

certifier appearing as the common node linking multiple geographically dispersed entities that share anomalous

trade characteristics. When the shared certifier is also exhibiting the risk indicators described in Chapter 4, the

convergence of certifier risk and network structure constitutes a high-confidence fraud signal.

6.5 Socio-Technical Profiling

Socio-technical profiling combines corporate registry analysis with open-source human intelligence signals —

LinkedIn professional profiles, trade publication appearances, conference speaker records, patent filings,

academic publications, and social media — to construct a comprehensive picture of a specific actor's professional

network, claimed expertise, and commercial trajectory.

For organic sector adversarial assessment, socio-technical profiling is most useful for evaluating claimed

production expertise. An executive at an organic processing company who has no professional history in organic

agriculture, no relevant educational background, and no documented relationships with organic sector institutions

— but who appears at the helm of a rapidly growing organic export operation in a high-fraud origin country — is

exhibiting a professional profile inconsistent with the claimed operational expertise their business requires. This

inconsistency is not evidence of fraud, but it is a signal that the business model warrants scrutiny.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ OpenCorporates — multi-jurisdiction corporate registry search

◆ OCCRP Aleph — investigative data platform (leaks, registries, sanctions)

◆ UK Companies House — beneficial ownership register

◆ US SEC EDGAR — US public company filings and beneficial ownership

◆ Orbis (Bureau van Dijk) — global corporate ownership database

◆ Maltego Community Edition — entity relationship graph analysis

◆ OpenSanctions — global sanctions and PEP screening

■ CASE STUDY FRAMEWORK

Network Mapping Exercise: Seven Importers, One Owner



MARIE LANDRY'S SPY SHOP  ·  OSINT ORGANIC MANUAL UNCLASSIFIED / PUBLIC RELEASE

Open Source Intelligence for the Certified Organic Industry Page 26

Exercise reconstruction: Seven apparently unrelated organic importers operating in the US, Germany, Netherlands,

UAE, Hong Kong, Canada, and Brazil are identified through trade intelligence as sharing an anomalously similar

pattern of origin countries, certifiers, and commodity mix. Beginning with a single US importer identified through

PIERS data, the analyst proceeds as follows: OpenCorporates search on the US entity's listed directors reveals

that one director also serves on the board of the Netherlands entity; the Netherlands entity's filing at the Kamer van

Koophandel lists a holding company in the UAE; the UAE entity is found in OCCRP Aleph with a previously

reported connection to a sanctioned commodities trader; the sanctioned trader's known associates are

cross-referenced through UK Companies House beneficial ownership registers and matched to the Canadian and

Brazilian entities. The complete network is mapped through four jurisdictions using only public corporate registries

and one investigative database, without accessing any private or restricted information.
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07
TRADE INTELLIGENCE & MARKET SIGNALS
Predicting Organic Market Volatility Through Regulatory & Commercial OSINT

■ EXECUTIVE SUMMARY

Organic markets are uniquely sensitive to regulatory shifts, climate signals, and certification revocations — all

partially visible through open sources before they are priced into commodity markets. This chapter trains the

analyst to build an Organic Intelligence Dashboard that fuses regulatory monitoring, trade flow anomalies,

and climate event data into actionable market intelligence.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 Which regulatory announcement types have historically preceded the largest organic commodity price

movements?

KIR-02 How can sudden certification revocation events be detected via public databases before they appear in

trade press?

KIR-03 What climate and satellite signals reliably precede supply shortfalls in key organic origin regions?

7.1 Organic Markets as Intelligence Environments

Organic commodity markets exhibit characteristics that make them unusually responsive to regulatory and supply

chain intelligence signals. Unlike conventional commodity markets, where supply and demand fundamentals are

relatively transparent and widely tracked, organic markets are characterized by supply-side opacity (certification

compliance is not independently verified at the market level), regulatory sensitivity (standards changes can rapidly

disqualify significant volumes of product from the premium market), and premium fragility (the organic premium

depends entirely on consumer trust, which can be rapidly eroded by high-profile fraud events).

These characteristics mean that open-source intelligence — particularly regulatory monitoring and supply

chain anomaly detection — can generate market signals with significant lead time over conventional price

discovery mechanisms. The analyst serving a market intelligence function has a structural information advantage

over market participants who rely solely on commercial price services and trade press: they can see the

regulatory and supply chain signals that precede price movements before those movements occur.

7.2 Regulatory Announcement as Market Signal
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The organic sector's regulatory environment generates a continuous stream of market-relevant signals: proposed

rule changes, equivalency agreement modifications, certifier suspension and revocation actions, import alert

issuances, and enforcement settlement announcements. Each of these signals has market implications that are

typically underpriced by market participants who do not have systematic regulatory monitoring in place.

The most market-significant regulatory event type is the equivalency agreement modification or suspension.

When a major organic trading relationship — such as the US-EU organic equivalency arrangement — is modified,

significant volumes of product that previously moved freely between markets may require additional certification,

documentation, or reformulation. The lead time between the announcement of such modifications and their entry

into force is typically 90 to 180 days — sufficient for a prepared market participant with regulatory monitoring in

place to restructure supply chains and pricing arrangements before the general market responds.

USDA NOP enforcement actions — the suspension or revocation of certifier accreditations and operator

certificates — are published in the Federal Register and simultaneously reflected in the Organic Integrity

Database. For commodities where a suspended certifier accounts for a significant proportion of the available

certified supply, such enforcement actions are directly market-moving. The analyst monitoring the Organic

Integrity Database in real time gains advance notice of these supply disruptions before they are reported in the

trade press.

7.3 Climate Intelligence for Organic Supply

Organic production is more sensitive to climate variability than conventional production in most commodity

categories, because the management toolkit available to organic producers — no synthetic pesticides for pest and

disease management, no synthetic fertilizers for compensatory nutrition — is more constrained than that available

to conventional producers facing the same climate stress.

The ORGINT analyst monitoring organic supply chain risk should maintain a climate intelligence feed for the

key origin regions relevant to their client's supply chain. NOAA's Climate Data Online provides historical and

near-real-time climate data for US and international stations. The FAO's Global Information and Early Warning

System (GIEWS) publishes regular crop monitoring reports with specific organic production risk assessments for

major agricultural regions. ESA Sentinel-2 NDVI time series analysis, as described in Chapter 5, provides a direct

measure of growing-season crop development that can be used to estimate yield trajectory before harvest data is

officially reported.

The intelligence value of climate monitoring is amplified in the organic sector by the fraud-enabling effect of

supply shortfalls. When organic supply is constrained by drought, pest pressure, or other climate events, the

pressure on producers and traders to substitute non-certified product increases. The ORGINT analyst who

identifies a climate-driven supply shortfall in advance can alert clients to increase their verification scrutiny for that

commodity during the affected period.

7.4 Building the Organic Intelligence Dashboard

The Organic Intelligence Dashboard is a persistent monitoring architecture that integrates multiple open-source

data streams into a coherent picture of organic market risk and opportunity. Its core components are a regulatory

monitoring feed, a trade flow anomaly tracker, a certifier status monitor, a climate and crop condition tracker, and

a corporate intelligence watch list.

The regulatory monitoring feed aggregates RSS and email alerts from the Federal Register, EUR-Lex, and

Canada Gazette, filtered to organic-relevant keyword sets. The trade flow anomaly tracker uses TRACES NT,
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Eurostat COMEXT, and USDA AMS data to flag statistically significant deviations from baseline import volumes

for key commodities and origins. The certifier status monitor uses the Organic Integrity Database and EU OFIS to

detect changes in certifier accreditation status. The climate tracker integrates NOAA and FAO GIEWS data with

Sentinel-2 NDVI composites for monitored origin regions. The corporate intelligence watch list tracks

OpenCorporates records for monitored entities, alerting on registration changes, director changes, and dissolution

events.

Chapter 8 provides the technical collection architecture for implementing this dashboard within a compliant,

low-footprint infrastructure.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ Federal Register Advanced Search (regulations.gov)

◆ NOAA Climate Data Online (ncdc.noaa.gov)

◆ FAO GIEWS — Global Information and Early Warning System

◆ USDA World Agricultural Supply and Demand Estimates (WASDE)

◆ Quandl / Nasdaq Data Link — commodity price history

◆ GDELT Project — event-driven global news analytics

◆ EU TRACES NT — import volume time series

■ CASE STUDY FRAMEWORK

Three Converging Signals: The Organic Tomato Paste Scenario

Predictive signal analysis: Six weeks before a major organic tomato paste fraud event was detected through

residue testing, three simultaneous open-source signals were available and unexamined. Signal 1 (Regulatory): EU

TRACES NT showed an anomalous 340% increase in organic tomato paste import notifications from a specific

Turkish port of export during a 30-day period coinciding with the final weeks before a new EU import documentation

requirement entered into force. Signal 2 (Climate): NOAA drought monitor data and Sentinel-2 NDVI composites for

the Anatolian tomato-growing regions showed a severe yield-reduction drought event in the preceding growing

season, making the claimed production volume physically implausible. Signal 3 (Corporate): OpenCorporates

records showed that the primary Turkish exporter had been re-incorporated under a new entity name four months

prior to the anomalous export surge, with the previous entity dissolved following a CFIA import alert. The

convergence of these three signals in public data constituted a high-confidence fraud prediction six weeks before

detection.
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08
DIGITAL OSINT TRADECRAFT
Technical Collection Methods for the Organic Intelligence Analyst

■ EXECUTIVE SUMMARY

This chapter is the operational core of the manual's technical tradecraft section. It covers OSINT collection

hygiene, web scraping within legal bounds, RSS monitoring architectures, and digital collection infrastructure

design. The analyst learns to build a persistent, low-footprint intelligence collection architecture compliant

with applicable law.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 What are the legal boundaries governing automated data collection from public regulatory databases in

NOP, EU, and COR jurisdictions?

KIR-02 How should an organic intelligence analyst structure a monitoring architecture to track 50+ certifiers

simultaneously without legal exposure?

KIR-03 What surface-web venues are known to host fraudulent organic certificate templates or sales, and how

should they be monitored?

8.1 Collection Hygiene and Legal Boundaries

The single most important discipline in digital OSINT tradecraft is collection hygiene: the consistent practice of

collecting only from sources that are legally accessible, technically authorized, and operationally documented.

Collection hygiene is not a security practice — it is a legal and evidentiary practice. Intelligence collected through

unauthorized access to computer systems is not merely inadmissible in legal proceedings; it creates criminal

liability for the collector under the Computer Fraud and Abuse Act (US), Section 342.1 of the Canadian Criminal

Code, and the EU Computer Misuse Directive.

The legal boundary between authorized and unauthorized access is drawn by the concept of authorization in

computer access law. Access to a publicly available website — one accessible to any internet user without

authentication — is generally considered authorized in US, Canadian, and EU law, subject to the terms of service

of the specific platform. Access to a system that requires authentication — login credentials, API keys, or other

access controls — is authorized only to the extent explicitly permitted by the system operator. The ORGINT

analyst should maintain a documented record of the authorization basis for each data source in their collection

architecture: publicly accessible with no ToS restriction; public API with documented terms; authenticated access

with explicit operator permission.
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8.2 RSS and API Monitoring Architecture

The most operationally efficient and legally robust digital collection method available to the ORGINT analyst is the

RSS and API monitoring architecture: a system of persistent data feeds from official regulatory and trade

databases that delivers new information as it becomes available, without requiring active researcher intervention

or potentially unauthorized scraping.

The Federal Register provides a documented API (api.regulations.gov) that permits automated querying of

docket contents, comment submissions, and rule publication dates. The NOP Organic Integrity Database provides

a documented API for certificate status queries. EUR-Lex provides RSS feeds for Official Journal publications

categorized by legal act. The Canada Gazette provides RSS feeds for each part of the Gazette. UN Comtrade

provides a documented REST API for trade statistics queries. All of these sources are publicly accessible,

explicitly authorized for automated access within documented usage limits, and constitute the legal foundation of

an ORGINT collection architecture.

RSS aggregation tools — Feedly, Inoreader, and the open-source FreshRSS platform — provide the interface

layer for managing these feeds, applying keyword filters, and generating alerts when monitored content types

appear. For the analyst monitoring the NOP regulatory environment, a Feedly collection filtered to 'organic' AND

('certifier' OR 'accreditation' OR 'suspension' OR 'revocation') against the Federal Register RSS feed will deliver

all enforcement-relevant publications within hours of their appearance.

8.3 Entity Monitoring and Corporate Intelligence Automation

Beyond regulatory monitoring, the ORGINT analyst requires a persistent entity monitoring capability: the ability to

detect changes in the corporate registry status, web presence, and public information footprint of monitored actors

— certifiers, importers, brokers, and suspected fraud entities.

OpenCorporates provides an API that permits automated querying of corporate entity status, director

changes, and filing history for entities in its database. SpiderFoot HX — a comprehensive OSINT automation

platform — integrates with OpenCorporates, Shodan, PassiveTotal, and other data sources to provide automated

entity monitoring with configurable alert thresholds. The analyst maintains a structured watch list of monitored

entities, configured in SpiderFoot to alert on: new director appointments or resignations; address changes;

dissolution filings; new affiliated entity registrations; and changes in web infrastructure (domain registration,

hosting provider, certificate transparency log entries).

The Wayback Machine's CDX API provides programmatic access to historical web snapshots for any domain,

enabling automated change detection in certifier websites, exporter web presence, and regulatory body

publications over time.

8.4 Operational Security for the ORGINT Analyst

Operational security in ORGINT practice is not primarily about concealing the analyst's identity from legitimate

data sources — legitimate public data collection requires no concealment. It is about protecting the analyst's work

product, source relationships, and analytical conclusions from premature disclosure that could compromise

investigations, alert fraud actors to ongoing scrutiny, or create legal exposure for the analyst's client.

The practical operational security requirements for the ORGINT analyst are: separation of collection

infrastructure from personal or client-identifying devices; secure communication channels (Signal for source

communications, ProtonMail for sensitive correspondence); encrypted storage for work product; documented
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collection logs that establish the legal authorization basis for each data source; and a clear protocol for escalating

to legal counsel when collection activities approach the boundaries of authorization.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ TheHarvester — email and domain intelligence

◆ Shodan — internet-connected device intelligence

◆ Maltego Community Edition — entity relationship mapping

◆ SpiderFoot HX — automated OSINT collection

◆ OSINT Framework (osintframework.com) — tool directory

◆ RSS Aggregators — Feedly, Inoreader for regulatory monitoring

◆ Archive.org Wayback CDX API — historical web data retrieval

■ CASE STUDY FRAMEWORK

72-Hour Organic Fraud Early Warning Feed

Collection architecture design: Building a 72-hour organic fraud early warning feed using RSS, API polling, and

targeted web monitoring. Component 1 — Regulatory pulse: RSS feeds from Federal Register (filtered: 'organic',

'NOP', 'certifier'), EUR-Lex (filtered: Regulation 2018/848 and implementing acts), Canada Gazette (filtered:

'organic products regulations'). Aggregate in Inoreader with keyword alerts, delivering to a shared monitoring inbox.

Component 2 — Certifier status pulse: daily script querying the NOP Organic Integrity Database API for certificate

status changes; changes triggering an alert within 24 hours of publication. Component 3 — Trade anomaly pulse:

weekly TRACES NT query for volume anomalies in monitored commodity-origin pairs; flagging deviations

exceeding two standard deviations from the 52-week rolling mean. Legal compliance mapping: all collection from

public APIs under documented terms of service; no automated querying of systems lacking explicit public API

access; all personal data handling under PIPEDA (Canada) and GDPR (EU) principles.
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09
HUMAN INTELLIGENCE INTEGRATION
Ethical HUMINT in Organic Supply Chain Investigation

■ EXECUTIVE SUMMARY

OSINT does not exist in isolation. This chapter addresses the ethical and operational integration of human

intelligence sources — whistleblowers, industry insiders, regulatory staff, and academic experts — into

organic intelligence operations. It covers source development ethics, interview technique for supply chain

investigation, and the legal framework governing voluntary disclosure in Canadian, US, and EU contexts.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 What whistleblower protection frameworks apply to organic fraud reporters in NOP, EU, and COR

jurisdictions?

KIR-02 How should an organic intelligence analyst ethically develop and manage a source inside a certifier body?

KIR-03 What interview and elicitation techniques are appropriate for voluntary, non-deceptive intelligence gathering

from supply chain actors?

9.1 The Role of HUMINT in ORGINT

Open-source intelligence — however comprehensive its technical collection architecture — has structural

limitations that only human intelligence can overcome. Public databases capture what actors choose to disclose to

regulatory bodies. Satellite imagery captures surface-level agricultural conditions. Corporate registries capture

formal legal relationships. None of these sources capture intent, internal decision-making, undisclosed

relationships, or the subjective experience of people working inside supply chains who observe non-compliant

practices firsthand.

Human intelligence — derived from voluntary, non-deceptive engagement with knowledgeable individuals —

fills these gaps. The industry expert who explains why a particular certifier's inspection practices are structurally

inadequate; the logistics professional who describes how transshipment documentation is typically altered in a

specific port; the academic researcher who has spent five years studying a specific origin country's organic sector

— these sources provide contextual intelligence that cannot be extracted from any database. The ethical ORGINT

practitioner cultivates these relationships through transparent professional engagement, not through deception or

inducement.
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9.2 Whistleblower Protection Frameworks

Whistleblowers — individuals who report illegal, fraudulent, or unethical activity from within an organization — are

the most valuable class of human intelligence source in organic fraud investigation. They have direct, firsthand

access to internal records, operational practices, and decision-making that no external OSINT methodology can

replicate. They also carry the highest protection obligations for the ORGINT practitioner.

In the United States, organic sector whistleblowers may be covered by multiple overlapping protection

frameworks depending on the nature of the fraud and their employment context. The Agricultural Marketing Act,

under which the NOP operates, does not contain a specific whistleblower protection provision, but organic fraud

that constitutes mail or wire fraud — as it typically does, given the documentary nature of certification commerce

— is covered by the Sarbanes-Oxley Act (for publicly traded companies) and potentially by the False Claims Act if

the fraud involves federal procurement. The USDA's Office of Inspector General maintains a whistleblower intake

mechanism and provides basic reporter protection.

In the European Union, the Whistleblower Protection Directive (2019/1937) requires all member states to

establish formal channels for reporting violations of EU law — including EU organic regulation — and to provide

legal protection for reporters against retaliation. Member state implementation has been uneven, but the Directive

creates a minimum protection floor across all 27 member states. In Canada, the Public Servants Disclosure

Protection Act provides protection for federal public service employees who disclose wrongdoing, but does not

cover private sector organic fraud reporters, who must rely on common law wrongful dismissal protections and

sector-specific contract provisions.

9.3 Ethical Source Development

Ethical source development in ORGINT is governed by a single foundational principle: the source must

understand what information they are providing, to whom, for what purpose, and what risks they may face as a

result. This is the informed consent principle applied to intelligence collection, and it is not merely an ethical

aspiration — it is the operational requirement for producing intelligence that will withstand legal scrutiny.

The primary ethical violation in source development is deception: presenting oneself to a source as something

other than what one is in order to induce disclosure that the source would not make to a known intelligence

practitioner. In the organic sector, this might take the form of posing as a journalist, a regulatory official, or a

prospective buyer to elicit information from a certifier employee or an operator. This practice — regardless of the

legitimacy of the investigative objective — is inconsistent with the SCIP Code of Ethics, potentially constitutes

fraud under common law, and produces intelligence that is ethically contaminated and legally precarious.

Legitimate source development relies on transparent professional engagement: presenting one's actual

identity and institutional affiliation, explaining the purpose of the information request, and accepting that some

sources will decline to engage. The analyst who cannot obtain useful information through transparent

engagement should intensify open-source collection rather than turn to deceptive methods.

9.4 Elicitation Techniques for Voluntary Sources

Elicitation — the technique of drawing useful information from a willing conversational partner through structured

dialogue — is distinct from interrogation and from deception. It relies on the natural human tendency to share

expertise, correct misconceptions, and engage with genuine curiosity. The ORGINT analyst conducting a

professional engagement with an industry expert, an academic researcher, or a regulatory official is applying

elicitation technique whether they recognize it as such or not — the question is whether they apply it skillfully.
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The core elicitation techniques applicable to organic intelligence collection are: bracketing (stating a plausibly

incorrect assumption about the subject matter and observing whether the source corrects it and in what direction);

the knowledgeable observer (presenting oneself as already aware of the general picture and seeking the source's

expert refinement); the expertise appeal (explicitly acknowledging the source's superior knowledge and inviting

them to explain what the analyst has misunderstood); and the hypothetical scenario (presenting a realistic but

fictionalized scenario that closely mirrors the actual subject of investigation and asking how the source would

expect it to play out).

All of these techniques are applicable in fully transparent professional contexts — they do not require

deception about the analyst's identity or purpose. They are the analytical toolkit of the skilled interviewer, not the

manipulative tradecraft of the intelligence officer operating under cover.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ POGO Whistleblower Protection Guide — US federal protections

◆ EU Whistleblower Directive (2019/1937) implementation tracker

◆ Investigative Reporters & Editors (IRE) — sourcing methodologies

◆ Signal — encrypted source communication

◆ SecureDrop — anonymous document intake

◆ Canada's Public Servants Disclosure Protection Act guidance

■ CASE STUDY FRAMEWORK

Anatomy of an Ethical Whistleblower Intake

Framework: A certified inspector employed by a NOP-accredited certification body contacts the analyst's

organization through a SecureDrop instance, alleging that their employer is issuing certificates for operations they

have not physically inspected. The ethical intake process proceeds as follows: Step 1 — Initial contact via

SecureDrop; the analyst provides no personal identifying information and does not attempt to identify the source.

Step 2 — Corroboration planning: before any further source contact, the analyst conducts an independent OSINT

assessment of the certifier using the methodology in Chapter 4, identifying whether the certificate-to-inspector ratio

and accreditation audit record are consistent with the allegation. Step 3 — Legal consultation: the analyst consults

legal counsel regarding the analyst's obligations under applicable whistleblower protection law and professional

ethics frameworks. Step 4 — Secure follow-up contact via Signal with explicit informed consent protocol; the source

is advised of applicable whistleblower protections and limitations. Step 5 — Document verification: documents

provided by the source are authenticated through independent means before being included in any intelligence

product. This framework prioritizes source protection, legal compliance, and evidentiary integrity simultaneously.
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10
THE SPYMASTER'S CODE
Ethical Boundaries, Legal Constraints & Professional Standards

■ EXECUTIVE SUMMARY

This chapter is not optional reading — it is the foundational constraint architecture for every technique in this

manual. It draws the precise, jurisdiction-specific line between legal OSINT practice and restricted corporate

espionage. It covers computer fraud statutes, trade secret law, unlawful interception prohibitions, and the

professional ethics standards binding private intelligence practitioners. The Spymaster's Code is a

practitioner's oath.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 What specific actions constitute computer fraud under CFAA, Canada's Criminal Code, and EU law as

applied to organic intelligence collection?

KIR-02 Where is the legal boundary between competitive intelligence and trade secret misappropriation in supply

chain investigation?

KIR-03 What professional standards frameworks are applicable to organic intelligence practitioners, and how

should they be operationalized?

10.1 Why Ethics Is Not Separate from Operations

The placement of The Spymaster's Code at Chapter 10 — after nine chapters of collection methodology —

reflects a deliberate pedagogical choice: the practitioner who has engaged seriously with this manual's technical

content arrives at this chapter with a concrete understanding of what is possible, and is therefore equipped to

engage with the ethical and legal constraints on what is permissible as something other than abstract prohibition.

The Spymaster's Code is not a constraint on effectiveness — it is the foundation of effectiveness. The

ORGINT practitioner who collects intelligence unlawfully produces a product that cannot be used in regulatory

enforcement, that cannot support commercial litigation, that creates legal liability for the practitioner and their

client, and that — if exposed — discredits the entire intelligence case. The practitioner who collects intelligence

within the law produces a product that can do all of these things. Ethical practice and operational effectiveness are

not in tension in this discipline — they are identical.

10.2 Computer Access Law in Three Jurisdictions
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The Computer Fraud and Abuse Act (18 U.S.C. § 1030) is the primary US federal statute governing unauthorized

computer access. It prohibits accessing a computer without authorization or in excess of authorized access and

obtaining information from a protected computer. The Act's key concept is 'authorization': access is unauthorized

if the computer owner has not given permission for it. The Ninth Circuit's 2022 decision in hiQ Labs v. LinkedIn is

the most important recent CFAA ruling for OSINT practitioners: the court held that scraping publicly available data

from websites does not violate the CFAA because publicly accessible data is, by definition, accessible to any

internet user — the website operator has implicitly authorized its access by making it public. This decision is not

binding outside the Ninth Circuit and should not be relied upon as a universal authorization for aggressive

scraping practices.

Section 342.1 of the Canadian Criminal Code prohibits fraudulently obtaining a computer service, intercepting

any function of a computer system, using or causing to be used a computer system with intent to commit an

offence, or destroying or altering computer data without authorization. The Canadian provision is broadly similar to

the CFAA but does not have the equivalent of the hiQ clarification regarding publicly accessible data. Canadian

practitioners should apply a conservative interpretation and collect only from sources that are unambiguously

publicly accessible with no authentication requirement.

In the EU, the Computer Misuse Directive (2013/40/EU) requires member states to criminalize illegal access

to information systems and illegal system interference. The GDPR additionally prohibits the processing of

personal data without a lawful basis under Article 6. For the ORGINT analyst operating in the EU, the GDPR is

often the more binding practical constraint: even where data collection is technically lawful under computer access

law, the processing of personal data in that collection requires a documented lawful basis — typically legitimate

interest under Article 6(1)(f), which requires a proportionality assessment.

10.3 Trade Secret Law and Competitive Intelligence

Trade secret misappropriation is the legal risk most commonly encountered by competitive intelligence

practitioners who approach the boundary between legitimate collection and corporate espionage. A trade secret is

information that derives economic value from not being generally known and that the owner takes reasonable

steps to keep confidential. Trade secret protection under the US Defend Trade Secrets Act (DTSA), Canada's

common law, and the EU Trade Secrets Directive (2016/943) prohibits misappropriation — which includes

acquisition by improper means and disclosure or use of information obtained through improper means.

For the ORGINT practitioner, the critical question is whether the collection method constitutes 'improper

means.' Improper means include: theft, bribery, misrepresentation, breach of a duty to maintain secrecy, and

espionage. Proper means — which do not constitute misappropriation regardless of the competitive sensitivity of

the information obtained — include independent discovery, reverse engineering of publicly available products, and

collection from public sources. The ORGINT practitioner who collects information from regulatory databases,

corporate registries, trade publications, and satellite imagery is operating entirely within the proper means

category, regardless of the commercial sensitivity of the resulting intelligence.

10.4 The SCIP Code and Professional Standards

The Strategic and Competitive Intelligence Professionals (SCIP) Code of Ethics is the primary professional

standards framework applicable to the ORGINT practitioner. Its core obligations are: to continually strive to

increase recognition and respect for the profession; to comply with all applicable laws; to accurately disclose all

relevant information, including one's identity and organization, when legally required; to avoid conflicts of interest;

to provide honest and realistic recommendations and conclusions; and to promote this code within one's
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organization.

The SCIP Code's obligation to 'accurately disclose' identity and organization is the professional ethics

foundation of the transparent source development methodology described in Chapter 9. It prohibits the

practitioner from posing as a journalist, regulator, or buyer to elicit information from sources who would not

disclose to a known intelligence practitioner. This prohibition is absolute under the SCIP Code and should be

treated as such regardless of the perceived legitimacy of the investigative objective.

ASIS International's Intelligence-Led Security Standard provides additional professional guidance specifically

relevant to organic intelligence practitioners serving corporate clients in a supply chain risk management function.

Its requirements for intelligence cycle management, analytical tradecraft, and reporting standards are consistent

with the methodology developed throughout this manual.

10.5 The Spymaster's Oath

The Spymaster's Code is ultimately not a legal analysis or a professional standards summary — it is a personal

commitment. The ORGINT practitioner who internalizes this code does not consult a legal checklist before each

collection decision. They have developed a professional conscience — a habituated disposition toward lawful,

transparent, and rigorous practice — that makes the right decision automatic in all but the most genuinely

ambiguous situations. When genuinely ambiguous situations arise, the code provides the decision framework:

consult legal counsel; apply the most conservative interpretation of authorization; document the reasoning; and

when in doubt, do not collect.

The Spymaster's Oath, as articulated in this manual, is as follows: I collect only from sources that are legally

accessible and explicitly or implicitly authorized. I represent my identity and purpose accurately to all human

sources. I produce intelligence that reflects the evidence, not the evidence I wish to find. I distinguish clearly

between established fact, analytical inference, and speculation, and I label each accordingly. I report my findings

to clients who are authorized to act on them through lawful means. I maintain the security of sources and

methods. And I refuse any engagement that requires me to violate any of the above, regardless of the commercial

pressure or the apparent legitimacy of the objective.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ SCIP (Strategic and Competitive Intelligence Professionals) Code of Ethics

◆ ASIS International Intelligence-Led Security Standards

◆ PIPEDA — Canada's Personal Information Protection and Electronic Documents Act

◆ GDPR Articles 5–6 — lawful processing basis requirements

◆ EFF Surveillance Self-Defense — practitioner security guidance

◆ Canada's Criminal Code (R.S.C. 1985, c. C-46) — unauthorized computer use

◆ Computer Fraud and Abuse Act (18 U.S.C. § 1030)

■ CASE STUDY FRAMEWORK

Three Scenarios: Legal, Illegal, and the Gray Zone



MARIE LANDRY'S SPY SHOP  ·  OSINT ORGANIC MANUAL UNCLASSIFIED / PUBLIC RELEASE

Open Source Intelligence for the Certified Organic Industry Page 39

Scenario 1 — Clearly Legal: An analyst queries the NOP Organic Integrity Database API for certificate status

changes for a list of monitored certifiers, exports the results to a spreadsheet, and produces a risk report identifying

three certifiers with anomalous certificate growth rates. The data is publicly accessible, the API is documented and

authorized for automated use, and no personal data beyond publicly disclosed business information is collected.

This is unambiguously lawful OSINT practice. Scenario 2 — Clearly Illegal: An analyst obtains login credentials for

a certifier's internal database from a disgruntled employee and uses them to download internal inspection reports.

This constitutes unauthorized access to a computer system under CFAA and the Canadian Criminal Code

regardless of the public interest value of the information obtained. Criminal liability attaches to the analyst, and any

intelligence product derived from the unlawfully accessed data is legally contaminated. Scenario 3 — The Gray

Zone (analyzed in depth): An analyst discovers that a certifier's certificate portal — intended to be

access-controlled — is misconfigured and accessible without authentication due to a server error. The analyst is

tempted to download the full certificate database. Analysis: Under the CFAA's authorization doctrine as clarified in

hiQ Labs v. LinkedIn (2022), accessing publicly available data does not require explicit permission. However, a

misconfigured portal that the operator intends to be access-controlled is distinguishable from intentionally public

data. The prudent analyst stops, documents the misconfiguration, and reports it to the certifier — and obtains the

data through authorized channels.
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11
INTELLIGENCE PRODUCTS & REPORTING
Translating ORGINT into Actionable Deliverables

■ EXECUTIVE SUMMARY

Raw intelligence has no value until it becomes a decision-enabling product. This chapter covers the full

spectrum of organic intelligence reporting formats: tactical alerts, strategic assessments, supply chain risk

profiles, certifier integrity scorecards, and executive threat briefs. It addresses the distinct requirements of

different stakeholder audiences.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 What are the structural requirements of a legally defensible supply chain risk assessment for regulatory

disclosure or litigation support?

KIR-02 How should intelligence confidence levels be expressed in organic fraud reports to avoid creating legal

liability while maintaining analytical utility?

KIR-03 What is the appropriate intelligence product format for delivering a certifier integrity assessment to a

procurement decision-maker with a 10-minute briefing window?

11.1 The Intelligence Product Spectrum

Intelligence products exist on a spectrum from maximally tactical — the immediate, single-decision alert — to

maximally strategic — the long-form assessment of structural risk that shapes policy rather than individual

decisions. The ORGINT practitioner must be capable of producing products at every point on this spectrum,

calibrated to the specific decision-making context of the target audience.

The Tactical Alert is the highest-urgency product in the ORGINT repertoire. It is triggered by an immediate,

time-sensitive risk signal — a certifier suspension, an import alert, a detected residue violation — that requires a

decision-maker to act within hours or days rather than weeks. The Tactical Alert is structured around a single

headline finding, a confidence level, a recommended immediate action, and a source summary. It should be

producible in two hours from trigger signal to delivery.

The Strategic Assessment is the core analytical product of the ORGINT discipline — a comprehensive

evaluation of a specific supply chain, certifier, origin corridor, or market actor, produced over days or weeks of

structured collection and analysis. It presents findings in the context of alternative hypotheses, documents

evidence and its provenance, assigns confidence levels to key judgments, and provides strategic
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recommendations for the decision-maker's planning horizon. It is the product that most closely reflects the full

intelligence cycle methodology described in Chapter 1.

11.2 Confidence Levels and Analytical Integrity

The single most important professional discipline in intelligence reporting is the accurate expression of analytical

confidence. Intelligence confidence reflects the analyst's assessment of how reliable their sources are, how

complete their collection is, and how certain their analytical conclusions are. Overstating confidence — presenting

tentative findings as established facts — creates legal and reputational liability for the analyst and misleads the

decision-maker into inappropriate certainty. Understating confidence — presenting well-evidenced findings as

speculative — deprives the decision-maker of the assurance they need to act.

This manual adopts a four-level confidence system: CONFIRMED (multiple independent sources corroborate;

analytical conclusion highly reliable); HIGH (strong primary source evidence; minor corroborating gaps that do not

affect the principal finding); MODERATE (credible evidence from reliable sources but material gaps exist;

alternative explanation cannot be excluded); and LOW (limited sourcing; significant analytical gaps; finding

presented as preliminary and subject to revision).

Every significant analytical judgment in an ORGINT product should carry an explicit confidence level. The

decision-maker who receives a product in which CONFIRMED and LOW findings are presented with equivalent

apparent authority cannot make appropriately calibrated risk decisions. Confidence level assignment is not a

hedge against criticism — it is a fundamental analytical accountability mechanism.

11.3 Analysis of Competing Hypotheses

Analysis of Competing Hypotheses (ACH), developed by CIA analyst Richards Heuer and subsequently refined by

Heuer and Pherson, is the most operationally useful structured analytical technique for organic fraud investigation.

ACH is a method for systematically evaluating multiple competing explanations for an observed intelligence

problem, using all available evidence, to identify which explanation is most consistent with the totality of the

evidence.

In organic fraud investigation, ACH is applied when the analyst has identified anomalous data — a volume

spike, a certifier irregularity, a satellite anomaly — and needs to determine whether the anomaly indicates fraud,

non-fraud regulatory non-compliance, legitimate commercial activity, or data error. The ACH matrix lists all

credible hypotheses in rows and all relevant evidence items in columns. Each cell records whether the evidence

item is consistent (C), inconsistent (I), or neutral (N) with respect to each hypothesis. The hypothesis with the

most 'I' ratings — the one that the evidence most strongly contradicts — is eliminated. The hypothesis with the

fewest 'I' ratings — the one most consistent with all the evidence — is the most likely explanation.

ACH does not produce certainty. It produces the most defensible analytical conclusion from the available

evidence, with explicit documentation of the reasoning process. In legal and regulatory contexts, the documented

ACH process provides a record of analytical rigor that supports the credibility of the resulting intelligence product.

11.4 Legally Defensible Intelligence Products

When an ORGINT product is intended to support regulatory enforcement, commercial litigation, or formal

compliance proceedings, it must meet standards beyond those of an internal advisory document. A legally

defensible intelligence product must: identify all sources with sufficient specificity to permit independent

verification; document the legal authorization basis for all collection; clearly distinguish between factual findings
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(what the evidence shows) and analytical conclusions (what the analyst infers from the evidence); assign explicit

confidence levels to all analytical conclusions; acknowledge material alternative hypotheses and explain why they

were rejected; and include a complete chain-of-custody record for all evidence documents.

The analyst producing a litigation-support intelligence product should engage with legal counsel throughout

the production process, not merely at the delivery stage. Legal counsel can advise on privilege considerations

(portions of the product prepared at counsel's direction may attract attorney-client privilege in some jurisdictions),

evidentiary standards for the specific proceeding, and the formulation of findings in terms that are analytically

precise and legally appropriate.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ ACH (Analysis of Competing Hypotheses) — structured analytical technique

◆ NATO Intelligence Reporting Standards (INTSUM, INTREP formats)

◆ Structured Analytic Techniques — Heuer & Pherson methodology

◆ Palantir Gotham / free-tier graph visualization tools

◆ MITRE ATT&CK; Framework (adapted for supply chain threat modeling)

■ CASE STUDY FRAMEWORK

Three Products from One Investigation

Product development workshop: Three weeks of organic soybean supply chain investigation yields raw intelligence

that must be transformed into three distinct products for three stakeholder audiences. Product 1 — Executive Alert

(1 page, 10-minute read): Headline: HIGH RISK — Recommended suspension of purchases from [Exporter X]

pending verification. Key finding: Certificate-to-inspector ratio anomaly, satellite imagery inconsistency, and volume

spike exceeding certified production capacity. Recommended action: immediate certifier verification contact and

independent residue testing of inventory. Confidence level: MODERATE-HIGH (three independent corroborating

signals). Product 2 — Strategic Assessment (12 pages): Full analytical narrative with sourced evidence, confidence

ratings per finding, alternative hypotheses considered and rejected, and strategic implications for procurement

policy in the Brazilian organic soy corridor. Product 3 — Litigation-Ready Evidence Package: Annotated source

documentation, chain-of-custody records for all data collected, legal authorization basis statements for each data

source, and an expert analytical declaration suitable for use in regulatory complaint or commercial arbitration.
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12
THE FUTURE OF ORGANIC INTELLIGENCE
Blockchain Provenance, AI-Assisted Analysis & the Next Threat Landscape

■ EXECUTIVE SUMMARY

The organic intelligence environment of 2025-2035 will be defined by the proliferation of blockchain-based

provenance systems and the deployment of AI-assisted supply chain analytics. This chapter maps the

emerging threat landscape, evaluates current blockchain provenance platforms, assesses AI-driven OSINT

tools against organic fraud use cases, and prepares the analyst for the threat actor evolution that will follow.

■ KEY INTELLIGENCE REQUIREMENTS

KIR-01 Which blockchain provenance platforms are currently deployed in organic supply chains, and what are their

OSINT-accessible data layers?

KIR-02 How are sophisticated fraud actors already adapting to blockchain-based traceability, and what are the

OSINT indicators of blockchain data manipulation?

KIR-03 What AI-assisted OSINT tools are currently achieving actionable performance in supply chain fraud

detection, and what are their evidentiary limitations?

12.1 Blockchain Provenance: Promise and Limitations

Blockchain-based provenance systems have attracted substantial investment from major food companies,

retailers, and certification bodies as a proposed solution to supply chain opacity. The fundamental promise of

blockchain provenance is immutability: once a data record is entered into a distributed ledger, it cannot be altered

without detection. This property addresses one specific fraud mechanism — the retroactive alteration of

documentation — with significant effectiveness.

However, blockchain provenance systems address only the data integrity of what is entered into the system.

They cannot verify the accuracy of the data at the moment of entry. The weakest point of any blockchain

provenance system is the physical-to-digital interface: the moment at which a human operator enters data about a

physical batch, shipment, or production event into the ledger. If that entry is inaccurate — whether through error or

fraud — the blockchain records the inaccuracy with the same immutability that it records accurate data. A

blockchain is only as honest as its data entry operators.

IBM Food Trust, the most widely deployed enterprise food blockchain platform, connects over 400

organizations including Walmart, Nestle, and Dole. Its public query interface permits verification of specific product
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lot numbers against blockchain records. For the ORGINT analyst, the intelligence value of IBM Food Trust lies in

the cross-reference between blockchain batch records and independently verifiable physical signals: if a

blockchain record shows 20 tonnes of certified organic quinoa from a Peruvian producer and satellite analysis of

the producer's certified growing area shows a maximum plausible yield of 12 tonnes for that growing season, the

discrepancy is a primary fraud signal regardless of the blockchain record's immutability.

12.2 AI-Assisted OSINT: Current State and Limitations

Artificial intelligence — specifically large language models and computer vision systems — is transforming the

OSINT collection and analysis landscape faster than any previous technology development in the field's history.

For the organic intelligence practitioner, AI tools offer significant performance improvements in three areas:

document processing, regulatory monitoring, and satellite image analysis.

In document processing, large language models can extract structured data from unstructured regulatory

documents — inspection reports, certification applications, corporate filings — at speeds and volumes that are not

achievable by human analysts. A language model that can process 500 NOP accreditation audit reports and

identify the certifiers with the highest frequency of specific non-conformance types in minutes provides analytical

capability that would previously have required weeks of manual review. The Hugging Face open-source model

library provides access to fine-tunable language models that can be adapted to organic regulatory document

processing without requiring expensive commercial AI subscriptions.

In satellite image analysis, computer vision models trained on labeled agricultural satellite imagery are

approaching human analyst performance in crop type classification and management practice identification.

ESA's own Copernicus Land Service has deployed machine learning models for land cover classification that are

publicly accessible and provide a baseline analytical layer for parcel-level verification. The ORGINT analyst who

combines AI-assisted satellite analysis with the spectral index methodology described in Chapter 5 achieves

significantly higher throughput than manual analysis alone.

12.3 Threat Actor Evolution in the AI Era

The same AI capabilities that enhance the ORGINT analyst's collection and analysis capacity are available to

fraud actors. The organic intelligence practitioner must anticipate how sophisticated adversaries will adapt to

AI-enabled verification and develop countermeasures in advance.

The most significant AI-enabled fraud vector currently emerging is documentation synthesis: the use of

generative AI to produce fraudulent certification documents, inspection reports, and laboratory test results that are

visually and textually indistinguishable from authentic documents. The quality of AI-generated document synthesis

has advanced to the point where document authentication based on visual inspection alone is no longer reliable.

The ORGINT analyst must supplement document review with independent verification of the claimed facts in the

document — cross-referencing against registry records, satellite data, and trade flows — rather than relying on

document authenticity as the primary verification mechanism.

A second emerging threat is the manipulation of AI training data for satellite-based crop classification models.

As these models are increasingly deployed for organic verification, sophisticated actors may attempt to 'train' the

models — through strategic management practices timed to satellite overpasses — to classify non-organic

parcels as organic. The ORGINT response is multi-sensor corroboration: no single sensor or model should be

relied upon exclusively; satellite, soil, residue, and documentary evidence should always be evaluated in

combination.
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12.4 The Organic Intelligence Practitioner in 2030

The organic intelligence practitioner of 2030 will operate in an environment of significantly greater technical

capability on both sides of the intelligence relationship. Satellite constellation density will have increased,

providing sub-daily revisit times and sub-5-metre commercial imagery for most agricultural regions. AI document

processing will be routine. Blockchain provenance systems will be more widely deployed but more widely

understood as incomplete fraud solutions. Regulatory bodies will have developed more sophisticated digital

monitoring capabilities, reducing the window between fraud occurrence and regulatory detection.

Against this backdrop, the enduring competitive advantage of the skilled ORGINT practitioner will not be

technical — it will be analytical and ethical. The ability to integrate multiple heterogeneous signals into a coherent

intelligence picture, to apply structured analytical discipline to ambiguous evidence, to maintain the professional

ethics required to produce credible and actionable intelligence products — these capabilities are not replicable by

AI systems operating without human analytical direction. The Spymaster's enduring value is judgment: the trained,

experienced, ethically disciplined capacity to know what the evidence means, what it does not mean, and what to

do with it.

This manual has equipped the practitioner with the tools, methodologies, and ethical framework to exercise

that judgment in the service of organic sector integrity. The work of protecting the organic premium — for the

producers who invest in genuine compliance, the consumers who rely on certification truthfulness, and the

ecosystems whose health organic agriculture is meant to advance — is the professional mission this discipline

exists to serve.

12.5 A Research Agenda for Organic Intelligence

This manual closes with a research agenda: the open questions that the organic intelligence discipline most

urgently requires answers to, and that are not yet addressed in the academic or practitioner literature.

First: What is the optimal satellite-to-residue-to-documentary evidence weighting function for producing the

highest-accuracy organic fraud risk scores at the certifier, operator, and shipment level? The individual value of

each data type is understood qualitatively; their optimal combination has not been rigorously studied.

Second: How do the specific equivalency agreement architecture and bilateral recognition arrangements

affect fraud risk in transit trade corridors? The regulatory arbitrage implications of equivalency gaps are

acknowledged in the policy literature but have not been systematically mapped.

Third: What is the relationship between certifier certificate-to-inspector ratios and actual fraud incidence

rates? The ratio is widely used as a proxy risk indicator, but its calibration against empirical fraud data has not

been formally validated.

The practitioner who conducts original research on these questions will not merely advance their own

analytical capability — they will contribute to the evidentiary foundation of a discipline that the organic sector

urgently needs. This manual is an invitation to that work.

■ RECOMMENDED OSINT TOOLS & SOURCES

◆ IBM Food Trust (public query layer) — enterprise blockchain provenance

◆ GS1 Digital Link Standards — product identifier interoperability
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◆ Chainpoint — blockchain data anchoring and verification

◆ Hugging Face — open NLP models for regulatory text monitoring

◆ GDELT Project — global event-driven OSINT analytics

◆ OpenAI / Anthropic APIs — AI-assisted document analysis

◆ Whisper (OpenAI) — multilingual audio transcription for foreign-language source materials

■ CASE STUDY FRAMEWORK

2027 Threat Scenario: Blockchain Entry-Point Exploitation

Future scenario analysis: In 2027, a sophisticated gray market actor operating in the Peruvian organic quinoa

corridor identifies the vulnerability in a major retailer's IBM Food Trust deployment: the blockchain accurately and

immutably records everything entered into it, but it cannot independently verify that what is entered matches

physical reality. The actor creates a legitimate IBM Food Trust account as a registered quinoa processor, enters

accurate data for their genuine certified production, and then systematically over-reports batch weights — entering

15 tonnes in the blockchain for each 10 tonnes of certified product actually processed. The blockchain data is

technically accurate and immutable; the fraud occurs entirely at the physical-to-digital interface. OSINT detection

methodology available today: (1) Sentinel-2 NDVI analysis of certified growing parcels to estimate maximum

plausible yield; (2) comparison of blockchain batch records against certified production area capacity; (3) AIS

vessel tracking to verify that declared export volumes match physical cargo manifests. The lesson: blockchain

provenance systems shift the fraud vector, they do not eliminate it. The ORGINT analyst must understand the data

entry architecture of any provenance system to assess where its vulnerability lies.


