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Foreword

In an age defined by information abundance, the ability to find, verify, and synthesize publicly
available data has become one of the most valuable skills a researcher, analyst, journalist,
security professional, or investigator can possess. Open Source Intelligence — OSINT — is the
discipline that transforms this raw information landscape into actionable knowledge.

This book was written for practitioners. Whether you are a cybersecurity analyst hunting threat
actors, a journalist investigating corporate misconduct, a law enforcement officer tracking
financial crime, a private investigator locating missing persons, or simply a curious individual
who wants to understand the digital world more deeply, the techniques in these pages will serve
you.

OSINT is not hacking. It is not surveillance. At its core, it is research — disciplined, methodical,
and ethical. Everything covered in this book is drawn from publicly available sources: open
websites, social media platforms, government databases, academic repositories, and more. The
power of OSINT lies not in breaking into systems, but in understanding what has been left in
plain sight.

The chapters ahead move from foundational concepts through to advanced tradecraft. We
begin with the history and philosophy of OSINT, establish the legal and ethical boundaries every
practitioner must internalize, then build outward through search engines, social media, people
search, network intelligence, geospatial analysis, image verification, the dark web, and
corporate research. We close with a look at the future — where artificial intelligence,
automation, and new platforms are reshaping the field daily.

Two principles guide every chapter. First: competence without ethics is dangerous. Every
technique described here can be misused. This book is explicit about where lines must be
drawn. Second: the best OSINT practitioners are skeptics. Data can be fabricated, manipulated,
and misattributed. Verification is not optional — it is the job.

Read methodically. Practice deliberately. And always ask: for what purpose, with what authority,
and to what end?
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Chapter 1: Introduction to OSINT

1.1 What Is Open Source Intelligence?

Open Source Intelligence (OSINT) refers to the collection, analysis, and application of
information gathered from publicly available sources. The term 'open source' does not refer to
open-source software but rather to the openness and accessibility of the information itself. If
data is legally accessible to the public without special authorization — through websites, public
records, social media, news media, academic publications, or government databases — it
qualifies as open source.

OSINT is one of several intelligence disciplines recognized by intelligence communities
worldwide. Others include SIGINT (signals intelligence), HUMINT (human intelligence), IMINT
(imagery intelligence), and MASINT (measurement and signature intelligence). OSINT is
distinctive because it requires no covert access, no surveillance apparatus, and no intrusion into
private systems. lts raw material is freely available to anyone with an internet connection and
the skill to use it.

The U.S. government formally defines OSINT as 'intelligence produced from publicly
available information that is collected, exploited, and disseminated in a timely manner




to an appropriate audience for the purpose of addressing a specific intelligence
requirement.’

1.2 A Brief History of OSINT

OSINT predates the internet by decades. During the Second World War, the Foreign Broadcast
Monitoring Service (later the Foreign Broadcast Information Service, or FBIS) was established
by the United States government to monitor and translate foreign radio broadcasts. Analysts
sifted through propaganda, news broadcasts, and public statements to extract military and
political intelligence that rivaled or exceeded that gathered through covert means.

The Cold War expanded OSINT dramatically. Intelligence agencies subscribed to foreign
newspapers, monitored radio frequencies, and maintained vast libraries of publicly available
technical documents. Soviet military parades were photographed from embassy windows. Ship
registries and aircraft logs were analyzed. Trade publications revealed production capacities.
Academic journals exposed research trajectories.

The rise of the internet in the 1990s transformed the scale and speed of OSINT collection.
Public records that once required physical visits to government offices became searchable
online. News archives spanning decades became instantly retrievable. Discussion forums and
mailing lists created permanent records of public conversations. The challenge shifted from
scarcity to abundance — not finding information, but processing it.

Social media platforms — Facebook launching in 2004, Twitter in 2006, LinkedIn evolving
through the 2000s — created an entirely new category of open source data. For the first time,
ordinary individuals were voluntarily publishing detailed information about their movements,
relationships, opinions, and activities. OSINT practitioners quickly recognized the intelligence
value of this self-reported data stream.

Today, OSINT is practiced by intelligence agencies, law enforcement, journalists, private
security firms, academic researchers, competitive intelligence analysts, and amateur
enthusiasts around the world. The proliferation of tools, training resources, and online
communities has democratized the discipline, while simultaneously raising serious questions
about privacy, ethics, and the boundaries of legitimate inquiry.

1.3 Who Uses OSINT and Why

The applications of OSINT span an enormous range of professional contexts:

Intelligence and National Security: Government intelligence agencies use OSINT to
supplement classified collection, monitor foreign governments, track terrorist organizations,
assess economic threats, and understand political developments in adversary nations. OSINT
often provides context and corroboration for signals or human intelligence.

Law Enforcement: Police departments and federal agencies use OSINT to locate suspects,
identify witnesses, map criminal networks, trace financial flows, investigate cybercrime, and
gather evidence for prosecution. Social media analysis has become routine in criminal
investigations.

Cybersecurity: Security teams conduct OSINT as part of penetration testing (to discover attack
surface before adversaries do), threat intelligence (identifying threat actor infrastructure),
incident response (tracing breaches to their source), and vulnerability management.

Journalism and Investigative Reporting: Investigative journalists use OSINT to verify
sources, expose corruption, identify individuals in conflict zones, track financial relationships,
and authenticate images and videos. Organizations like Bellingcat have demonstrated that
open-source investigations can break stories of global significance.

Corporate and Competitive Intelligence: Businesses use OSINT to research competitors,
monitor brand reputation, assess third-party risk, conduct due diligence on potential partners or
acquisitions, and track industry trends.

Human Rights and Conflict Documentation: NGOs and human rights organizations use
OSINT to document atrocities, verify the locations of incidents, identify perpetrators, and build
evidentiary records for international tribunals.

Private Investigation: Licensed private investigators use OSINT in background checks, locate
persons of interest, investigate insurance fraud, and support legal proceedings.

Academic Research: Researchers across social sciences, political science, criminology, and
communications use OSINT methodologies to study social phenomena, political movements,



misinformation, and online communities.

1.4 The OSINT Lifecycle

Effective OSINT practice follows a structured cycle that mirrors the broader intelligence cycle
used by professional intelligence organizations. Understanding this cycle is foundational to
disciplined practice.

1. Planning and Direction: Define the intelligence requirement. What specific question
needs answering? What is the scope? What are the constraints of time, resource, and
authority? A poorly defined requirement produces unfocused collection and unreliable
analysis.

2. Collection: Gather raw data from open sources relevant to the requirement. This phase
involves search engine queries, social media research, database lookups, and many
other techniques detailed in this book.

3. Processing: Raw data is rarely immediately usable. Processing involves organizing,
translating, formatting, and filtering collected information to prepare it for analysis.

4. Analysis: Transform processed data into intelligence. This requires critical thinking,
pattern recognition, source evaluation, and inference. Analysis answers the question
posed in planning.

5. Production: Communicate findings in an appropriate format for the intended audience —
a written report, a briefing, a timeline, a link chart, or another product suited to the need.

6. Dissemination: Deliver the finished intelligence to those who need it, in a form they can
use, at a time that allows them to act on it.

"]. Feedback: Evaluate whether the intelligence product met the requirement. What gaps
remain? What new questions have emerged? This feeds back into the next planning
cycle.

The most common failure in amateur OSINT is skipping Planning. Without a clear
requirement, collection becomes an aimless trawl through data, and analysis lacks
focus. Always define your question before you begin searching.

1.5 Open Source vs. Publicly Available vs. Private Data

An important distinction must be made between information that is open source, publicly
available, and private. These categories overlap but are not identical, and misunderstanding the
differences can lead to legal and ethical violations.

Open source data is information released for public use with no restrictions — government
reports, public filings, news articles, published research.

Publicly available data is accessible to anyone who knows where to look, but may not have
been intentionally released for public use. Examples include data exposed through
misconfigured servers, information posted publicly on social media without the user fully
understanding its visibility, or data found through directory listings on websites.

Private data is information that individuals or organizations have not made available to the
public, regardless of whether it can be accessed through technical means. Accessing private
data without authorization is illegal in most jurisdictions and is entirely outside the scope of
legitimate OSINT.

The fact that data can be found does not mean it should be collected or used. OSINT
practitioners must exercise continuous judgment about whether their collection
activities are legal, ethical, and proportionate to the purpose.




Chapter 2: Legal and Ethical Frameworks

2.1 The Legal Landscape

OSINT practitioners operate within a complex patchwork of laws that vary by jurisdiction,
platform, and the nature of the data collected. No single legal framework governs OSINT
globally. Practitioners must understand the primary legal considerations relevant to their
jurisdiction and the jurisdictions in which their targets operate.

Computer Fraud and Abuse Laws

In the United States, the Computer Fraud and Abuse Act (CFAA) prohibits unauthorized access
to computer systems. While OSINT by definition does not involve unauthorized access, the
boundaries are not always clear. Circumventing access controls — even to reach ostensibly
public data — may constitute a violation. Scraping data from platforms that prohibit it in their
terms of service has been the subject of ongoing legal dispute, with different courts reaching
different conclusions.

Similar laws exist in other jurisdictions: the Computer Misuse Act in the United Kingdom, the
Cybercrime Prevention Act in the Philippines, and analogous legislation across the European
Union and beyond. Practitioners should always consult legal counsel before engaging in
automated data collection from platforms with explicit prohibitions.

Privacy Laws

Data protection frameworks impose obligations on how personal data may be collected, stored,
processed, and shared. The European Union's General Data Protection Regulation (GDPR) is
the most extensive of these, applying to any processing of personal data relating to EU
residents — regardless of where the processing organization is located. Under GDPR, even
using an individual's publicly posted social media data for research purposes may require a
lawful basis.

The California Consumer Privacy Act (CCPA), Virginia Consumer Data Protection Act, and
similar US state laws create overlapping obligations for organizations handling consumer data.
Journalists and researchers enjoy exemptions in some frameworks, but these are not absolute.

Terms of Service

Social media platforms, databases, and websites publish terms of service that govern how their
data may be accessed and used. Violating these terms is rarely a criminal offense on its own,
but it can expose practitioners to civil liability and account termination. Importantly, courts have
begun scrutinizing whether terms of service violations constitute CFAA violations — a question
that remains legally unresolved in the United States.

Stalking and Harassment Laws

Using OSINT techniques to track, monitor, or harass individuals may violate criminal stalking
and harassment statutes in virtually every jurisdiction. The investigative technique does not
excuse the harmful purpose. Practitioners who conduct surveillance of individuals without legal
authority risk serious criminal liability.

2.2 Ethical Principles

Legal compliance is a floor, not a ceiling. Ethical OSINT practice demands more than merely
avoiding illegality. Several principles should guide every practitioner:

Proportionality: The depth and breadth of OSINT investigation should be proportionate to the
legitimate purpose. Conducting exhaustive research on an individual's personal life when a
basic background check would suffice is disproportionate and unethical, even if technically
legal.

Necessity: Collect only what is genuinely required to meet the intelligence requirement.
Hoarding personal data 'in case it becomes useful' violates the principle of data minimization
and creates unnecessary privacy risks.

Accuracy: OSINT findings can damage reputations and influence life-altering decisions.
Practitioners have a duty to verify information before acting on it or disseminating it.

Purpose Limitation: Data collected for one purpose should not be repurposed without
reconsideration. Information gathered in the course of a legitimate fraud investigation should not
casually be shared with third parties for different uses.



Harm Minimization: Consider the potential harm to subjects, third parties, and society at large.
Information that could endanger a witness, identify a vulnerable individual, or incite violence
against a person should be handled with extreme caution.

Accountability: Practitioners should be prepared to justify their methods and findings to
appropriate oversight. Anonymous or unauthorized investigations conducted without
accountability mechanisms are inherently suspect.

2.3 The Problem of Aggregation

One of the most important — and most frequently misunderstood — ethical concepts in OSINT
is the aggregation problem. Individual pieces of publicly available data may be innocuous in
isolation. A person's name is public. Their employer is listed on LinkedIn. Their general
neighborhood is visible in a social media profile. Their physical description is visible in photos.
Their daily commute times can be inferred from geotagged posts.

Each of these data points, standing alone, is trivial. Combined, they create a profile sufficiently
detailed to enable stalking, physical surveillance, identity theft, or targeted harassment. The
aggregation of individually innocuous public data points can produce an outcome as harmful as
any covert surveillance operation.

Ethical practitioners think not only about individual pieces of information but about the
cumulative profile they are creating. They ask: if this information were assembled into a
complete dossier, what harm could it enable, and is my purpose sufficient to justify that risk?

The aggregation problem is why 'it's all publicly available' is never a complete ethical
defense. The harm lies not in any single piece of data, but in the combination. Always
evaluate the profile, not just the data points.

2.4 Sensitive Categories of Data

Certain categories of personal data warrant heightened caution regardless of their public
availability:

® Location data and movement patterns

® Health and medical information

® Sexual orientation and gender identity

® Religious beliefs and affiliations

® Political views and affiliations

® Racial and ethnic origin

¢ Immigration status

® Financial details beyond publicly disclosed information

® Information about minors

Even when this information is technically accessible, practitioners should apply a higher ethical
threshold before collecting, retaining, or disseminating it.

2.5 OSINT and the Press: Special Considerations

Journalists occupy a privileged but not unlimited position in the ethical landscape. Freedom of
the press protections in many democracies afford journalists greater latitude in gathering
information in the public interest. However, this latitude is not absolute and does not extend to
illegal methods even when the purpose is journalistic.

The public interest defense — the principle that serious invasions of privacy may be justified
when necessary to expose matters of genuine public concern — is recognized in ethics codes
of journalism organizations worldwide. But it requires that the information sought genuinely
serves the public interest, that less intrusive means have been considered and found
inadequate, and that the harm to privacy is proportionate to the public benefit.

Individual-focused OSINT investigations by journalists should be subject to editorial oversight.
The target's right to respond before publication should be respected. And the identities of
private individuals caught up in stories about public figures or institutions should generally be



protected unless directly relevant to the public interest.
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Chapter 3: OSINT Methodology and Process

3.1 The Importance of Methodology

Amateur OSINT practitioners often approach a research task by opening a search engine and
typing a name. Professionals know that this is the last step in a long process of preparation.
Undisciplined collection produces fragmented, unverified, uncontextualized data that may
actually mislead analysis rather than inform it. Methodology is what separates intelligence from
gossip.

3.2 Defining the Requirement

Every OSINT investigation begins with a clearly defined intelligence requirement (IR). The IR
should answer four questions:

8. What specifically do | need to know? (Not 'research this person’ but 'determine whether
this person has prior financial fraud convictions in any US jurisdiction')

9. Why is this knowledge needed, and by whom?
10. what will the knowledge be used for?

11. what constraints apply (legal, time, resource, sensitivity)?

Requirements that fail the specificity test should be refined before collection begins. A vague
requirement produces vague findings. If a client or supervisor cannot articulate exactly what
they need to know, help them clarify before proceeding.

3.3 Source Assessment

Not all open sources are equally reliable. Before relying on any information source, assess it
across four dimensions:

Reliability Is the source consistently accurate over time?
Does it have a track record of errors or
corrections?

Credibility Does the source have a reason to be biased or to
distort information? Who controls it and why?
Currency How recent is the information? When was the
source last updated? Is the timing consistent with
the claim?

Corroboration | Does independent information from unrelated
sources confirm the claim? The more
independent confirmations, the higher confidence.

Intelligence tradecraft uses standardized source reliability ratings (often an alphabetic A-F
scale) and information credibility ratings (numeric 1-6 scale). While formal rating systems may
be excessive for many OSINT applications, the underlying logic is sound: always be explicit
about the quality of your sources.

3.4 The Sock Puppet and Research Persona

When conducting OSINT investigations on social media or platforms that require accounts to
view content, practitioners often create research personas — sometimes called 'sock puppets.
A research persona is a fictitious identity used to access information without revealing the
investigator's identity.

Research personas serve several legitimate purposes: they prevent subjects from detecting that
they are being investigated (which could cause evidence destruction or flight), they allow access



to semi-private content, and they protect the investigator's personal identity.

However, research personas must be managed with care. Creating a false identity to deceive
individuals into revealing information they would not otherwise share crosses an ethical line in
most contexts, particularly outside of law enforcement. Using a persona to join a community and
extract member information through deception is generally considered infiltration, not OSINT.
Most journalism ethics codes prohibit deceptive newsgathering except in the most extreme
public interest circumstances.

A good research persona should have a plausible history, consistent visual identity,
realistic posting behavior, and be maintained consistently. Hastily created accounts with
no history are frequently flagged by platforms and noticed by sophisticated subjects.

3.5 Documentation and Chain of Custody

OSINT findings that may support legal proceedings, journalism publication, or corporate
decisions must be documented with sufficient rigor to demonstrate their authenticity and the
process by which they were obtained. Poor documentation destroys the utility of even excellent
research.

Document collection activities with:

® Screenshots with visible timestamps, URLs, and platform context

® Archived copies using tools like archive.org's Wayback Machine or archive.ph

® Hash values (MD5, SHA-256) for digital files to prove they have not been altered

¢ Contemporaneous notes recording the date, time, method, and source of each finding

® Aclear record of the search queries, databases, and platforms consulted

For high-stakes investigations, consider using a dedicated research device that logs all activity,
and maintain a formal evidence log with sequential numbering, descriptions, and timestamps for
each collected item.

3.6 Analysis Techniques

Raw data becomes intelligence through analysis. Several structured analytical techniques are
particularly useful in OSINT contexts:

Link Analysis

Link analysis maps relationships between entities — people, organizations, locations, events,
financial accounts, communication channels. Visualizing these relationships as a network graph
often reveals connections that are invisible in tabular data. Tools like Maltego, i2 Analyst's
Notebook, and open-source alternatives facilitate this type of analysis.

Timeline Analysis

Ordering events chronologically often reveals patterns, anomalies, and causations that are
obscured when data is viewed in isolation. A timeline of a subject's social media posts, financial
transactions, or physical movements may reveal behavioral patterns or contradict claimed
accounts of events.

Pattern of Life Analysis

Pattern of life (POL) analysis establishes a subject's routine — where they go, when, with
whom, and via what routes. POL is derived from accumulated location data, behavioral
indicators, and temporal patterns in open source data. In legitimate investigations (law
enforcement, national security), POL can predict future behavior and identify anomalies that
signal planned activity.

Hypothesis Testing

Good analysis begins with competing hypotheses and seeks evidence that discriminates
between them, rather than seeking confirmation of a predetermined conclusion. Confirmation
bias — the tendency to seek and weigh evidence that supports existing beliefs — is a pervasive
risk in analytical work. Structured techniques like Analysis of Competing Hypotheses (ACH)
formalize the process of considering alternatives.



Source Triangulation

Any significant finding should be confirmed through at least three independent sources before
being treated as established fact. Sources are truly independent only when they do not derive
their information from a common underlying source — a single news agency wire story that
spawned a dozen news articles is one source, not twelve.
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Chapter 4: Search Engine Intelligence

4.1 Beyond Basic Search

Search engines are the most fundamental OSINT tool. The ability to use them with genuine
sophistication — far beyond typing a name and reviewing the first page of results — is one of
the highest-yield skills an OSINT practitioner can develop. Most users exploit only a fraction of
the capability that major search engines provide.

4.2 Google Advanced Search Operators

Google, Bing, and other major search engines support a range of special operators that allow
precise control over search results. These operators, commonly referred to as 'Google dorks' (a
term that has expanded to encompass any advanced search operator string), can dramatically
narrow results to exactly the type of content being sought.

site: site:example.com Restrict results to a specific
domain

inurl: inurl:admin Match text in the URL

intitle: intitle:"login page" Match text in the page title

intext: intext:"password" Match text in page body

filetype: filetype:pdf Restrict to specific file types

cache: cache:example.com Show Google's cached version

related: related:nytimes.com Find sites similar to a given
domain

" "exact phrase" Require exact phrase match

- -keyword Exclude a keyword from results

OR term1 OR term2 Match either term

* "name * company" Wildcard within a phrase

AROUND(n) | term1 AROUND(3) term2 | Find terms within n words of
each other

before: before:2023-01-01 Results before a specific date

after: after:2020-01-01 Results after a specific date

4.3 Google Dorking for OSINT

Combining operators produces powerful queries that can surface very specific types of content.
The following examples illustrate the technique:

Finding exposed documents: site:gov filetype:xlsx "salary" — finds Excel spreadsheets on
government domains containing salary data.

Locating login pages: intitle:"admin login" site:targetorganization.com — identifies
administrative login portals.

Discovering exposed directories: intitle:"index of" "parent directory" site:example.com —
finds unprotected directory listings.

Finding social media profiles: site:linkedin.com/in "John Smith" "San Francisco"
"cybersecurity" — locates a specific individual's LinkedIn profile.

Locating cached/deleted content: cache:example.com/page — retrieves Google's snapshot
of a page that may have changed or been deleted.




Google dorking for exposed administrative interfaces, database dumps, or
configuration files on systems you do not own or have permission to test may violate
the CFAA and equivalent laws even if no authorization is required to view the results.
Use these techniques only against systems you are authorized to test.

4.4 Search Engines Beyond Google

Different search engines index different content and apply different ranking algorithms. Relying
on a single search engine produces incomplete results. Effective OSINT practitioners use
multiple engines routinely:

Bing: Indexes some content that Google misses, and its image search has advanced facial
search capabilities that Google has withdrawn. Useful for older content and regional material.

DuckDuckGo: Emphasizes privacy and does not personalize results, which can be
advantageous when seeking objective search results unaffected by the investigator's own
browsing history.

Yandex: The dominant search engine in Russia, with superior indexing of Russian-language
content and a powerful reverse image search that frequently outperforms Google's for facial
recognition of Russian and Eastern European individuals.

Baidu: Essential for Chinese-language research, with deep indexing of Chinese social media,
news, and business content not well covered by Western engines.

Startpage: Returns Google results with privacy protection — useful for research that should not
leave traces in a Google account.

Shodan: A specialized search engine that indexes internet-connected devices rather than web
pages. Essential for network intelligence and infrastructure research (covered in detail in
Chapter 7).

Censys: Similar to Shodan; indexes certificates, open ports, and services across internet-facing
hosts.

4.5 The Wayback Machine and Web Archives

Content on the web is not permanent. Pages are deleted, edited, and moved. Social media
posts are taken down. Domains expire and their content disappears. Web archives preserve
snapshots of pages at points in time, making historical content accessible long after it has been
removed from the live web.

The Internet Archive's Wayback Machine (web.archive.org) is the largest and most widely used
web archive, with hundreds of billions of saved pages stretching back to 1996. Searching the
Wayback Machine for a domain reveals its history, including content that has since been
deleted, organizational changes visible in old versions of websites, and historical contact
information.

Other archives include archive.ph (previously archive.is), which archives pages on demand and
provides a permanent URL; CachedView.nl; and the Google cache (accessible through the
cache: operator). In addition, academic and government web archiving programs preserve
specific categories of content.

When conducting OSINT on a subject or organization, always check the Wayback
Machine for their domain. Old versions of websites often contain information —
personnel directories, internal documents, organizational details — that has been
deliberately removed from current versions.

4.6 Specialized Search Engines and Databases

Beyond general web search, a rich ecosystem of specialized search tools serves specific
intelligence needs:

Pipl: A people-search engine that aggregates data from social networks, white pages, and
public records.

Spokeo: Aggregates public records and social data for people search in the United States.

Intelligence X (intelx.io): Searches leaked data sets, dark web content, and other sources not
accessible through standard search engines.

Pacer (pacer.gov): The US federal court records system, providing access to dockets and
filings in federal civil and criminal cases.

EDGAR (sec.gov): SEC filings for public companies, including annual reports, proxy



statements, and beneficial ownership disclosures.

Govinfo (govinfo.gov): US government publications, including congressional records,
regulatory filings, and federal agency documents.
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Chapter 5: Social Media Intelligence (SOCMINT)

5.1 The SOCMINT Landscape

Social Media Intelligence — SOCMINT — is the collection and analysis of information from
social media platforms. It has become one of the most productive streams of OSINT because
individuals voluntarily publish extraordinary quantities of personal, behavioral, and relational
data on these platforms, often with minimal awareness of who can see it or how it might be
used.

The SOCMINT landscape shifts continuously as platforms emerge, decline, and change their
privacy settings. As of the mid-2020s, the primary platforms of interest in most Western
investigations include Facebook/Meta, Instagram, X (formerly Twitter), LinkedIn, TikTok, Reddit,
YouTube, Snapchat, and Pinterest, with regional platforms including WeChat, VKontakte (VK),
Telegram, LINE, and others being critical depending on the subject's geographic and
demographic profile.

5.2 Facebook / Meta

Despite declining usage among younger demographics, Facebook remains the world's largest
social network and an extraordinarily rich OSINT source. Key techniques include:

Graph Search and URL Manipulation

Facebook's Graph Search was once an immensely powerful OSINT tool that allowed queries
like 'photos liked by friends of [person]' or 'events attended by [person].' Facebook largely
dismantled Graph Search in 2019, but some functionality remains accessible through direct URL
manipulation. By constructing specific Facebook URLSs, investigators can still access portions of
a target's social graph — their friends, groups, pages, and check-ins — that may not be
immediately obvious from profile browsing.

Privacy Settings and What Remains Visible

Even with maximum privacy settings, Facebook exposes certain information by default: profile
picture, cover photo, public posts, and groups set to public. If a profile is private, visible mutual
friends can sometimes serve as a bridge to content that is shared with friends-of-friends rather
than publicly.

Searching Within Facebook

Facebook's internal search engine allows querying for people, places, groups, and events.
Searching for a subject's name alongside their likely city, employer, or school narrows results
significantly. Facebook's People Search also surfaces profiles from mutual connections,
potentially revealing accounts the subject thought were obscure.

5.3 Instagram

Instagram, owned by Meta, emphasizes visual content and has a younger demographic than
Facebook. Key OSINT considerations include:

Location tags: Posts tagged with specific locations are aggregated on location pages, allowing
investigators to find all public posts from a given venue — useful for confirming presence.

Hashtags: Subjects often use identifying hashtags related to their interests, community, or
activities. Searching these hashtags may surface additional accounts associated with the
subject.

Follower/following networks: Even on private accounts, follower and following counts are
often visible, and the account names may be discoverable. The network of mutual followers
between known associates and the target can reveal additional connected accounts.

Tagged photos: Photos in which a subject is tagged by others appear on their profile (unless



removed) and reveal social relationships.

Stories and highlights: Story highlights on profiles are permanent collections of stories chosen
by the user — often overlooked but containing valuable information.

5.4 X (Twitter)

X (formerly Twitter) has long been one of the most open and accessible platforms for OSINT
due to its culture of public posting and its robust advanced search functionality. Changes to
platform access since 2022, including restrictions on the APl and mandatory login requirements
for browsing, have reduced but not eliminated its utility.

Advanced Search

X's advanced search (accessible at advanced_search) allows filtering by keyword, account,
date range, language, and engagement level. Combining these filters can locate specific posts
within a large account's history. Key parameters include from:, to:, since:, until:, and
min_replies:/min_faves:/min_retweets: to filter by engagement.

Threading and Deleted Tweets

Threads provide context that single tweets lack. Examining the full thread around a specific post
often reveals information that the target may have subsequently deleted. Tools like Twayback (a
Twitter-specific Wayback Machine search tool) and the Internet Archive's Twitter collection
preserve some deleted tweets, though coverage is incomplete.

Follower Analysis

Who a person follows — and who follows them — reveals affiliation, interest, and relationship.
Sudden changes in following behavior (mass unfollowing, following of new accounts in a
specific category) can signal behavioral shifts. Analysis tools that compare follower lists
between two accounts can identify the network of mutual connections between a subject and a
known associate.

5.5 LinkedIn

LinkedIn is uniquely valuable for professional intelligence. Users voluntarily provide
exceptionally detailed employment histories, educational backgrounds, professional
certifications, and organizational affiliations. The platform's design incentivizes completeness —
users compete for professional credibility by filling out comprehensive profiles.

For corporate intelligence, LinkedIn can reveal organizational hierarchies, identify key personnel
in specific roles, surface recent hires and departures (which may indicate strategic changes),
and map relationships between companies through shared board members, advisors, or alumni
networks.

LinkedIn's People Search allows filtering by company, location, industry, school, and keyword.
The 'People Also Viewed' sidebar often reveals additional accounts related to a subject. The
Skills and Endorsements section can reveal specialized capabilities. And the Publications,
Projects, and Honors sections are frequently overlooked OSINT gold.

5.6 Reddit

Reddit's semi-anonymous culture makes it a distinctive OSINT source. Users often speak more
candidly on Reddit than on identity-linked platforms, creating a rich record of opinions,
behaviors, and admissions that subjects would not share on Facebook or LinkedIn.

Reddit usernames are often reused across platforms, allowing investigators to link a Reddit
account to real-world identity through username searches. Post and comment histories
(browsable via a user's profile) can span years and reveal political views, personal struggles,
professional details, location information, and relationships.

The subreddit structure organizes content by interest community. Identifying the subreddits a
subject frequents can reveal interests, geographic location (local subreddits), and social circles.
Pushshift (when available) and the Wayback Machine have preserved deleted Reddit posts,
though Reddit's 2023 API changes restricted third-party access to historical data.

5.7 Cross-Platform Analysis

Individual platforms provide fragments; cross-platform analysis assembles the full picture. Most



individuals maintain consistent behavioral patterns across platforms — username choices,
profile photo styles, writing habits, interests, and linguistic patterns often persist across accounts
even when users believe their different accounts are unlinked.

Username variation patterns are particularly useful. A subject using the username 'j_smith_87'
on Twitter might use 'jsmith87' on Reddit and 'johnsmith1987' on Instagram. Tools like Sherlock
(command-line) and Namechk (web-based) query dozens of platforms simultaneously for a
given username, identifying accounts that likely belong to the same individual.

When attempting to link accounts across platforms, look for consistency in: username
patterns, profile photos (even slightly cropped versions of the same image), bio
language and phrasing, linked external accounts (music apps, reading apps, etc.),
timezone-consistent posting times, and linguistic fingerprints like unusual spellings,
favorite phrases, or distinctive punctuation habits.

5.8 Metadata in Social Media Content

Digital photographs contain embedded metadata — Exchangeable Image File data (EXIF) —
that can include the precise GPS coordinates where the photo was taken, the device make and
model, the exact timestamp, and camera settings. Many social media platforms strip EXIF data
from uploaded images, but some do not, and images shared through messaging apps or
uploaded to certain platforms (particularly older or niche ones) may retain it.

Even when GPS coordinates are unavailable, photographs contain contextual clues that allow
geolocation through manual analysis — visible landmarks, street signs, vegetation, architectural
styles, shadows, and building angles. This technique, called geolocating open source imagery,
is covered in detail in Chapter 8.

[]

Chapter 6: People Search and Identity
Resolution

6.1 The Art of Identity Resolution

Identity resolution — confirming that a set of online accounts, records, and data points all relate
to the same real-world individual — is one of the most fundamental skills in OSINT. Without it,
investigators risk acting on incorrect attributions, conflating two individuals with similar names,
or failing to discover secondary accounts that reveal crucial information.

The process works bidirectionally: starting from real-world identity to find online presence, or
starting from online accounts to identify the real-world individual behind them. Both directions
require the same underlying skills: cross-referencing data points, recognizing behavioral
consistency, and maintaining rigorous skepticism.

6.2 Starting Points: The Seed Data

Identity resolution begins with seed data — one or more known facts about the subject.
Common starting points include:

® Full name (with or without middle name/initial)
® Email address
® Phone number

® Username

Physical address

® Known employer or organization

® |P address (with appropriate legal authority in law enforcement contexts)
® Vehicle registration information (accessible through appropriate channels)

® An image of the individual



The more specific the seed data, the faster and more reliable the resolution. A name alone may
generate thousands of candidates; a name plus city plus employer may generate one.

6.3 Email Address as a Pivot Point

An email address is one of the most powerful pivot points in OSINT because it is required for
account creation on virtually every platform. Finding or confirming a subject's email address
unlocks multiple investigative avenues:

Email-to-profile discovery: Many social media platforms allow searching for accounts by email
address. Facebook, LinkedIn, and others expose profiles when searched by the associated
email.

Breach database searches: Services like HavelBeenPwned (haveibeenpwned.com) allow
searching for an email address across known data breaches, revealing which platforms the
subject has accounts on and potentially when those accounts were created.

Email header analysis: When available, full email headers (raw message source) contain
server routing information that can reveal the origin IP address of the sending device,
geographic location of mail servers, and authentication details that help verify sender identity.

Reverse lookup: Email lookup services like Emailrep.io assess the reputation and account
associations of an email address, indicating how widely it has been used and whether it appears
in breach data or spam databases.

6.4 Phone Number Intelligence

Phone numbers are similarly powerful pivot points. OSINT techniques for phone number
research include:

Carrier and line type lookup: Services like Numverify and Twilio's Lookup API identify the
carrier, country of origin, and whether a number is a mobile, landline, or VoIP line — important
for assessing the authenticity of contact information.

Social media registration search: Similar to email, phone numbers can be used to find
associated social media accounts on platforms that use them as primary identifiers.

Reverse phone lookup: Services including Truecaller, WhitePages, and AnyWho aggregate
public records and community-submitted contact data to identify the name and sometimes
address associated with a number.

WhatsApp and Telegram: Both platforms use phone numbers as primary identifiers. Searching
a number in WhatsApp can reveal a profile picture, status message, and 'about' text. Telegram's
username can often be found by adding a number to contacts and checking for associated
accounts.

6.5 Public Records in the United States

The United States has a particularly rich ecosystem of publicly accessible government records,
reflecting a legal tradition of government transparency and open record laws. Key categories
include:

Voter Registration Records

Most states make voter registration data available to political parties, researchers, or the
general public (with varying access levels and costs). Voter registration typically includes name,
address, date of birth, party affiliation, and voting history. This data is invaluable for confirming
identity, establishing address history, and locating individuals.

Property Records

County assessor and recorder offices maintain records of real property ownership, including the
owner's name, purchased price, transaction dates, and often a mailing address. These records
are widely available online through county websites and third-party aggregators. Property
records can establish residence, reveal previously unknown assets, and identify related parties
who own adjacent properties or co-own real estate.

Court Records

Federal court records are searchable through PACER (Public Access to Court Electronic
Records). State court records vary widely in online availability. Court records reveal civil
litigation (contracts, divorce, custody, employment disputes), criminal history (charges,



convictions, sentences), and bankruptcy filings — all of which can be relevant to identity
resolution and background investigation.

Business Filings

Corporations, LLCs, and other business entities must register with state authorities. These
registrations — searchable through each state's Secretary of State website — identify registered
agents, officers, directors, and sometimes beneficial owners. They are essential for corporate
intelligence and for identifying the individuals behind business entities.

UCC Filings

Uniform Commercial Code filings, recorded in state repositories, document secured transactions
— loans and financing arrangements secured by collateral. UCC filings identify debtors, secured
parties, and the nature of the collateral, making them useful for mapping financial relationships.

6.6 Reverse Image Search for Identity

When a photograph is the primary seed data — or when confirming whether a profile photo is
genuine — reverse image search is an essential technique. The major reverse image search
engines each have different strengths:

® Google Images: Excellent for identifying well-known individuals, stock photos, and widely
circulated images. Access via images.google.com or the camera icon in the search bar.

® TinEye: Specializes in finding exact and near-duplicate images, with a historical index that
can reveal when an image first appeared online.

® Yandex Images: Often superior for facial recognition, particularly for Eastern European
individuals, and for finding profile photos used on multiple platforms.

® Bing Visual Search: Offers object and product recognition in addition to facial and image
matching.

When reverse image searching a profile photo suspected of being stolen from another
person or generated by Al, try crop variations — searching the face isolated from the
background, or just the background without the face. Each variation may surface
different matches.

6.7 Al-Generated Images and Deepfakes

The proliferation of Al image generation tools has created a significant challenge for identity
verification. Photorealistic images of fictional individuals can be generated in seconds using
tools like Midjourney, DALL-E, and Stable Diffusion, and are increasingly used to create
fraudulent social media profiles, fake witnesses, and fictitious experts.

Detection techniques for Al-generated images include:

® Examining the image for characteristic artifacts: inconsistent lighting, asymmetric or
distorted backgrounds, unnatural eye reflections, malformed teeth and ear geometry,
and blurred transitions between subject and background.

® Looking for the distinctive 'smoothed' skin texture common to GAN-generated faces.
® Using Al detection tools like Hive Moderation, llluminarty, or Intel's FakeCatcher.

¢ Attempting reverse image search — a truly Al-generated face will return no results from
real profiles.
® Checking the image metadata for generation software markers.

No single detection technique is reliable. The best approach combines multiple indicators with
contextual analysis — does the claimed identity have a plausible history and consistent online
presence?

[]

Chapter 7: Domain, IP, and Network Intelligence




7.1 Why Network Intelligence Matters

Digital infrastructure — the domains, IP addresses, servers, and services that constitute an
organization's or individual's online presence — leaves a rich record of publicly accessible data.
Network intelligence techniques allow practitioners to map that infrastructure, trace its history,
identify the individuals and organizations responsible for it, and discover relationships between
seemingly separate entities.

These techniques are indispensable in cybersecurity investigations (threat actor attribution,
infrastructure analysis), journalism (identifying who is behind a website), and corporate
intelligence (mapping competitor infrastructure and online presence).

7.2 WHOIS and Domain Registration

WHOIS is a protocol for querying databases that contain information about registered domain
names, |IP address allocations, and autonomous system numbers. Historically, domain
registrations were fully public records that included the registrant's name, organization, address,
email, and phone number — an OSINT goldmine.

Privacy regulations and the widespread adoption of WHOIS privacy services have significantly
reduced the availability of registrant personal data. Many domain registrations now show only a
privacy proxy service as the registrant. Nevertheless, WHOIS queries remain a critical first step
in domain investigation because they may reveal:

® Registrar name and registration date

® Expiration date and update history

® Name servers (which reveal the hosting infrastructure)

® Status codes (which can indicate domain age and history)

® Email addresses or names in cases where privacy protection is absent or incomplete

WHOIS queries can be made through command-line tools (whois command on Unix/Linux), web
interfaces like who.is or domaintools.com, and programmatic APIs. Multiple WHOIS databases
exist for different top-level domains — ARIN for North American IP addresses, RIPE NCC for
Europe, APNIC for Asia-Pacific.

7.3 Historical WHOIS and Domain History

Even when current WHOIS data is private, historical registration records may preserve
identifiable registrant information from before privacy services were applied. Services like
DomainTools, ViewDNS.info, and WhoisXMLAPI maintain historical WHOIS databases that can
reveal who registered a domain years ago.

Domain history queries also reveal:

¢ Expiration and re-registration events (which can indicate domain takeover)
¢ Changes in name servers (which may indicate migrations between hosting providers)

® DNS record history (showing changes to mail servers, web servers, and subdomains over
time)

® IP address history (historical resolution of the domain to different IP addresses)

7.4 DNS Analysis

The Domain Name System (DNS) translates human-readable domain names into the IP
addresses that computers use to communicate. DNS records are publicly queryable and contain
multiple record types of intelligence value:

A IPv4 address Identifies the web server hosting
the domain

AAAA IPv6 address Same as A record for IPv6

MX Mail server address Identifies email service provider;

may reveal corporate tools




TXT Text data SPF records reveal authorized
mail senders; may include
verification tokens

NS Name server Identifies DNS provider;
consistent NS across domains
suggests common owner

CNAME Canonical name alias | Reveals domain relationships
and CDN usage

SOA Start of Authority Contains administrative email,
sometimes revealing owner
identity

PTR Reverse DNS lookup | Identifies hosthame associated

with an IP address

DNS queries can be made using command-line tools (dig, nslookup), web interfaces
(MXToolbox, DNSdumpster), and programmatic APIs. Passive DNS databases — which record
observed DNS resolutions over time — provide historical data about how domains have
resolved. Services like CIRCL's Passive DNS and RisklQ (now part of Microsoft Defender)
maintain extensive passive DNS records.

7.5 Subdomain Enumeration

The subdomains of a domain — mail.example.com, vpn.example.com, internal.example.com —
often reveal infrastructure details, product names, and services that are not prominently
advertised. Subdomain enumeration is a standard technique in penetration testing that is
equally valuable in OSINT contexts.

Techniques include querying certificate transparency logs (which record SSL/TLS certificates
issued for subdomains), searching the Wayback Machine for crawled subdomain URLs, using
Google's site: operator to discover indexed subdomains, and querying passive DNS databases.

Certificate transparency logs are an exceptionally powerful subdomain discovery tool.
When an organization obtains a TLS certificate, it is logged in public certificate
transparency databases. Querying services like crt.sh for a domain returns all
certificates issued, including wildcard certificates and certificates for internal
subdomains that may not be publicly advertised.

7.6 IP Address Intelligence

An IP address, once identified, is a rich starting point for further investigation. Key techniques
include:

Geolocation: IP geolocation databases (MaxMind, ipinfo.io) provide approximate physical
location of an IP address — typically accurate to city level for residential and business
addresses. VPNs and data centers will not geolocate accurately.

ASN lookup: Every IP block is allocated to an Autonomous System, identified by an ASN. The
ASN owner (typically an ISP, cloud provider, or large organization) can be identified through
WHOIS queries to regional registries.

IP range analysis: Organizations that operate their own infrastructure often own contiguous IP
ranges. ldentifying the full range allocated to a target organization may reveal additional
infrastructure not visible from domain resolution alone.

Reverse DNS: PTR records can reveal hostnames associated with an IP address, often
including organization-identifying strings in cloud and dedicated hosting environments.

Shared hosting analysis: Multiple domains often share a single IP address, particularly in
shared web hosting environments. Identifying all domains resolving to a target IP address can
reveal related websites and organizations.

7.7 Shodan, Censys, and Internet-Connected Device Search

Standard web search engines index page content. Shodan and Censys index internet-
connected devices themselves — querying open ports, banner information, SSL certificates,
and service responses rather than web content.

Shodan searches reveal: exposed industrial control systems, unprotected databases
(MongoDB, Elasticsearch, Redis instances with no authentication), webcams and network



cameras accessible without credentials, default-credential devices of all types, and the specific
software versions running on exposed services.

For OSINT purposes, Shodan is invaluable for:
® Identifying the full internet-facing infrastructure of an organization

¢ Discovering historical snapshots of services through Shodan's database

Finding SSL certificates that associate domains and IP addresses

Identifying VPN and remote access infrastructure

® Locating development and staging servers that may contain sensitive information

Attempting to access or exploit services discovered through Shodan without
authorization is a serious crime. Discovery and access are entirely separate actions.
Shodan itself is a legal OSINT tool; what you do with its findings is your responsibility.
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Chapter 8: Geospatial Intelligence (GEOINT)

8.1 GEOINT in Open Source Contexts

Geospatial intelligence — GEOINT — traditionally referred to intelligence derived from satellite
imagery, aerial photography, and mapping data. In the OSINT context, the term has expanded
to encompass any analytical technique that derives intelligence from location data, whether from
satellite imagery, geotagged social media content, mapping platforms, or traditional geographic
reference material.

OSINT-based GEOINT has emerged as one of the most powerful and publicly impactful
disciplines in the field. The Bellingcat investigative collective, the New York Times Visual
Investigations team, and numerous other organizations have demonstrated that open-source
satellite imagery, combined with social media geolocation, can establish the location of military
movements, verify or refute government claims about incidents, and build evidentiary cases of
global significance.

8.2 Satellite Imagery Sources

Satellite imagery was once the exclusive province of national intelligence agencies with billion-
dollar space programs. Today, commercial satellite operators provide high-resolution imagery to
anyone willing to pay — and in many cases, for free. Key sources include:

Google Earth and Google Maps: The most accessible source of satellite imagery, providing
global coverage at varying resolutions. Google Earth's historical imagery feature allows
comparison of the same location across multiple years, which can reveal construction,
destruction, or other changes.

Microsoft Bing Maps: Sometimes offers more recent or higher-resolution imagery than Google
for specific locations.

Sentinel Hub: Provides free access to imagery from the European Space Agency's Sentinel
satellite constellation, updated every few days at moderate resolution. EO Browser
(browser.dataspace.copernicus.eu) provides a user-friendly interface.

Planet Labs: Commercial operator providing daily imagery of the entire Earth's landmass at 3—
5 meter resolution; available to journalists, researchers, and commercial customers.

Maxar: Commercial operator with some of the highest-resolution commercial imagery available
(30 centimeter resolution), used extensively in conflict monitoring. Some imagery is released
publicly.

NASA Earthdata: Free access to a vast archive of remote sensing data, including multispectral
imagery useful for vegetation, water, and thermal analysis.

8.3 Geolocating Images

Geolocating an image — determining precisely where it was taken — is a core GEOINT skill. It
combines geographic knowledge, visual analysis, and cross-referencing against mapping data
and other imagery.



The process follows a logical sequence:

12. Identify distinctive visual features: Look for landmarks (buildings, bridges, mountains,
water bodies), infrastructure (road markings, signage, utility poles), vegetation types,
architectural styles, and any readable text including street signs, business names, or
vehicle license plate formats.

13. Estimate geographic region: Use broader visual cues to narrow down the country and
region. Road signs, language, vehicle types, building materials and styles, uniform
designs, and terrain all constrain the geographic possibilities.

14. use mapping tools: Google Street View, Bing Bird's Eye View, and Yandex Panorama
allow virtual street-level exploration of candidate locations. Match observed details
against the imagery to confirm or eliminate locations.

15. confirm with satellite imagery: Once a candidate location is identified, compare the
photographic perspective against satellite imagery to verify alignment of visible
structures, roads, and terrain features.

16. Verify shadow angles: The angle and length of shadows in a photograph, combined
with the known sun position at different times and locations (using tools like
SunCalc.org), can confirm or constrain the location and timestamp.

8.4 Social Media Geolocation

Social media provides a continuous stream of user-generated content with embedded or implied
location information. Exploiting this data for geospatial intelligence requires both technical and
analytical skills.

Explicit geolocation data — GPS coordinates embedded in posts or images, or location tags
attached to posts — is the most direct. Many platforms aggregate geotagged content on
location pages (Instagram location tags, Snapchat's Snap Map). These aggregations allow
investigators to find all public posts from a specific location during a specific time period.

Implicit geolocation — determining location from visual content rather than explicit tags —
requires the image analysis techniques described in the previous section. Additionally,
contextual clues such as weather conditions visible in images or videos (which can be cross-
checked against historical weather data), local events visible in the background, and references
to local points of interest all contribute to location determination.

Snap Map (Snapchat's public map) aggregates publicly shared Snaps by location,
providing a near-real-time window into public activity in any location in the world. During
protests, natural disasters, or military conflicts, Snap Map provides a street-level view of
events as they unfold.

8.5 Terrain and Environmental Analysis

The physical environment itself provides intelligence. Vegetation types, soil colors, and terrain
features can confirm geographic location and season. Water bodies, their flow directions, and
their relationship to surrounding terrain provide orientation. Infrastructure density and patterns
indicate urban vs. rural settings, economic development levels, and age of construction.

Shadow analysis, as noted above, is particularly powerful. Tools including SunCalc.org,
PhotoPills, and The Photographer's Ephemeris calculate the precise azimuth (compass
direction) and altitude of the sun at any location and time. By measuring the angle of shadows in
a photograph and comparing against calculated sun positions, an analyst can determine the
approximate time and date of image capture — and, conversely, constrain the set of plausible
locations given a known timestamp.

8.6 Maps and Geographic Reference Data

A practitioner's geographic knowledge is the foundation upon which all geolocation tools are
built. Understanding the distinctive features of different regions — road marking conventions,
license plate formats, power line configurations, vegetation zones, architectural periods —
dramatically speeds location work.

Essential reference resources include:

® GeoGuessr (the game, but also a genuine training tool for geographic pattern recognition)



® Wikipedia's articles on country-specific infrastructure, architecture, and geography

® Google Street View coverage maps (to understand where street-level imagery is
available)

® OpenStreetMap (community-edited, often more detailed than commercial maps in some
regions)

® Overpass Turbo (a query interface for OpenStreetMap data that can find specific features
like hospitals, schools, or bridges)

® GeoNames database (contains geographic coordinates for millions of named locations
worldwide)
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Chapter 9: Image and Video Analysis

9.1 Images as Evidence

Photographs and videos are among the most compelling and frequently encountered types of
open source evidence. They are also among the most frequently manipulated,
miscontextualized, or fabricated. Every practitioner who works with visual media must develop
both the skills to extract intelligence from genuine imagery and the critical eye to detect
falsification.

9.2 EXIF and Metadata Extraction

Digital images carry metadata far beyond what is visible in the image itself. EXIF (Exchangeable
Image File Format) metadata is embedded in JPEG, TIFF, and RAW image files by the
capturing device. This data can include:

® GPS coordinates of where the image was captured

® Precise timestamp of capture

¢ Camera make and model

® Lens information and focal length

® Exposure settings (aperture, shutter speed, 1ISO)

® Camera serial number (unique to the physical device)

¢ Software used for editing and the editing timestamp

EXIF data can be extracted using tools including ExifTool (command-line, cross-platform), Jeff's
Exif Viewer (web-based), and the Metadata2Go website. Note that most major social media
platforms strip EXIF data from uploaded images for privacy and bandwidth reasons, though
messaging apps and some smaller platforms do not.

9.3 Image Forensics: Detecting Manipulation

Digital image manipulation leaves traces that trained analysts and forensic tools can detect.
Common manipulation techniques and their indicators include:

Copy-Move Forgery

Copy-move forgery involves duplicating a portion of an image and pasting it elsewhere —
commonly used to hide objects or repeat elements. Error Level Analysis (ELA) detects this by
analyzing compression artifacts. Genuinely unmodified regions of a JPEG image compress
uniformly; modified regions show different error levels. Tools like FotoForensics.com perform
ELA analysis online.

Splicing
Splicing combines elements from different images. Inconsistencies in lighting direction, shadow



angles, image noise patterns, and chromatic aberration across different parts of the image can
reveal splicing. The JPEG quality and quantization tables of different image regions may differ if
they were originally captured by different cameras.

Metadata Inconsistencies

Claimed timestamps that don't match EXIF timestamps, device models that don't match typical
output characteristics, or file creation dates inconsistent with the claimed date of capture are
forensic indicators.

Al-Generated Images

As described in Chapter 6, Al-generated images have characteristic artifacts. These include
facial feature inconsistencies, background distortion, unnaturally smooth skin, and malformed
text, jewelry, and small objects. The forensic community is in an ongoing arms race with
improving generation models.

FotoForensics.com provides free ELA analysis and metadata extraction. Ghiro, an
open-source digital image forensics tool, provides more comprehensive analysis for
serious practitioners. Forensically.betaface.com offers clone detection, noise analysis,
and other forensic tools in a single browser-based interface.

9.4 Video Analysis

Video presents additional analytical challenges. A single video may consist of thousands of
individual frames, each of which can be analyzed as an image. Geolocation of video involves
identifying consistent environmental features across multiple frames, which both complicates
(moving camera) and assists (more visual information) analysis.

Key video analysis techniques include:

Frame extraction: Extracting individual frames for static analysis using tools like VLC, FFmpeg,
or dedicated forensic tools.

Audio analysis: Background audio may contain identifiable sounds — specific languages,
distinctive regional accents, environmental noise signatures, broadcast media that can be
dated.

Reverse video search: InVID (now WeVerify) is a browser extension that submits video frames
to multiple reverse image search engines simultaneously, identifying source videos and
previous appearances of the content.

Metadata extraction: Video files, like images, carry metadata including creation timestamp,
GPS data (in smartphone video), device information, and editing history.

Deepfake detection: Deepfake videos — in which a person's face has been swapped onto
another body using Al — may be detected through facial landmark inconsistencies, unnatural
blinking patterns, color space anomalies at face boundaries, and audio-visual synchronization
issues.

9.5 Satellite and Aerial Image Analysis

Commercial satellite imagery has become a primary evidence medium for conflict
documentation, environmental monitoring, and infrastructure tracking. Analysts examining
satellite imagery look for:

® Vehicle and equipment signatures (military vehicles have distinctive size, shape, and
shadow profiles)

® Construction and excavation activity

® Changes in building footprints or rooftop features over time

® Thermal signatures in multispectral imagery

® Crater patterns and blast damage

® Mass grave indicators (soil disturbance, changed vegetation)

® Port and airfield activity (ship and aircraft count and positioning)

Effective satellite image analysis requires knowledge of the imagery platform's resolution,
collection date, and sensor type. Resolution determines the size of the smallest detectable



object; collection date determines temporal relevance; sensor type determines what spectral
information is available.
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Chapter 10: Dark Web Intelligence

10.1 Understanding the Dark Web

The internet is commonly described as having three layers: the surface web (indexed by search
engines and accessible to any browser), the deep web (unindexed content requiring
authentication — email inboxes, subscription databases, private forums, banking portals), and
the dark web (content accessible only through specialized anonymizing networks, primarily Tor).

The dark web is not inherently criminal. It is used by dissidents, journalists, privacy advocates,
and ordinary citizens in authoritarian regimes who need anonymized communication. However,
it is also host to significant criminal infrastructure including marketplaces for illegal goods,
forums for criminal collaboration, ransomware-as-a-service operations, and databases of stolen
credentials.

For OSINT practitioners — particularly in cybersecurity, law enforcement, and investigative
journalism — the dark web is an important intelligence source that requires specific technical
preparation and heightened security practices.

10.2 The Tor Network

The Tor (The Onion Router) network anonymizes traffic by routing it through a series of
volunteer-operated relay nodes, each of which decrypts one layer of encryption to learn only the
next hop in the chain — hence the onion metaphor. The Tor Browser, built on Firefox, is the
primary client for accessing Tor-based content, including .onion sites that exist only within the
Tor network.

Using the Tor Browser for dark web research is the minimum technical precaution. Additional
hardening measures recommended for sensitive investigations include:

® Using a dedicated research device not connected to personal accounts

® Connecting to Tor through a trusted VPN (VPN-to-Tor configuration)

® Using Tails OS — an amnesic operating system that leaves no trace on the host machine
® Maintaining strict operational separation between research and personal activities

® Never enabling JavaScript on dark web sites (Tor Browser's safest security level)

® Never downloading files from dark web sources to the research device

10.3 Dark Web Search Engines and Directories

Standard search engines do not index .onion sites. Dark web search engines and curated
directories provide navigation. Key resources include:

Ahmia.fi: A surface-web-accessible search engine that indexes .onion sites, filtering out illegal
content. Useful for initial exploration.

DuckDuckGo via Tor: DuckDuckGo operates a .onion mirror and does not log searches,
providing a safer search experience within the Tor browser.

Torch: One of the oldest dark web search engines with a large index, accessible via .onion
address.

OnionSearch: An aggregator that queries multiple dark web search engines simultaneously.

10.4 Leaked Data and Credential Intelligence

One of the most practically significant dark web OSINT sources is leaked data — databases of
credentials, personal information, financial records, and proprietary documents posted by
hackers following data breaches or exfiltration operations.



For defenders, monitoring for leaked organizational data is a critical security practice. For law
enforcement, leaked data may contain leads about criminal organizations. For journalists,
corporate data leaks may reveal wrongdoing.

Key resources for leaked data intelligence include:

HavelBeenPwned (HIBP): The most widely used service for checking whether an email
address or phone number appears in known breach databases. Maintained by Troy Hunt, it
covers billions of leaked credentials.

Intelligence X (intelx.io): A search engine that indexes leaked datasets, pastes, and dark web
content, accessible through a paid API for large-scale queries.

DeHashed: A searchable database of leaked credentials, allowing search by email, username,
IP address, name, phone number, or password hash.

Using leaked credential data to access accounts, even to 'verify' findings, is illegal
under the CFAA and equivalent laws worldwide. Legitimate use is limited to: checking
whether your own credentials are exposed, organizational security monitoring with
appropriate authorization, or investigative journalism subject to legal counsel.

10.5 Dark Web Forums and Marketplaces

Criminal forums and marketplaces on the dark web are important intelligence sources for
cybersecurity analysts and law enforcement. These spaces host threat actor communications,
malware advertisements, stolen data markets, and operational security discussions that provide
insight into adversary capabilities and intentions.

Monitoring these spaces requires sustained access and contextual understanding. Threat
intelligence firms maintain dedicated dark web monitoring operations. For individual
practitioners, the key is knowing what to look for and where, and maintaining the operational
security necessary to avoid detection while researching.

Common categories of dark web forum content include:
® Exploit and vulnerability announcements
® Stolen credential auctions and direct sales

® Ransomware affiliate recruitment and victim announcements

Fraud toolkits (phishing kits, banking trojans, etc.)
® Money laundering and cryptocurrency mixing services

® Counterfeit documents and identity packages

10.6 Cryptocurrency Intelligence

Cryptocurrency transactions — despite the common misconception — are often highly
traceable. Public blockchains like Bitcoin and Ethereum record every transaction in an
immutable public ledger. Blockchain analytics involves tracing the flow of funds through this
ledger to identify the source and destination of payments.

Cryptocurrency analysis tools include:

Chainalysis: The leading commercial blockchain analytics platform, used extensively by law
enforcement and compliance teams.

CipherTrace: Another commercial platform with strong illicit finance tracking capabilities.

Blockchain.com and Blockchair: Free block explorers that allow tracing individual transaction
flows and examining wallet histories.

OXT.me: A Bitcoin-specific analytics platform with visualization tools.

Even privacy-focused cryptocurrencies like Monero, which uses ring signatures, stealth
addresses, and confidential transactions to obscure the transaction graph, have vulnerabilities
that sophisticated analysts can exploit — as demonstrated by law enforcement seizures of
Monero-denominated criminal proceeds.

[]



Chapter 11: Corporate and Business Intelligence

11.1 The Corporate Intelligence Landscape

Businesses operate in competitive environments that require understanding of competitors,
partners, customers, and their own exposure. Corporate OSINT — sometimes called
competitive intelligence — applies open source research techniques to business questions:
Who are a competitor's key customers? What new products are they developing? Who are their
major investors? What legal challenges do they face? Are they financially stable?

The same techniques serve due diligence investigations: before entering a major contract,
acquiring a company, or partnering with an organization, decision-makers need a clear picture
of the counterparty's financial health, legal history, leadership integrity, and reputation.

11.2 Corporate Registry and Filings

Business registrations are public records in most jurisdictions. They establish the existence,
ownership, and governance of legal entities. Key sources include:

US State Secretary of State offices: Register corporations and LLCs, providing names of
registered agents, officers, directors, and formation dates. Most states have online search
portals.

SEC EDGAR: Required filings for US public companies, including 10-K annual reports, 10-Q
quarterly reports, 8-K material event disclosures, proxy statements, and beneficial ownership
(13D/G) filings. EDGAR contains the most comprehensive financial and governance disclosure
available for public companies.

Companies House (UK): UK company registration data including director lists, annual
accounts, filing history, and person of significant control registers — all freely accessible.

OpenCorporates: A global database aggregating corporate registry data from 140+
jurisdictions, allowing cross-border entity searches.

GLEIF: The Global Legal Entity Identifier Foundation maintains a database of Legal Entity
Identifiers (LEls) assigned to organizations participating in global financial markets.

11.3 Financial Intelligence

Financial data is among the most revealing intelligence about an organization. Public
companies must disclose detailed financial information; private companies reveal much less, but
OSINT practitioners can often construct a reasonable picture from indirect sources.

For public companies, SEC filings provide income statements, balance sheets, cash flow
statements, executive compensation, related-party transactions, pending litigation, and risk
factors — all in mandatory disclosures that executives certify under penalty of law.

For private companies, useful sources include:

® Credit agency databases (Dun & Bradstreet, Moody's Analytics) provide credit ratings and
financial summaries

® UCC filings reveal secured lending arrangements and can indicate financial stress
¢ State and federal tax lien filings indicate unpaid tax obligations

® Bankruptcy filings (searchable through PACER) reveal financial distress and creditor
claims

® Job postings reveal organizational priorities, financial health, and technology stack
® Government contract databases (USASpending.gov) reveal federal contract revenue
® Pitchbook, Crunchbase, and AngelList document private fundraising and investor
relationships
11.4 Beneficial Ownership and Shell Company Research

One of the most challenging — and most important — areas of corporate OSINT is identifying
the true beneficial owners of complex corporate structures. Shell companies, nominee directors,



layered ownership chains, and offshore jurisdictions are routinely used to obscure beneficial
ownership for both legitimate (privacy, asset protection) and illegitimate (money laundering,
sanctions evasion) purposes.

Useful resources for beneficial ownership research include:

® ICIJ Offshore Leaks Database: Derived from the Panama Papers, Paradise Papers,
Pandora Papers, and other major leaks, this database reveals ownership of offshore
entities across multiple jurisdictions

® OCCRP Aleph: A vast document and entity database maintained by the Organized Crime
and Corruption Reporting Project, covering 220+ datasets from public sources and
leaked materials

® FinCEN Beneficial Ownership Registry: The US beneficial ownership registry established
under the Corporate Transparency Act (note: access rules and availability subject to
ongoing legal developments)

® EITI: Extractive Industries Transparency Initiative data on natural resource revenues and
contracts

® OpenSanctions: A database of sanctioned individuals and entities from hundreds of
international sources

11.5 Executive and Leadership Research

Understanding an organization's leadership — their backgrounds, track records, public
statements, and affiliations — is integral to corporate due diligence. Key sources include:

¢ LinkedIn profiles (employment history, board memberships, endorsements)

® SEC proxy statements (compensation, stock ownership, committee memberships for
public companies)

® Corporate press releases and executive biographies (company websites and the
Wayback Machine)

® Court records (prior litigation, including suits brought by or against the executive
personally)

® News media archives (past reporting on the executive's business dealings and
controversies)

® Conference speaker bios and podcast appearances (often contain details not in official
biographies)

® Political donation databases (FEC in the US, OpenSecrets.org) revealing political
affiliations and relationships

11.6 Competitive Intelligence

Legal competitive intelligence — understanding what competitors are doing, planning, and
capable of — draws on the same open source techniques as other OSINT applications, applied
with a business strategy lens.

Key competitive intelligence sources include job postings (reveal hiring priorities, technology
adoption, expansion plans, and organizational structure), patent filings (reveal R&D direction
and technology investments), trademark applications (reveal brand strategies and new product
development), conference presentations and academic publications (reveal technical
capabilities and research priorities), and customer reviews and satisfaction data (reveal product
weaknesses and competitive positioning).

Supply chain intelligence — understanding who supplies a competitor's key components or
services — can reveal strategic vulnerabilities and dependencies. Customs import/export
records (available through services like ImportYeti and Panjiva) show shipments into and out of
US ports, revealing supplier and customer relationships for companies that manufacture or
import physical goods.

[]



Chapter 12: Tools, Automation, and Al in OSINT

12.1 The OSINT Tool Ecosystem

A vast ecosystem of tools supports OSINT collection, processing, and analysis. These range
from free command-line utilities to enterprise-grade commercial platforms with team
collaboration features, automated monitoring, and sophisticated visualization. No practitioner
uses all of them; the goal is to know what tools exist for each analytical task and have a working
familiarity with the most important ones.

Tools should be understood as aids to analyst judgment, not substitutes for it. A tool that returns
a result is giving you data; whether that data is accurate, complete, and relevant to your
question is always a matter of human assessment.

12.2 Essential Tools by Category

Framework and Workflow Tools

Maltego is the most widely used OSINT framework tool, providing a graphical interface for
mapping relationships between entities across multiple data sources. It works through
'transforms' — automated queries that take one entity type (a domain, email address, or person)
and return related entities from various sources. Maltego's community edition is free; its
commercial editions support team collaboration and premium data sources.

SpiderFoot is an open-source OSINT automation tool that systematically queries hundreds of
data sources for intelligence about a target (IP, domain, email, name) and presents findings in a
graphical format. It can be run from the command line or via a web interface.

OSINT Framework (osintframework.com) is a curated directory of OSINT tools organized by the
type of information being sought — an invaluable reference for discovering tools for specific
tasks.

People Search Tools
® Pipl — commercial, aggregates public records, social data, and web content
® BeenVerified — US-focused, public records aggregation
® TruthFinder — similar to BeenVerified
® Spokeo — social media and public records aggregation
® 411.com and WhitePages — traditional directory listings
® Sherlock (GitHub) — open-source username search across 300+ platforms

® Maigret (GitHub) — enhanced username OSINT with profile data extraction
Domain and Network Tools

® Amass — powerful open-source subdomain enumeration and network mapping
® theHarvester — email, name, subdomain, and IP gathering from public sources
® Shodan — internet-connected device search engine (shodan.io)

® Censys — certificate and infrastructure search (search.censys.io)

® VirusTotal — multi-engine file, URL, domain, and IP analysis

® URLscan.io — website scanning with screenshot, DOM, and request analysis

® ViewDNS.info — comprehensive DNS, WHOIS, and IP lookup tools

Image and Video Tools

® ExifTool — comprehensive metadata extraction (command-line)

® FotoForensics — web-based ELA and metadata analysis



® InVID / WeVerify — video verification browser extension

® Google Lens — object recognition and reverse image search
® Yandex Images — often superior for facial recognition

® TinEye — specialized for duplicate image detection

® SunCalc.org — shadow and sun position analysis for geolocation
Social Media Tools

® Social-Searcher — cross-platform social media search

® Twint — Twitter scraping tool (note: Twitter/X API changes affect functionality)
® Instaloader — Instagram data downloader

® reddit-user-analyzer — Reddit profile analysis

® Who Posted What? (whopostedwhat.com) — Facebook date-specific search

12.3 Setting Up an OSINT Environment

Conducting OSINT research with appropriate security requires a dedicated environment that
isolates research activity from personal digital life and protects the practitioner's identity.
Recommended configurations include:

Dedicated device: A separate laptop or virtual machine used exclusively for OSINT work. No
personal accounts, no cross-contamination with personal browsing history.

OSINT-optimized operating system: OSINT distributions like Kali Linux (with OSINT tools pre-
installed) or the OSINT VM (a purpose-built virtual machine by Tracy Lee) provide a consistent,
tool-rich research environment.

VPN: A reputable no-logs VPN protects the practitioner's IP address from appearing in web
server logs. Essential for research on subjects who might be technically sophisticated enough to
monitor their server access.

Dedicated browser profiles: Firefox with research extensions (uBlock Origin, Cookie
AutoDelete, User-Agent Switcher) in a separate profile from personal browsing.

Secure credential management: Research accounts — social media personas, paid tool
logins — should be managed in a password manager with credentials that cannot be linked to
the practitioner's personal identity.

12.4 Artificial Intelligence in OSINT

Artificial intelligence — particularly large language models and machine learning systems — is
rapidly transforming OSINT practice, both as a tool for analysts and as a challenge for
researchers trying to detect Al-generated content and disinformation.

Al as an OSINT Tool

Large language models can assist OSINT practitioners in multiple ways:

® Synthesizing and summarizing large volumes of text from multiple sources

® Translating foreign-language source material with high accuracy

® Generating structured analysis of complex datasets

® Drafting intelligence reports from collected data points

® Suggesting search queries and investigative avenues based on partial findings

® Code generation for custom scraping, processing, and analysis scripts

Al-powered tools are increasingly integrated into commercial OSINT platforms for automated
entity extraction, sentiment analysis, network visualization, and anomaly detection in large
datasets.



Al as an OSINT Challenge

The same Al capabilities that assist analysts create new challenges. Al-generated text, images,
and video make the verification problem significantly harder. Deepfakes of public figures can
fabricate statements. Al-generated profiles convincingly impersonate real individuals. Al-written
disinformation scales at a rate that human fact-checkers cannot match.

Practitioners must apply heightened scrutiny to all content encountered in investigations,
particularly visual media and quoted statements attributed to known individuals. When in doubt,
verify through independent sources and apply media forensic techniques.

12.5 Automation and Custom Tool Development

Commercial and free OSINT tools cover many common tasks, but specific investigations often
require custom data collection, processing, or analysis. Basic programming skills — Python is
the standard choice in the OSINT community — dramatically expand a practitioner's capability.

Common OSINT automation use cases include:

¢ Automated monitoring: Scripts that check specific pages, social media accounts, or
search results at regular intervals and alert when new content appears

® Data aggregation: Pulling data from multiple APIs or web sources and combining it into a
unified dataset

® Batch processing: Applying the same lookup (WHOIS, reverse image search, social
media search) to a large list of targets

® Network visualization: Generating graphs of entity relationships using libraries like
NetworkX (Python) or Gephi

® Natural language processing: Extracting named entities (people, organizations, locations)
from large text corpora
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Chapter 13: Operational Security (OPSEC)

13.1 Why OPSEC Matters for OSINT Practitioners

Operational security — protecting your own information, methods, and identity — is the
practitioner's equivalent of the subject's privacy. It matters for several reasons:

First, sophisticated subjects can detect when they are being researched. Visiting a subject's
website, viewing their LinkedIn profile while logged into your own account, or submitting queries
that appear in their analytics data creates a detectable signature. A cautious subject who
discovers they are under investigation may destroy evidence, alter their online presence, or take
countermeasures.

Second, some investigations carry personal risk. Journalists investigating organized crime,
analysts working on national security threats, and researchers studying extremist movements
may face physical or legal retaliation if their identity and methods are exposed.

Third, the integrity of the investigation may depend on OPSEC. Legal proceedings require that
evidence collection methods be documented and defensible; security breaches in collection
methodology may compromise both the investigation and any subsequent action.

13.2 The OPSEC Process

OPSEC is not a set of tools but a continuous analytical process:

17. Identify critical information: What information about your investigation — its target,
methods, findings, clients, and timeline — would be most damaging if exposed?

18. Analyze threats: Who might want to discover your critical information? What are their
capabilities? Sophisticated state actors differ from typical criminal subjects differ from
corporate subjects.

19. Analyze vulnerabilities: How could your critical information be exposed? Through direct



digital traces (server logs, platform analytics), indirect disclosure (colleagues, clients,
published reports), or technical exploitation?

20 Assess risk: Which vulnerabilities, if exploited by identified threats, create the greatest
damage?

21. Apply countermeasures: Implement technical and procedural protections proportionate
to the risk.

13.3 Technical OPSEC Measures

Technical measures protect the investigator's digital footprint:

Network anonymization: Use a VPN and/or Tor to prevent research target's web server logs
from recording your real IP address. Choose VPN providers with verified no-log policies and
offshore jurisdiction.

Browser hygiene: Use a dedicated browser profile or separate browser for research. Disable
JavaScript where possible (this prevents fingerprinting scripts). Use a browser fingerprinting
randomizer or a browser configured to match common fingerprint profiles.

Account separation: Research accounts should have no connection to your personal email,
phone number, payment method, or device. Use separate email addresses created over Tor
from fresh devices.

Device separation: Keep research devices physically and logically separate from personal
devices. Consider using dedicated hardware purchased anonymously for the most sensitive
investigations.

Metadata scrubbing: Before sharing or publishing documents, scrub embedded metadata
using tools like ExifTool or Adobe's metadata removal features.

Secure communications: Use end-to-end encrypted communications (Signal for messaging,
ProtonMail or Tutanota for email) for sharing sensitive investigation details with colleagues or
clients.

13.4 Procedural OPSEC Measures

Technical tools are undermined by procedural failures. Key procedural OPSEC disciplines
include:

® Need-to-know compartmentalization: Share investigation details only with individuals who
require that specific information for their role. Never brief the full investigation scope
unnecessarily.

® Consistent cover story maintenance: Research personas must be maintained consistently.
Inconsistencies in the persona's history, behavior, or communication style may be
noticed by sophisticated subjects.

® Timing awareness: Accessing a subject's resources at unusual hours or in rapid
succession may create observable patterns.

® Client communication security: Sensitive communications with clients should use
encrypted channels; even scheduling tools (calendar invites, email threads) should be
considered potentially discoverable.

® Physical security: Printed documents, whiteboards, and spoken conversations in physical
spaces are all potential exposure vectors. Screen privacy filters, secure printing
procedures, and meeting space security matter.

13.5 When to Stop

Effective OPSEC includes knowing when the risk of continued investigation exceeds its value. If
a subject has detected the investigation, if circumstances have changed such that findings
would be misused, or if the investigation is generating more risk than intelligence, the
professional decision may be to cease collection. This requires practitioner judgment that
cannot be reduced to a rule — but the capacity to make it is a mark of professionalism.
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Chapter 14: Case Studies

14.1 The Bellingcat MH17 Investigation

On July 17, 2014, Malaysia Airlines Flight MH17 was shot down over eastern Ukraine, killing all
298 people aboard. The Russian government denied involvement, claiming alternative theories
about the plane's destruction. Bellingcat, a then-newly-formed open source investigative
collective, undertook a landmark investigation using exclusively open source methods.

The investigation combined multiple OSINT techniques in coordination. Social media posts from
civilians along the route of a Russian Buk missile launcher convoy were geolocated and
timestamped, establishing the launcher's path from Russia into eastern Ukraine and back.
Photos and videos posted by witnesses were analyzed for location markers and cross-
referenced against satellite imagery to place the launcher at specific locations at specific times.

The serial number of the missile launcher was read from photographs and cross-referenced
against Russian military documentation. The Buk unit was traced to the 53rd Anti-Aircraft
Missile Brigade of the Russian Armed Forces based in Kursk. Bellingcat's findings were
subsequently corroborated by the Dutch-led Joint Investigation Team and contributed to the
prosecution of four individuals before the Dutch court.

This case demonstrated that OSINT — applied rigorously and transparently — could produce
findings of prosecutorial quality in a matter of weeks, accomplishing what governments with
classified intelligence resources might hesitate to publish for political reasons.

14.2 The Pegasus Project

The Pegasus Project, published by a consortium of 17 media organizations coordinated by
Forbidden Stories in 2021, revealed widespread use of NSO Group's Pegasus spyware against
journalists, human rights activists, and political leaders. While the investigation relied heavily on
digital forensics of affected devices, OSINT played a critical supporting role.

Researchers at Citizen Lab and Amnesty International's Security Lab used network intelligence
— analyzing the infrastructure of Pegasus Command and Control servers through domain
registration patterns, DNS records, and certificate data — to identify the system's footprint
across the internet. This infrastructure mapping, conducted entirely through open source
techniques, allowed attribution of attacks to specific Pegasus operators and, in some cases, to
the nation-state clients of NSO Group.

The investigation illustrates how network OSINT and digital forensics can complement each
other: forensics identifies compromise on specific devices; network OSINT maps the broader
infrastructure enabling those compromises; reporting connects the dots to accountability.

14.3 Corporate Due Diligence: The Wolf in Sheep’'s Clothing

A mid-sized manufacturing company was approached by a potential acquisition target that
presented impressive revenue figures and a clean legal history. Standard commercial due
diligence reports showed nothing alarming. The company's OSINT team was asked to conduct
a supplementary open source review before the deal closed.

The investigation began with a review of the target company's Secretary of State filings, which
revealed a web of related LLCs sharing registered agents and addresses — a structure
consistent with asset protection but also with revenue manipulation through intercompany
transactions.

UCC filings showed several secured lending arrangements that had not been disclosed in the
deal documentation. Searches of PACER revealed a sealed federal criminal case against the
target company's CEO from several years prior, which had resulted in a deferred prosecution
agreement — also undisclosed.

Job posting analysis across multiple platforms showed the company had been recruiting heavily
for sales positions in a market segment where it claimed to already have dominant market share
— inconsistent with the growth narrative in the pitch materials.

The acquirer used these findings to demand additional representations and warranties in the
deal documentation and to negotiate a significant price reduction. The CEQ's legal history and
the financial structure raised red flags that prompted a much deeper forensic accounting review,
which ultimately surfaced evidence of revenue misstatement. The acquisition was abandoned.



14.4 Locating a Missing Person

A family retained a private investigator to locate an adult family member who had cut off contact.
The last known location was a city in the Pacific Northwest; the last known contact information
was several years old.

The investigation began with the subject's name and last known address. Voter registration
records confirmed the address and provided a date of birth. The date of birth, combined with the
name, allowed searching for matching court records — revealing a civil lawsuit that listed a
different address as the defendant's service address, two years more recent than the voter
registration.

The new address was confirmed through county property records, which showed it as a rental
property owned by a local property management company. LinkedIn showed the subject's
professional profile, listing a current employer in the target city. The employer's website showed
no further useful information.

Social media research using the confirmed full name and a likely Instagram username format
surfaced a public Instagram account with no personally identifying information in the bio — but
the account's tagged location data showed regular visits to a coffee shop several blocks from
the service address in the lawsuit. The account followed several accounts associated with a
specific professional community in the target city.

Cross-referencing the tagged location with the employer's address and the civil lawsuit address
produced a coherent picture of the subject's current life in the target city. The family was
provided with current contact information sufficient to attempt reconnection through legitimate
channels.
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Chapter 15: The Future of OSINT

15.1 The Accelerating Information Environment

The environment in which OSINT practitioners operate is changing faster than at any prior point
in the discipline's history. Several converging trends are reshaping the field:

The Al Revolution

Atrtificial intelligence is simultaneously the most powerful tool available to OSINT practitioners
and the most significant threat to the reliability of open source data. On the practitioner side, Al-
powered tools are enabling automation of tasks that previously required skilled human analysts
— language translation, entity extraction, network visualization, pattern detection across large
datasets, and natural language summarization.

On the adversarial side, generative Al has shattered the assumption that seeing is believing. A
photorealistic image, a convincing audio clip of a known voice, a seamlessly realistic video — all
can be fabricated in minutes using consumer-accessible tools. The evidentiary value of visual
and audio media in OSINT investigations is undergoing fundamental reassessment.

The response must be a corresponding evolution in verification methodology: greater reliance
on provenance chains, cryptographic authentication, corroboration from multiple independent
sources, and technical forensic analysis as complements to substantive plausibility assessment.

Platform Fragmentation and Access Restriction

Major social media platforms have simultaneously become more restrictive about data access
and more central to social and political life. Twitter/X's 2022-2023 API changes, Facebook's
withdrawal of its Graph Search and API capabilities, and Reddit's 2023 API restrictions have
significantly constrained the ability of OSINT tools and researchers to access platform data at
scale.

At the same time, content is dispersing across a larger number of smaller platforms: Discord
servers, Telegram channels, Signal groups, Mastodon instances, and numerous regional
platforms. This fragmentation requires broader platform coverage but yields less depth on any
single platform.

Privacy-Enhancing Technologies

Growing public awareness of privacy risks is driving adoption of privacy-enhancing
technologies. VPNs are mainstream. End-to-end encrypted messaging is standard. Privacy-



focused browsers are gaining market share. The default assumption of public digital activity that
characterized the early social media era is eroding.

These developments are genuinely positive for civil liberties but present real challenges for
investigators pursuing legitimate targets. The OSINT techniques that worked reliably in 2015
may require significant adaptation by 2030.

15.2 Legal and Regulatory Evolution

The legal landscape governing OSINT practice is in active development. Several trends are
worth watching:

Facial recognition regulation: Legislative efforts in multiple jurisdictions are moving toward
restricting the use of facial recognition technology, particularly by law enforcement and
commercial entities. Some jurisdictions have already banned public facial recognition; others
are developing frameworks that will affect how OSINT practitioners can use facial search tools.

Data broker regulation: The data broker industry — which aggregates and sells personal
information that OSINT practitioners access through paid people-search services — faces
increasing regulatory pressure in the US and Europe. Restrictions on data broker practices may
reduce the availability of aggregated personal data.

Platform liability: Ongoing debates about platform liability for user-generated content may
drive platforms to implement more restrictive data governance practices, affecting the
availability of open source content.

OSINT professional standards: As the OSINT field professionalizes, there is growing interest
in formal credentialing, ethics codes, and professional standards bodies — analogous to those
governing private investigation, journalism, and intelligence analysis. These developments,
while potentially restrictive, would also confer professional legitimacy and accountability.

15.3 The Democratization of OSINT

Despite platform restrictions and privacy-enhancing technology, the tools of OSINT continue to
become more accessible and powerful. Browser extensions, no-code automation platforms, Al
writing assistants, and curated training resources have made sophisticated OSINT practice
accessible to people with no prior technical background.

This democratization has produced remarkable public interest journalism, citizen accountability
reporting, and community-driven fact-checking. It has also lowered barriers to stalking,
harassment, and doxing. The same capability that enables an investigative journalist to expose
government corruption enables an abuser to track a domestic violence survivor's location.

Responsible OSINT community members have a role to play in shaping the norms that govern
this increasingly powerful discipline — advocating for ethical standards, educating practitioners
about the risks of misuse, and supporting accountability mechanisms for those who abuse
OSINT capabilities.

15.4 Staying Current

OSINT is a dynamic field. Specific tools, platforms, and techniques described in this book will
evolve, and some will become obsolete. Staying current requires engagement with the
practitioner community:

® Follow OSINT practitioners on social media — many share discoveries, tool updates, and
technique refinements publicly

® Participate in OSINT CTF (Capture the Flag) challenges, which test and develop practical
skills

® Engage with communities like the OSINT Curious Project, Trace Labs, and the SANS
OSINT Summit

® Read primary sources: platform developer blogs, legal updates, and academic research
on digital investigation

® Practice regularly — skills atrophy without use, and the environment changes faster than
any book can capture

The practitioner who commits to continuous learning, rigorous ethics, and disciplined
methodology will always have more value than any single tool.
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Appendix A: OSINT Tool Reference

This reference lists key OSINT tools by category. Availability, pricing, and functionality change
frequently — verify current status before use.

Search and Research

Google Advanced Search | Free Web search with operators

Shodan Free/Paid | Internet-connected device
search

Censys Free/Paid | Certificate and infrastructure
search

Intelligence X Free/Paid | Leaked data and dark web
search

Wayback Machine Free Historical web content

archive.ph Free On-demand page archiving

People and Identity

Pipl Paid People search aggregation

HavelBeenPwned | Free Breach database lookup

Sherlock Free/OSS | Username cross-platform
search

Maigret Free/OSS | Enhanced username OSINT

Spokeo Paid People and social media
aggregation

Domain and Network

ViewDNS.info | Free DNS, WHOIS, IP tools

DomainTools | Paid Domain history and WHOIS

Amass Free/OSS | Subdomain enumeration

theHarvester Free/OSS | Email and subdomain
harvesting

crt.sh Free Certificate transparency search

URLscan.io Free Website scanning and analysis

Image and Video

ExifTool Free/OSS | Image metadata extraction

FotoForensics Free Image forensics (ELA)

TinEye Free/Paid | Reverse image / duplicate
detection

InVID / WeVerify | Free Video verification

SunCalc.org Free Shadow and sun position
analysis




Social Media

Twint Free/OSS | Twitter/X data collection

Social-Searcher Free/Paid | Cross-platform social search

Namechk Free Username availability across
platforms

Who Posted What | Free Facebook date-specific post
search

Frameworks and Platforms

Maltego Free/Paid | Entity relationship mapping
SpiderFoot Free/OSS | Automated OSINT collection
Recon-ng Free/OSS | Web reconnaissance framework
OSINT Framework | Free Curated tool directory
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Appendix B: Glossary

OPSEC Operational Security — the practice of protecting
information about one's own activities and
methods.

OSINT Open Source Intelligence — intelligence derived
from publicly available sources.

SOCMINT Social Media Intelligence — intelligence derived
from social media platforms.

GEOINT Geospatial Intelligence — intelligence derived
from geographic and location data.

HUMINT Human Intelligence — intelligence gathered
through interpersonal contact.

SIGINT Signals Intelligence — intelligence gathered from
intercepted communications.

Dork A search engine query using advanced operators
to find specific types of content.

EXIF Exchangeable Image File Format — metadata
embedded in digital photographs.

WHOIS A protocol for querying domain registration and IP
allocation databases.

ASN Autonomous System Number — an identifier for a
group of IP networks managed by a single
operator.

TOR The Onion Router — an anonymizing network
routing traffic through multiple encrypted relays.

CFAA Computer Fraud and Abuse Act — US federal law
governing unauthorized computer access.

GDPR General Data Protection Regulation — EU privacy
regulation governing personal data processing.

PACER Public Access to Court Electronic Records — US
federal court records system.

EDGAR Electronic Data Gathering, Analysis, and Retrieval
— SEC's public filing system.

ucc Uniform Commercial Code — standardized set of
laws governing commercial transactions including
secured lending.

ELA Error Level Analysis — image forensics technique

for detecting manipulation.




Deepfake

Al-generated media in which a person's likeness
has been synthetically created or substituted.

Aggregation problem

The privacy risk created by combining individually
innocuous pieces of public data into a detailed
profile.

Seed data Initial known information about a subject used to
begin an identity resolution investigation.
Passive DNS Historical records of DNS resolutions, used to

track infrastructure changes over time.

Pattern of Life

Analysis of a subject's routine behavior patterns
derived from accumulated data.

Sock puppet

A fictitious online identity used for research
purposes.

CTL Certificate Transparency Log — a public log of
issued TLS certificates.
LEI Legal Entity Identifier — a globally unique

identifier for organizations participating in financial
markets.




