FLIPPING GEMS

THE ART AND SCIENCE OF OPEN-SOURCE
INTELLIGENCE FOR IMPACT

By Marie-Soleil Seshat Landry
MarieLandrySpyShop.com

4




Flipping Gems: The Art and
Science of Open-Source
Intelligence for Impact

Marie-Soleil Seshat Landry
marielandryspyshop.com
(with contributions from Gemini)

A disclosure on the use of artificial intelligence in the creation of this work: The
conceptual framework, outline, and significant portions of the text in this book were
generated in collaboration with Google's Al, Gemini. The human author provided the
core concept, direction, and editorial oversight to ensure accuracy, relevance, and a

coherent narrative.

Dedication

To the quiet observers and the unseen analysts—the digital prospectors and the patient

cartographers of hidden truths—who connect the dots that shape our world.

Epigraph



"Knowledge is of two kinds. We know a subject ourselves, or we know where we can find

information upon it."

— Samuel Johnson, 1775
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Preface: The Gem Hunter's Mindset

The power of Open-Source Intelligence (OSINT) often lies in connecting seemingly insignificant
pieces of public data to reveal profound truths and drive real-world change. For instance, a
small, publicly available detail, like a particular shipping manifest entry, when cross-referenced
with other open sources such as satellite imagery archives and geo-located social media posts,
can yield critical insights. This diligent process has, in real investigations, exposed supply chain
abuses, identified illicit activities, and contributed to the rescue of vulnerable individuals. It is
the ability to transform overlooked public data into actionable intelligence that defines the "gem

hunter's mindset."

This book is built on that simple idea. The internet is a mine, vast and chaotic. It's filled with
worthless rubble, distracting pyrite, and veins of pure, unadulterated information—the gems.
These gems could be a company's hidden subsidiary, a politician's undeclared conflict of
interest, a new technology's vulnerability, or proof of an environmental crime. They are almost

never labeled "secret." They are simply overlooked.
This book is designed to give you the three core skills of a modern gem hunter:

e Prospecting (The Mine & The Dig): How to use powerful and ethical OSINT
techniques to sift through the noise and find raw data of potential value.

* Gemology (The Polish): How to analyze, verify, and synthesize that raw data,
transforming it from a mere fact into actionable intelligence. This is how you determine a
gem's true worth.

e Brokering (The Flip): How to identify the one person or group who can best use that
intelligence to create the most positive impact, and how to deliver it to them securely and

effectively.



This is not a book about hacking, illegal surveillance, or deceit. It is a book about seeing what
everyone else sees and thinking what no one else has thought. It is about the legal and ethical
application of curiosity, persistence, and critical thinking. It’s about understanding that the right
piece of information, given to the right person at the right time, can change the world.

Let's go find some gems.

Part I: The Mine - Foundations of Open-Source

Intelligence

Chapter 1: Defining the Digital Universe

Welcome to the mine. Before you can find a single gem, you need to understand the terrain
you're about to enter. The digital universe is not one single place; it's a layered, complex, and
ever-shifting landscape of information. Some of it is laid out for all to see, some is tucked away
in plain sight, and some is intentionally obscured. Your success as a gem hunter depends on
your ability to navigate this world legally, ethically, and effectively. This chapter is your map and
your compass.

What is OSINT? From Humble Beginnings to the Information Age

At its core, Open-Source Intelligence (OSINT) is the practice of collecting and analyzing
information from publicly and legally available sources to produce actionable intelligence. The
U.S. Director of National Intelligence (DNI) defines it as intelligence that is "produced from
publicly available information...that is collected, exploited, and disseminated in a timely manner
to an appropriate audience for the purpose of addressing a specific intelligence requirement"
[cite: Office of the Director of National Intelligence, n.d.].

Let's break that down.



e Publicly Available: This is the key. If you need to hack, steal, or break a password to get
it, it's not OSINT. This includes everything from a public social media profile and a news
article to a corporate report and satellite imagery.

¢ Collected & Analyzed: Data is not intelligence. Raw data is the ore you pull from the
mine. A list of website addresses is data. The analysis that shows they are all owned by a
single shell corporation created to circumvent sanctions—that's intelligence. That's the
gem.

e Actionable: Intelligence must serve a purpose. It must help someone make a better

decision.

While OSINT feels like a product of the internet age, its roots are much older. Intelligence
agencies have been monitoring foreign newspapers and radio broadcasts for nearly a century.
During World War II, the BBC's monitoring service listened to foreign propaganda broadcasts,
providing vital clues about enemy morale and intentions [cite: Briggs, 1970]. What's changed is
not the principle, but the scale. The "open source" of the 1940s was a few dozen newspapers and
radio stations; today, it is billions of websites, social media accounts, and public databases—a
near-infinite digital mine.

The Terrain: Surface, Deep, and Dark Web

It’s a common mistake to think of the "internet" as just what you find on Google. In reality,
that’s only the very top layer. The most popular analogy is that of an iceberg, and for good
reason—most of it is hidden beneath the surface.

1. The Surface Web: This is the tip of the iceberg. It’s the portion of the World Wide Web
that is readily available to the general public and searchable with standard web search
engines like Google, Bing, or DuckDuckGo. When you read the news, browse a blog, or
shop on a retail site, you're on the Surface Web. It’s the easiest to access but often contains
the least specialized information.

2. The Deep Web: This is the vast bulk of the internet, hidden below the surface. "Deep"
doesn't mean sinister; it simply means the content isn't indexed by search engines. Access
is typically restricted by a login, a paywall, or a specific search function within the site
itself. Every time you log into your email, your online banking portal, a corporate intranet,
or a university's academic journal database, you are accessing the Deep Web. For an
OSINT analyst, the Deep Web is a treasure trove of valuable, structured data, from court
records and patent filings to private social media groups. You aren't hacking to get here;



you are simply logging into a service you have a right to access or using a site's internal
search features.
3. The Dark Web: This is a small, specific part of the Deep Web that has been intentionally

hidden and requires special software—most commonly The Onion Router (Tor)—to access.

Tor was originally developed by the U.S. Naval Research Laboratory to protect U.S.

intelligence communications online [cite: U.S. Naval Research Laboratory, 2023]. It works

by routing your connection through multiple encrypted "nodes," making it extremely
difficult to trace the user's location or identity. This anonymity allows for both good and
ill. The Dark Web is used by journalists and dissidents in repressive regimes to
communicate safely. It is also, infamously, home to illegal marketplaces, hacker forums,
and other criminal activities. While OSINT investigations can lead here, it is a high-risk

environment that requires extreme technical caution.

For the vast majority of your work as a gem hunter, you will operate on the Surface and Deep
Web.

The Legal Landscape: Your Bright Lines

This is the most important section of this chapter. The line between legal OSINT and illegal

hacking can seem thin, but it is absolute. Crossing it can result in severe criminal penalties.
The core principle is simple: You are a user, not an intruder.

If you can access the information in the same way any other member of the public (or a
registered user) could, you are doing OSINT. This is like walking into a public library and
reading the books.

If you bypass a technical or security measure to access information you are not authorized to
see, you are likely committing a crime. This is like picking the lock to the library's back office.

Key legal concepts to understand include:

e Terms of Service (ToS): When you create an account on a platform like Facebook or X
(formerly Twitter), you agree to its ToS. Violating these terms—for example, by using an
automated script to scrape thousands of profiles (a practice known as "scraping")—is
generally not illegal in itself, but it can get your account banned, and in some jurisdictions,
it could be used as part of a civil lawsuit [cite: LinkedIn Corp. v. HiQ Labs, Inc., 2019].



¢ Computer Fraud and Abuse Act (CFAA): This is the primary anti-hacking law in the
United States, and many countries have similar legislation. The CFAA makes it a crime to
access a computer "without authorization" or "in a manner that exceeds authorized access"
[cite: U.S. Department of Justice, n.d.]. The phrase "without authorization" is the bright
line. If a website is public, you are authorized. If it requires a password you don't have, you
are not authorized.

Never try to guess a password. Never use stolen credentials. Never exploit a software

vulnerability to gain access. These actions are not OSINT. They are crimes.

The Ethical Compass: The "So What?" Test

Just because something is legal doesn't mean it's right. An ethical OSINT practitioner operates
with a compass guided by intent and consequence. Before you begin any search for a hidden
gem, you must ask yourself two questions.

1. The "So What?" Test: What is my intent?

Why are you looking for this information? Who will it help? Who might it hurt? Are you
trying to expose a genuine harm—Ilike corruption, abuse, or financial fraud? Or are you
digging for information simply to embarrass someone or win an argument? If you can't
articulate a clear, constructive purpose for your investigation, you should reconsider it.
Your goal is to create positive impact, not to satisfy idle curiosity or engage in digital
vigilantism.

2. The Principle of Avoiding Harm: What are the potential consequences?

The information you uncover can have real-world effects. A core ethical tenet, shared by
journalists and intelligence professionals alike, is to minimize harm. This means
considering the impact on not just your target, but on innocent people around them. For
example, publishing the home address of a corrupt executive might be legal, but it also

endangers their family and constitutes doxing, a malicious and unethical act.

The Bellingcat group, a renowned OSINT journalism collective, builds its work on
principles of transparency and verifiability, ensuring their methods can be examined and
their findings checked [cite: Bellingcat, n.d.]. This is a good model to follow. Always
consider the proportionality of your actions. Is the potential harm you might uncover



significant enough to justify your investigation? Is there a way to achieve your goal while

protecting the privacy and safety of those not directly involved?

The legal lines are bright and clear, but the ethical path requires constant judgment. Your
reputation, and the impact of your work, will depend on navigating it wisely. Now that you
understand the map of the digital universe and the rules of the road, it's time to assemble your
tools.

Chapter 2: The Prospector's Toolkit

No prospector would venture into the wilderness with just a single rusty pan. A professional
arrives with geological maps, a sturdy pickaxe, different-sized sieves, sample bags, and a reliable
compass. Similarly, an OSINT practitioner needs a digital toolkit—a collection of software and

techniques—to effectively navigate the digital mine. Your tools don't need to be expensive or

complex, but they do need to be chosen with purpose. é

This chapter covers the essential items in your toolkit, from the digital equivalent of a shovel to

the secure notebook where you'll store the gems you find.

Essential Digital Tools: Beyond a Simple Search

While a standard search engine is your starting point, a true gem hunter uses a variety of

specialized tools to look where others don't.

e Search Engines: Don't limit yourself to a single engine. While Google is powerful, other
engines offer unique advantages.

o DuckDuckGo: A privacy-focused engine that doesn't track your search history,
which is crucial for keeping your investigations separate and unbiased.

o Yandex: A Russian search engine whose reverse image search capability is widely
considered one of the most powerful for finding faces and object origins.

o Specialty Engines: For more technical OSINT, engines like Shodan crawl the web
looking not for content, but for internet-connected devices (webcams, servers,
industrial control systems). It's a powerful tool for technical analysis.

e Web Archives: People and organizations change their websites and delete information



constantly. What's gone today might still be accessible tomorrow. The Internet Archive's
Wayback Machine (archive.org) is the most critical tool in this category. It has been
crawling and saving snapshots of websites for decades. If you need to see what a
company's "About Us" page looked like five years ago, or find a report that has since been

deleted from a server, the Wayback Machine is your first stop.

e Username Checkers: People often reuse the same username across multiple platforms.
Services like WhatsMyName or Sherlock allow you to input a single username and will
automatically check hundreds of social media sites and forums to see where that name is
registered. This is one of the fastest ways to broaden an investigation from a single data

point.

e Mapping and Imagery: Geospatial intelligence is a cornerstone of OSINT.

o Google Earth Pro: Don't confuse this with the web-based Google Maps. The
downloadable Pro version is free and contains a wealth of features, most importantly
the "Historical Imagery" tool. With a simple slider, you can see satellite photos of a
location from years or even decades past, allowing you to track construction,
environmental changes, or the development of a military base over time.

o Sentinel Hub: Provides access to up-to-date and historical satellite imagery from
the European Space Agency's Sentinel missions, offering different spectral bands
that can help analyze vegetation, water, and land use.

Advanced Search Operators: Becoming a "Google Fu" Master

Using a search engine without operators is like using a shovel with one hand. Search operators
are simple commands that force the engine to refine, filter, and narrow your search, allowing
you to find specific information with incredible precision. This practice is often called "Google

Dorking" or "Google Fu."
Here are the most essential operators:

e site: Restricts your search to a single website.

Example:

site:un.org peacekeeping budget

will only return results from the United Nations' website.



e filetype: Searches for specific types of files. Incredibly useful for finding reports,
spreadsheets, or presentations.

Example:

filetype:pdf "annual report"

will find publicly accessible PDF files with the phrase "annual report."

e " " (Quotation Marks): Searches for an exact phrase.

Example:

"Project Nightingale"

will find pages containing that exact three-word phrase, not pages that just have the words

"project”" and "nightingale" somewhere on them.

e — (Minus Sign): Excludes a word from your search.

Example:

tesla patents -musk

will search for information on Tesla's patents but will try to exclude pages that also
mention the name "Musk."

e before: & after: Restricts results to a specific date range (YYYY-MM-DD).
Example:

brexit referendum results before:2016-006-25 after:2016-06-23

You can combine these operators to create powerful, laser-focused queries. Imagine you're
investigating "an organization," and you suspect they filed a confidential financial report by

mistake. Your query might look like this:

site:examplecorp.com filetype:xlsx "confidential financial summary" -



This tells the search engine: "Only look on the examplecorp.com website. Only show me Excel
files (xlsx). The file must contain the exact phrase "confidential financial summary". And finally,
exclude any results that have the word draft in them." You've just turned a search engine into a
surgical tool.

Setting Up Your "Mine": Security and Anonymity

Before you begin any serious investigation, you must secure your own setup. This isn't about
paranoia; it's about professionalism and safety. This is your operational security, or OPSEC.

* Use a Separate, Secure Browser: Don't mix your daily browsing with your OSINT
work. Use a dedicated browser like Brave (which has built-in ad and tracker blocking) or a
security-hardened version of Firefox. This prevents your personal accounts and search
habits from "contaminating" your investigation and protects you from malicious trackers
or scripts you might encounter.

* Use a VPN (Virtual Private Network): A VPN is an essential tool. It encrypts your
internet traffic and routes it through a server in another location, masking your true IP
address. This does two things:

o It protects your anonymity, making it difficult for a website owner to see that you,
specifically, are the one accessing their server.

o [t allows you to bypass geographic restrictions, making it appear as if you're
browsing from another country to access content only available in that region.
Choose a reputable, paid VPN service that explicitly has a "no-logs" policy, meaning they

don't keep records of your activity.

e Create "Sock Puppets" (Research Accounts): A sock puppet is a non-attributable
online identity used purely for research. This is not an account for impersonating,
harassing, or deceiving people. It is a passive collection tool. For example, you may need a
social media account to view a public group, but you don't want to use your personal
account. Your sock puppet is your research persona.

o Rule #1: Never Cross the Streams. Your sock puppet must be completely
separate from your real life. Use a new, dedicated email address (like ProtonMail).
Use a username you've never used before. Do not add personal friends or link it to
your real phone number.

o Build a Plausible History. A brand-new account with no activity looks
suspicious. Slowly build a plausible, if generic, history for your sock puppet by



following news outlets or public figures relevant to its persona.
o Use One Persona Per Investigation Area. Don't use the same sock puppet for

investigating both human rights and cryptocurrency scams. Keep them separate.

The Analyst's Notebook: Capturing Your Gems

Finding a gem is useless if you immediately lose it. You need a system to capture, organize, and
connect the information you find. A simple text file will quickly become an unmanageable mess.

e For Structured Notes & Sources: Tools like Obsidian, Zotero, or Joplin are excellent.
They are digital notebooks that allow you to not only write notes but also save links,
screenshots, and documents. Crucially, they let you create internal links between your

notes, helping you visualize connections between different pieces of information.

e For Visual Link Analysis: For more advanced investigations, software like Maltego is
the industry standard. Maltego takes data points (like a name, an email, or a website) and
automatically queries public sources to find connections, displaying the results in a visual
graph. It can quickly show you that a person is linked to a company, which is linked to a
specific IP address, which is linked to another website.

¢ The Humble Spreadsheet: Never underestimate the power of a simple spreadsheet.
For organizing large amounts of structured data—like a list of corporate directors, social
media posts, or financial transactions—a spreadsheet is often the clearest and most
effective tool for sorting and filtering.

Your toolkit will evolve with experience. Start with the basics: a secure browser, a VPN, a few
key websites, and a good note-taking system. The most important tool, however, remains the

one between your ears: your curiosity and your analytical mind.

Chapter 3: The Art of the Question - Scoping Your Hunt

A prospector with the finest tools but no map will wander the wilderness and die of thirst. An
OSINT practitioner with a powerful toolkit but no clear question will drown in a sea of irrelevant
data. The most common point of failure in any investigation isn't a lack of information; it's a

lack of direction. This is where the hunt truly begins—not with a search bar, but with a question.

)



This chapter is about drawing your map. It’s about transforming a vague curiosity into a

focused, efficient, and effective plan of attack.

The Intelligence Cycle for the OSINT Practitioner

Professional intelligence organizations, from the CIA to Scotland Yard, don't just dive into data
randomly. They use a structured framework called the Intelligence Cycle. This cycle is a time-
tested process for converting raw information into finished, actionable intelligence. While it was
designed for large agencies, the principles are perfectly scalable to the solo OSINT practitioner.

The traditional cycle has five steps [cite: Central Intelligence Agency, n.d.]:

e Direction / Requirements: This is the beginning and the most important step. It’s
where the objective is set. What do we need to know? What question are we trying to

answer?

e Collection: This is the "dig." An analyst gathers raw information from various sources (in

our case, open sources) that might be relevant to the requirements.

e Processing: The collected raw data is converted into a usable format. This might involve
translating a foreign language document, organizing data into a spreadsheet, or

transcribing a video.

e Analysis: This is where data becomes intelligence. The analyst evaluates the processed
information, looks for patterns and connections, and develops a conclusion or assessment
that directly addresses the initial question. This is the "polishing" of the gem.

e Dissemination: The finished intelligence product is delivered to the people who need it

—the "ally" or "buyer" who can act on it. This is the "flip."

For the solo practitioner, this cycle is your workflow. Before every project, you should
consciously walk through these steps. It provides structure, ensures you don't miss a critical

stage, and keeps your efforts focused on the goal.

Defining Requirements: What Gem Are You Looking For?

Everything starts here. A poorly defined requirement guarantees a poor result. A goal like "Find
out everything about a specific organization" is not a requirement; it's a recipe for spending

weeks lost in rabbit holes.



The key is to break down your primary objective into a series of smaller, concrete, and

answerable questions. These are your intelligence requirements.

Let's say your primary objective is to investigate rumors of unethical labor practices at a

particular company. You would break this down like so:
Vague Goal: "Investigate the company's labor practices."”
Specific Intelligence Requirements:
e What are the exact locations of the company's manufacturing facilities and key suppliers in
a specific region?
e Are there any public reports, social media posts, or news articles from local sources
alleging poor working conditions at those specific locations?
e Who are the logistics and shipping partners that move goods from those factories?
e Have those shipping partners been implicated in any human rights investigations in the
past?

e Are there any current or former factory managers who have a public social media

presence?

See the difference? Each of these questions is a specific, targeted hunt. You can tackle them one
by one. Finding the answer to one question gives you a measurable sense of progress and often

provides the starting point for the next. This is your research plan, your treasure map.

Pivoting: How One Clue Leads to Another

Investigations are rarely linear. You won't simply answer your questions in order. The real art of
OSINT is pivoting: the skill of using one confirmed piece of information as a key to unlock the
next. It’s about recognizing the value of what you've found and knowing which tool to apply to it

next.

Imagine you're investigating a person of interest, and your starting point is just a single email

address:

research.subjectl@example.com



. You have an email address. You pivot to Google and search for the address in quotation

marks:

"research.subjectlexample.com"

. The search reveals a 2015 post on a public tech support forum where a user with the

username ResearchSubject used that email to register.
. You now have a username. You pivot to a username checker tool like WhatsMyName.

. The tool shows an active account with the name ResearchSubject on a photography

website.

. You now have a new platform. You pivot to that photography website. The user's profile

picture is a selfie.

. You now have a photograph of a face. You pivot to a reverse image search engine like

Yandex.

. The search returns a match to a public professional networking profile for an individual,
whose profile picture is the same selfie. Their profile lists their employer as a company of

interest.

In these steps, you legally and ethically pivoted from a single email address to a name, face, and

employer. Each piece of information was a stepping stone to the next. This is the dynamic, fluid

nature of a real investigation.

Avoiding Rabbit Holes and Confirmation Bias

The digital mine is full of distractions and traps for the unwary. Your greatest assets are focus

and intellectual honesty. Two of the biggest threats to both are rabbit holes and confirmation

e Rabbit Holes: A rabbit hole is a line of inquiry that is interesting and may even be

related to your topic, but does not help you answer your specific intelligence requirements.
If you find a professional networking profile for an individual at a company of interest, and



you notice they went to the same university as a famous public figure, spending the next
three hours reading about the public figure's career is a distraction. The way to avoid
rabbit holes is to constantly refer back to your map: Does this piece of information help me
answer one of my specific questions? If the answer is no, bookmark it for later and get
back on the trail.

e Confirmation Bias: This is the single most dangerous psychological trap for an analyst.
Confirmation bias is the natural human tendency to seek out, favor, and recall information
that confirms what we already believe, while ignoring or devaluing information that
contradicts it [cite: Nickerson, 1998]. If you believe a company engages in unethical
practices, you will naturally assign more weight to a negative review on a job site and

dismiss a positive one as "fake."

This bias will destroy your credibility. You are not a prosecutor trying to prove a case; you are an
intelligence analyst trying to find the ground truth. To fight confirmation bias:

e Actively seek disconfirming evidence. Make it a formal step in your process. Spend at least
20% of your analysis time trying to prove yourself wrong. If your hypothesis is that two
people are secretly connected, search for evidence that they are rivals or have never met. If
you find it, you must include it in your analysis.

¢ Formulate multiple hypotheses. What are at least two other ways to explain the evidence

you've found? Could the data be interpreted differently?

* Beware of "too good to be true." If you find a single document that perfectly confirms your
entire theory, be extra skeptical. It could be exactly what it appears to be, or it could be
deliberate disinformation. Verify it with extra rigor.

By defining your questions, following the trail through smart pivots, and maintaining the
intellectual discipline to stay focused and objective, you transform yourself from a mere
searcher into a true analyst.

Part II: The Dig - Techniques for Unearthing



Gems

Chapter 4: People as Open Books (SOCMINT)

You've mapped the mine, and you've assembled your toolkit. Now, it's time to start the dig. The
richest veins of information in the OSINT mine are almost always connected to people.
Organizations don't make decisions, people do. Events don't happen in a vacuum, people cause
them. Understanding the people at the center of your investigation is paramount, and in the
modern world, people have become open books, writing their life stories one post, photo, and

comment at a time.

This practice of systematically gathering and analyzing information from social media is called
Social Media Intelligence (SOCMINT). It’s an art and a science, requiring you to look past the

superficial content and see the patterns, networks, and truths hidden within. ¢

Social Media Intelligence: Beyond the Profile Picture

A novice looks at a social media profile and sees the main photo and the most recent posts. A
SOCMINT analyst sees a web of data points, most of which are hidden in plain sight. You must
train yourself to look for the metadata and the context, not just the content.

Here are the gems you should be looking for on any given profile:

e Username History: People often change their "handle" or username, but many
platforms preserve the old ones. A change from a casual username to a professional one

can tell you a lot about a person's life trajectory.

e The Network is the Story: A person's own posts are often carefully curated. Who they
follow, like, and share is a far more honest reflection of their beliefs, interests, and
associations. If an individual claims a certain public stance but exclusively shares content

from accounts with opposing views, you've found a significant contradiction.

e Group Affiliations: The public groups a person joins on platforms like Facebook,
LinkedIn, or Reddit are a direct window into their professional interests, hobbies, and

ideological leanings.



e Photo and Video Forensics: Beyond the subject of a photo, look for the details in the
background. A reflection in a window, a calendar on a wall, the type of electrical outlets—
all of these can help geolocate a photo or provide context. While most major platforms
now strip EXIF data (the metadata that includes the specific camera, date, time, and
sometimes GPS coordinates), older photos or images posted on smaller, less sophisticated

platforms may still contain this valuable information.

e Temporal Analysis: When does the person post? Consistent posting during 9-to-5
business hours in a specific time zone can suggest their employment schedule. A sudden

flurry of activity after a long silence can indicate a significant life event.

Mapping Networks: Identifying Influencers and Relationships

No person is an island. SOCMINT becomes truly powerful when you stop looking at individuals
and start analyzing the network they inhabit. The discipline of Social Network Analysis (SNA)

provides a framework for this.

Think of it like this: each person is a node (a dot), and each interaction (a follow, a reply, a
share) is an edge (a line connecting the dots). Your goal is to map this web of connections to find

the most important nodes. In SNA, this importance is called centrality [cite: Freeman, 1977].
There are two key types of influential people you're looking for:

e The Broadcaster (Degree Centrality): This is the most obvious influencer. It's the
node with the most edges—the person who is followed by, or talks to, the most other
people. They are a hub for distributing information, but they may not be the one creating
it.

¢ The Connector (Betweenness Centrality): This is often the more subtle and more
important influencer. This person is a bridge between different clusters of people who
otherwise wouldn't be connected. They might not have the most followers, but they control
the flow of information between groups. They are the person who introduces ideas from
one circle to another. Finding the connector is often the key to understanding how a

movement or organization truly operates.

On a practical level, you can map a small network manually. Start with your target. List the 5-10
people they interact with most frequently. Then, for each of those people, list who they interact

with. You will quickly begin to see clusters and bridges emerge, giving you a strategic map of



your target's digital world. \é@

Geofencing and Event Analysis through Social Media

Social media is a real-time sensor network of the entire planet. When something happens in the
physical world, from a traffic jam to a revolution, it creates an immediate echo in the digital

world. You can use this to your advantage.

* Digital Geofencing: Most advanced search functions on platforms like X (formerly
Twitter) and Instagram allow you to search for public posts originating from a specific
geographic area. You can draw a virtual "fence" around a location—say, a 1-kilometer
radius around a corporate headquarters—and monitor any public posts coming from

within that fence.

e Event Reconstruction: By combining a geofence with keyword and hashtag searches,
you can reconstruct an event as it happened. For example, during an incident like a large
public gathering or a natural disaster, you could set a geofence around the affected area
and search for relevant terms. You could then sort the results by time to create a precise
timeline, documenting visual evidence and eyewitness accounts. This technique allows you
to become a real-time archeologist, piecing together the story of an event from the digital

fragments left behind by eyewitnesses.

The Use of SOCMINT in Investigations

SOCMINT techniques are widely applied in various investigations. For example, human rights
organizations and journalists have successfully used social media intelligence to track and
document protest movements, identify individuals involved in events, and uncover coordinated
disinformation campaigns. By systematically analyzing public social media data, researchers can
piece together the organizational structure of groups, identify key influencers, and understand
the progression of events. This involves examining trends in hashtags, analyzing connections
between accounts, and performing forensic analysis on shared media to verify details. Such
applications allow for the identification of patterns and relationships that might otherwise
remain hidden, demonstrating the profound impact of SOCMINT in understanding complex

social and political dynamics.



Chapter 5: Reading the Corporate Blueprint (Business
OSINT)

People may be the heart of an investigation, but organizations are the skeleton. Every legally
registered company, from a multinational corporation to a local laundromat, is required by law
to create a paper trail. They must file documents to be created, to sell shares, to protect their
inventions, and to report their finances. This public documentation is a company’s blueprint.

Most people find these documents—corporate filings, financial statements, patent applications—
to be impenetrably boring. To an OSINT analyst, they are a treasure map. The practice of
digging through this public data to understand an organization’s structure, behavior, and
strategy is known as Business or Corporate OSINT. It’s how you discover what a company truly

is, not just what its glossy marketing brochure says it is.

Corporate Registries, Financial Filings, and Patent Databases

This is the bedrock of Business OSINT. These three types of databases provide the official story

of a company.

e Corporate Registries: To exist legally, a company must be registered with a
government body. These registries are often publicly searchable and contain foundational
gems. In Canada, this is done provincially (e.g., through Service New Brunswick or the
Ontario Business Registry) and federally (Corporations Canada). In the United States, it's
done at the state level (the Delaware Division of Corporations is famously popular for its
corporate-friendly laws). A basic corporate filing usually reveals:

o The company's legal name and any operating names.
o The date of incorporation.
o The official registered address (often the address of a law firm).
o The names of the directors.
This is your starting point. Knowing the names of the directors is a crucial pivot point for

further research.

* Financial Filings (for Public Companies): When a company sells shares on a stock

exchange, it is legally required to disclose a huge amount of information to protect



investors. The most important repository for this is the U.S. Securities and Exchange
Commission's (SEC) EDGAR (Electronic Data Gathering, Analysis, and Retrieval)
database, which is used by public companies around the world [cite: SEC, n.d.]. The key
documents to look for are:

o 10-K (Annual Report): A comprehensive summary of the company's financial
performance. The real gems are often in the "Risk Factors" section, where the
company must legally disclose potential threats to its business, and the "Legal
Proceedings" section.

o 8-K (Current Report): A report of a major event that shareholders need to know
about right away, such as an acquisition, bankruptcy, or the departure of a key

executive.

e Patent and Trademark Databases: These databases tell you what a company is
thinking about for the future. By searching for patents and trademarks, you can uncover
new products, R&D initiatives, or branding changes long before they are publicly
announced. Key databases include the U.S. Patent and Trademark Office (USPTO), the
Canadian Intellectual Property Office (CIPO), and the World Intellectual Property
Organization (WIPO). Searching for patents filed by a company's key engineers—not just
the company itself—can be a particularly fruitful tactic.

Supply Chain Analysis: Following the Goods

A company's blueprint isn't just paperwork; it's also about its physical operations. Goods and
materials are constantly moving from suppliers to factories to customers, and this movement

creates a trail. Following this trail is called supply chain analysis.

The single most valuable document here is the bill of lading, which is essentially a detailed
receipt for a shipment. For goods being imported by sea into the United States, this data is often
public and can be accessed through commercial databases (like ImportYeti, Panjiva, or S&P
Global Market Intelligence). A bill of lading can tell you:

e The Consignor: Who sent the shipment.

e The Consignee: Who is receiving the shipment.

* Ports of Origin and Destination: The exact route the goods traveled.

* A Description of the Goods: This can confirm, for example, that a company claiming



to sell "sustainably sourced cotton" is actually importing cheap textiles from a factory

known for poor labor practices.

Another powerful, and often overlooked, source is job postings. A company looking to hire a
"Logistics Manager for our new facility in a particular city" has just told you it's expanding to
that city. A posting for a "Software Engineer with experience in SAP S/4HANA" has just told you

the specific enterprise software they use to manage their entire operation.

Executive Profiling: Understanding Leadership and Decision-Making

Companies don't make decisions; executives do. Understanding the professional background,
network, and expressed views of a company's leadership is critical to predicting its behavior.
This is not about digging into their private lives; it is about analyzing their public professional

personas.

* Professional Networking Sites: LinkedIn is the obvious and indispensable starting
point. Look at an executive's career history. Where did they work before? Who did they
work with? Who from their old company did they hire at their new one? These connections

can reveal unofficial alliances and priorities.

e Industry Conferences and Interviews: Executives often give talks at industry events,
on podcasts, or in trade magazines. These appearances are a gold mine. A CEO might be
much more candid about a new strategic direction in an hour-long podcast interview than

they would be in a press release. Many conferences post videos of their keynotes online.

e Alumni and Local Publications: A university's alumni magazine or a local business
journal might run a fawning profile on a successful executive. Because these aren't hard-
hitting journalistic pieces, the executive is often more relaxed and reveals more about their

management philosophy or personal history than they would elsewhere.

By combining the official data from registries with the operational data from the supply chain
and the human data from executive profiling, you can build a multi-dimensional model of any

organization.

Understanding Corporate Connections

Business OSINT is instrumental in understanding complex corporate structures and identifying



hidden connections. For instance, an investigation might begin with a government contract
awarded to a seemingly new green energy company. By cross-referencing corporate registry
filings, an analyst might discover shared directors or registered addresses with a larger,
established company in a different industry. Further research into professional networking sites
could reveal that key personnel from the new company previously held senior positions at the
larger entity's acquisition department. Combining this with supply chain analysis, such as
examining import records for relevant materials, can expose whether the new company has
actual operational capacity or is relying on the infrastructure of the larger entity. This layered
approach, using publicly available corporate, financial, and personnel data, can effectively
uncover relationships, such as parent-subsidiary links or front companies, that are not

immediately obvious from public statements or marketing materials.

Chapter 6: The World as a Sensor (GEOINT & IMINT)

Every satellite passing overhead, every security camera on a street corner, and every person
uploading a vacation photo is contributing to a vast, unintentional, real-time sensor network
that covers the entire globe. The data this network produces—images, videos, and geographic
information—is one of the richest veins in the OSINT mine.

Learning to tap into this network involves two connected disciplines. Geospatial Intelligence
(GEOINT) is the art of understanding where something is happening by using maps and satellite
imagery. Image Intelligence (IMINT) is the art of extracting information from a single image to
understand what is happening. When you combine them, you can achieve the almost magical
feat of pinpointing exactly where and when a photo or video was taken, using nothing but a

laptop. #

Geospatial Intelligence: Leveraging Satellite Imagery and Mapping
Services

GEOINT is intelligence built on location. It allows you to see the world from a macro level, track
changes over time, and establish the "ground truth" of a physical space without ever setting foot
there.

Your primary tool for this will be Google Earth Pro. While web-based maps are useful for



navigation, the downloadable desktop version of Google Earth Pro is an analytical powerhouse.

e Historical Imagery: This is perhaps its most powerful feature. With a simple slider, you
can roll back time and see satellite photos of a location from years, or even decades, ago.
This is invaluable for change detection. You can watch a military base being constructed,

track the progress of deforestation, or see if a building existed before a certain date.

e Measurement and 3D Tools: Google Earth allows you to measure distances with high
accuracy, find the elevation of terrain, and view many cities in 3D. This helps you verify
claims. If a witness says they saw something from their apartment window, you can use

the 3D view to see if their line of sight is even possible.

For more advanced analysis, platforms like Sentinel Hub provide access to imagery from the
European Space Agency's satellites. These satellites capture images in different spectral bands,
allowing you to see things the human eye can't. For example, the near-infrared band is excellent
for analyzing vegetation health, which can be used to assess crop damage after a chemical spill

or to find potential illicit crops hidden in a forest. ¥

Image Intelligence: EXIF Data, Reverse Image Searches, and Photo
Forensics

IMINT is the micro to GEOINT's macro. It's the process of forensic analysis on a single image to

squeeze every last drop of data from it.

e EXIF Data: As we've touched on, this is the metadata automatically created by a camera
when a photo is taken. It can include the exact date, time, camera model, and sometimes
even the GPS coordinates. Remember: Most social media platforms like Facebook,
X/Twitter, and Instagram strip this data from uploaded images to protect user privacy.
However, EXIF data can often be found in photos downloaded from personal blogs,

forums, or in files sent directly to you. Always check for it first.

e Reverse Image Search: This is a fundamental OSINT skill. Instead of searching with
words, you search with an image. Uploading a photo to a service like Google Images or
Yandex can help you:

o Find the Original Source: Is the photo you're analyzing truly new, or is it an old

image being re-used as part of a disinformation campaign? A reverse image search

will show you where else it has appeared online.



o Find Higher-Resolution Copies: The first version of an image you find might be a
low-quality screenshot. A reverse search can often lead you to the original, high-
resolution version, which contains more detail for analysis.

o Find Context: Seeing how other websites have captioned or described the image can

give you crucial keywords or clues about its origin.

e Photo Forensics: This is the manual work of looking for clues inside the picture. You are
a digital detective. Look for:

o Text: Signs, banners, and logos can tell you the language, city, or company.

o Infrastructure: The style of architecture, the design of power outlets, the shape of
license plates, or the side of the road cars are driving on can all help you narrow
down the country or region.

o Environment: The types of trees, the terrain, and the position of the sun can

provide clues about the location and time of day.

Chronolocation: Pinpointing When and Where a Photo Was Taken

Chronolocation is the pinnacle of GEOINT and IMINT analysis. It is the process of synthesizing
all available clues to determine the precise location (geolocation) and time (chronolocation) of
an image or video. This skill is used extensively by investigative journalists at organizations like
Bellingcat to verify user-generated content from conflict zones and human rights abuses [cite:
Higgins, 2021].

The process is a systematic puzzle:

* Identify Unique Landmarks: Find at least three distinct, permanent features in your
source image. This could be a church steeple, a specific pattern of windows on a building, a
mountain peak, a bridge, or a unique statue.

e Form a Hypothesis: Use any available context to form an initial hypothesis about the

general location (e.g., the video is said to be from a particular region).

¢ Search and Geoloate: Open your mapping tool (Google Earth is best for this) and
search for your landmarks within your hypothesized area. The goal is to find the one spot
on Earth where you can line up all your identified landmarks to match the perspective in

your source photo. Use street view and 3D imagery to confirm the angles and sightlines.

e Confirm and Chronolocate: Once you've confirmed the location, you can determine



the time. Use the shadows in the photo to determine the time of day and year (a tool like
SunCalc can help). Then, use the historical imagery feature in Google Earth to narrow
down the date. For example, if your photo shows a new building under construction, you
can use historical imagery to see when that construction began and ended, giving you a

date range for when the photo must have been taken.

Verifying Visual Information

GEOINT and IMINT are crucial for verifying user-generated content, especially in situations
where official accounts may be lacking or disputed. For instance, in conflict zones, videos or
images purporting to show specific events are frequently shared. OSINT analysts regularly
employ these techniques to verify the authenticity, location, and timing of such media. By
identifying architectural details, unique landmarks, shadow analysis, and cross-referencing with
historical satellite imagery and other public data, investigators can establish the true context of
visual evidence. This rigorous verification process is essential for countering disinformation and

providing accurate information to humanitarian organizations, journalists, and the public.

Chapter 7: The Digital Echo (Technical OSINT)

Every action a person or organization takes online creates a faint trace, an echo. Registering a
website, configuring a server, publishing a document, or committing code—each of these
technical actions leaves behind a specific, analyzable signature. This is the world of Technical
OSINT.

While other chapters have focused on the content people and companies create, this chapter
focuses on the infrastructure they build. You'll learn to listen for the digital echoes that reveal
the technologies, configurations, and hidden connections behind the curtain. It can be one of the

most powerful and revealing forms of OSINT, telling you not what an organization says, but how
it actually works. !
Website and Domain Analysis

A company's website is its front door, but a Technical OSINT analyst is more interested in the
foundation, the wiring, and the other doors around the back.



* Whois Records: When anyone registers a domain name (like example.com), they must
create a public record of ownership called a Whois record. While many services now offer
privacy protection that hides the owner's name and address, the record itself can still
provide gems:

o Registrar: Which company did they use to register the domain?
o Creation & Expiration Dates: When was the company's web presence established? Is
the registration about to expire?
o Nameservers: Which servers handle their DNS?
Sometimes, you'll get lucky, and the technical contact will be a real person's email address

—a fantastic pivot point.

* DNS Records (The Internet's Phonebook): The Domain Name System (DNS) is
what translates human-readable domain names into machine-readable IP addresses.
Querying a domain's public DNS records is a quick, safe, and legal way to learn about its
infrastructure. Key records include:

o A Record: The IP address of the main website.

o MX Record (Mail Exchanger): This is often a gem. It tells you who handles the
company's email. If the MX record points to Google's servers, you know they use
Google Workspace. If it points to Microsoft, they likely use Office 365. This tells you
a core piece of their internal software stack.

o TXT Record (Text): These are often used for verification. You might find records
that confirm they use services like Zendesk for customer support or Mailchimp for

newsletters.

* Subdomain Enumeration: Companies rarely have just one website at their main
domain. They have dozens of other servers for specific purposes, called subdomains (e.g.,
mail.example.com, shop.example.com, vpn.example.com). Finding these subdomains is
like finding all the different doors and windows to a building. It reveals their
infrastructure. Searching for subdomains like dev., test., or staging. can sometimes lead
to less-secure development servers that contain revealing information. There are many
automated online tools that can quickly search for common subdomains for any given

domain.

Code Repositories as a Source of Intelligence

Developers use public code repositories, most notably GitHub, to store, manage, and collaborate



on software projects. These repositories are a massive, searchable library of code, and

sometimes, developers make mistakes.
By searching public code repositories for an organization's name or website, you can find:

e Leaked Credentials: In a rush, a developer might accidentally commit a piece of code
that contains a password, an encryption key, or an API key (a special token for accessing a
cloud service). A simple search on GitHub for

"organization.com" "api key"

can yield shocking results.

e Developer Insights: You can identify the developers who work for an organization. By
looking at their public profiles and other projects, you can determine the primary
programming languages (Python, Java, etc.) and software frameworks the organization

uses.

¢ Deleted Information: The "commit history" on GitHub is a log of every change ever
made to a project's code. By looking through this history, you can sometimes find sensitive
information that was later noticed and "deleted." The deletion itself is recorded, but the

old versions of the file are often still accessible.

Analyzing Metadata in Publicly Available Documents

Just like the EXIF data in photos, other files like PDFs, Word documents, and Excel
spreadsheets contain hidden metadata. This information is generated automatically by the

software used to create the document.

By downloading a public document from a company's website and inspecting its "Properties" (or

using a specialized metadata analysis tool), you can uncover gems like:

¢ Author and Username: The name or username of the person who created the file. This

can reveal internal username conventions (e.g., "jsmith" for John Smith).

* Software Versions: The exact software used to create the document (e.g., "Microsoft
Word for Mac, Version 16.54"). This tells you what software the company issues to its
employees.



e Hidden Comments and Revisions: Sometimes, previous versions of the text or
comments between collaborators are saved within the file, revealing internal discussions

or information that was meant to be deleted.

A classic example is a poorly redacted PDF. If an agency simply draws a black box over sensitive
text, the underlying text may still be there. A simple copy-and-paste can sometimes lift the text
right out from under the "redaction."

Revealing Digital Infrastructure

Technical OSINT is a critical capability for understanding the digital footprint of any entity,
whether for defensive purposes (e.g., identifying one's own vulnerabilities) or for investigative
insights. For instance, by systematically analyzing an organization's domain name system (DNS)
records, an analyst can determine their email provider (e.g., Microsoft 365, Google Workspace)
and other hosted services. Subdomain enumeration can reveal internal wikis, remote access
portals, or development environments that might offer further clues about an organization's
operations or security posture. Public code repositories, if not properly managed, can
inadvertently expose sensitive information like API keys, internal IP addresses, or details about
an organization's cloud infrastructure (e.g., AWS, Azure). Furthermore, metadata embedded in
publicly available documents can reveal details about internal software usage, authoring
identities, and even previously "deleted" content. These digital echoes, when pieced together,
can create a comprehensive picture of an organization's technological landscape, which is

invaluable for security assessments, competitive intelligence, or uncovering investigative leads.

Part III: The Polish - Analysis and Synthesis

Chapter 8: From Data to Diamonds - The Analysis Process

You've completed the dig. Your virtual desk is covered in raw materials—screenshots,
downloaded reports, bookmarked links, and scribbled notes. You have collected a pile of ore.



But ore is not a gem. It’s dirty, unrefined, and its true value is hidden. A novice prospector might

try to sell this raw material, but a professional knows the most critical work has just begun.

Welcome to the jeweler's workshop. This part of the book is about The Polish—the process of
transforming raw, messy data into a polished, valuable, and trustworthy diamond of
intelligence. This is the analysis and synthesis phase, where you apply critical thinking,

structured techniques, and intellectual honesty to make sense of what you've found. This is

where you create the gem. \V

Analysis isn't a magical "aha!" moment. It's a structured process of organizing, vetting,
connecting, and interpreting your findings. Rushing this stage is the most common and
dangerous mistake an analyst can make. A brilliant piece of data, poorly analyzed, can be more
damaging than no data at all. This chapter will provide you with a framework for systematically

turning your raw findings into a coherent and defensible assessment. %@

Structuring Your Findings: The Mind Map and the Timeline

Before you can analyze anything, you must bring order to the chaos. You need a way to visualize
all the disparate pieces of information you've collected. Two of the most effective methods for
this are the mind map and the timeline.

e The Mind Map (For Networks and Relationships): A mind map is perfect for
understanding the connections between entities. Start with your primary subject (a
person, a company, an event) in the center. Then, create branches for each key piece of
information connected to it. As you add more data, you can create sub-branches, linking
different nodes together. This visual approach helps you see relationships you might miss
in a linear document. You might suddenly notice that a director of one company and an

employee of another both attended the same university, creating a previously unseen link.

e The Timeline (For Events and Processes): A timeline is essential for understanding
sequences. It’s a chronological list of events. By arranging your data by date, you can
reconstruct a narrative, understand cause and effect, and spot inconsistencies. For
example, a timeline might show that a company hired a new lobbying firm on Monday,
and a piece of favorable legislation was unexpectedly introduced on Friday. This doesn't
prove causation, but it highlights a significant correlation that demands further

investigation.



Source Vetting and Credibility Analysis: The 4 C's

Not all information is created equal. Once your data is organized, you must rigorously evaluate
every single piece of it. You are the quality control inspector. A common framework used in both
intelligence and journalism for this is the "4 C's". Before you accept any piece of data as a "fact,"
ask these four questions:

e Corroboration: Do I have at least one other, independent source that confirms this
information? A single source is just a claim. A screenshot of a tweet could be fake. A news
article could be mistaken. If you can find another, unrelated source that reports the same
fact, your confidence in it grows exponentially.

e Credibility: Is the source itself believable and trustworthy? Consider the source's
motivation. Does the author have a known bias? Does the news outlet have a history of
accuracy or a reputation for propaganda? Does the source have a reason to lie, exaggerate,
or omit information? An anonymous account on a conspiracy forum has a much lower

credibility score than an official corporate filing.

¢ Context: Does this information make sense in the broader picture? A quote pulled from
the middle of an interview can be highly misleading. A single data point without context is
meaningless. Always seek to understand the circumstances surrounding a piece of
information. Who said it, why did they say it, and what was happening at the time?

e Consistency: Does this information align with other established facts? If a new piece of
data directly contradicts something you've already verified from multiple, credible sources,
it's a major red flag. This inconsistency doesn't mean the new information is automatically
false—it's possible your previous understanding was wrong—but it means there's a conflict
that must be resolved.

Only information that has been put through this rigorous filter can be considered a solid
building block for your analysis.
Connecting the Dots: Identifying Patterns, Anomalies, and Networks

With your data structured and vetted, you can begin the process of synthesis—of connecting the
dots. You're looking for three key things:

e Patterns: This is the discovery of repetition. It’s when a sequence of events, a type of



behavior, or a specific connection appears more than once. For example, finding that three
different shell corporations were all registered on the same day by the same law firm is a
pattern. It suggests a coordinated effort, not a coincidence.

e Anomalies: This is the break in the pattern. It’s the data point that doesn't fit, the dog
that didn't bark. Anomalies are often the most valuable clues. If a politician meets with
every industry lobbyist except the one from his biggest donor's industry, that's an
anomaly. Why are they avoiding that meeting? The deviation from the expected pattern is
where the real story often lies.

e Networks: This is the combination of patterns and anomalies to map out the entire
system. It’s seeing how the different people, companies, financial transactions, and events
all relate to one another. This is where your mind map becomes an intelligence product,

showing the hidden web of influence or operation.

The Art of Inference: What the Data Suggests vs. What it Proves

This is the final and most important test of your intellectual discipline. You must clearly and
honestly distinguish between what your data proves and what it suggests.

A fact is a discrete, verified piece of information.

Example: "Company A donated $10,000 to Politician B's campaign on May 1st, according to
official election filings."

An inference is a logical conclusion based on facts, but it is not a fact itself. It is an educated
guess.

Example: "The timing of Company A's donation, which occurred one week before Politician B
voted in favor of a bill beneficial to Company A, suggests a potential link between the two

events."

Notice the crucial word: "suggests." A responsible analyst uses estimative language to convey

nn "none

their level of certainty. Words like "likely," "possibly," "indicates," and "with high confidence"
are not signs of weakness; they are the hallmarks of a professional. They tell the reader that you
are not overstating your case and that your conclusions are grounded in the evidence, not in

speculation.

Never state an inference as a fact. The moment you do, you lose your credibility. Your job is to



assemble the polished gems and explain what they likely mean. It is up to your "ally"—the
journalist, the lawyer, the activist—to take that analysis and make the final definitive case. Your

power lies in your objectivity.

Chapter 9: The Story of the Gem - Crafting the Intelligence
Product

A master jeweler can spend a hundred hours cutting the perfect diamond, but their work isn't
finished yet. To realize its value, the gem must be placed in a setting that is just as flawless. It
needs to be presented in a way that highlights its brilliance and makes its quality undeniable. A
perfect diamond thrown in a dusty pouch will be overlooked and undervalued.

Your polished analysis is that diamond. The report, email, or briefing you create is its setting.
This is your intelligence product. A brilliant finding that is poorly communicated is useless. It

will not be understood, it will not be trusted, and it will not create impact. Crafting the story of

your gem is the final, critical step of the polishing phase. ,{,.

Know Your Ally: Tailoring the Report to the Recipient

There is no such thing as a one-size-fits-all intelligence report. The most important rule in
communication is to know your audience. Before you write a single word, you must ask yourself
two questions: "Who am I writing this for?" and "What do they need to do with this
information?" The format, tone, and level of detail should be tailored specifically to the needs of

the recipient.
Consider these different allies:

e The Corporate Executive: She has five minutes between meetings. She needs the key
takeaway and the business impact immediately. Lead with a one-paragraph executive
summary. Use bullet points for key findings. Focus on risk and opportunity. Don't weigh
her down with your entire evidence trail unless she asks for it.

e The Investigative Journalist: He needs to be able to verify everything you claim. He
wants the full story, but more importantly, he wants your sources. Provide a clear

narrative, but also include an appendix with all the links, screenshots, and original



documents. His job is to independently confirm your work, so make it easy for him.

e The Human Rights Lawyer: She needs evidence that is precise, meticulous, and legally
defensible. Every claim must be sourced. Dates, times, and locations must be exact. Your
report should be structured like an affidavit, focusing on a clear, factual chain of evidence.

Your analysis is important, but the verifiable data is paramount.

e The NGO Campaign Manager: He needs a compelling narrative that can mobilize
supporters. While he needs the facts to be solid, he also needs to understand the story.
Visuals like maps and photos are extremely effective. A powerful summary that explains

the "so what" of your finding is essential.

Tailoring your product shows that you respect your ally's time and understand their world. It

dramatically increases the chance that your gem will be valued and acted upon. @

The BLUF Principle: Bottom Line Up Front

Most people write reports like a mystery novel, building up their evidence and revealing the
dramatic conclusion at the very end. This is a terrible way to communicate intelligence. Your

allies are busy people. You must assume they will only have time to read the first paragraph.

That's why you must use the BLUF Principle: Bottom Line Up Front. This is a communication
framework perfected by the military, where clarity and speed are matters of life and death [cite:

U.S. Army, 2014]. It means you state your most important conclusion first.

Don't do this (Chronological Storytelling):

To: Editor, National Times

Subject: Research Findings

Our investigation began by reviewing a specific corporate registratio

Do this (BLUF):

To: Editor, National Times

Subject: OSINT Finding: Entity X Secretly Tied to Entity Y



Bottom Line Up Front: We have uncovered strong evidence that a large

Key Findings:
* A director of the smaller entity is a recent senior lawyer from t.
* The larger entity's own financial filings mention the creation of

* The larger entity has been importing relevant materials while the

With BLUF, even if the editor only reads the subject line and the first sentence, she has
everything she needs to know to make a decision.

Visualizing Intelligence: A Picture is Worth a Thousand Words

Humans are visual creatures. A well-designed chart or map can convey a complex set of data far
more effectively than dense paragraphs of text. Your intelligence product should use visuals to
clarify and emphasize your key points.

* Timelines: Use a simple graphic to show the sequence of events. This makes it easy for

the reader to see correlations between actions and outcomes.

e Maps: If your finding has a geographic component, show it on a map. Plotting the
locations of associated entities or tracking the route of a suspicious shipment makes the

information tangible.

e Charts: Use simple bar or line graphs to illustrate quantitative data, like the increase in

social media bot activity over time or the flow of money between organizations.

e Link Analysis Diagrams: This is the classic "conspiracy board" visual, showing how
people, organizations, and events are connected. The key to an effective link diagram is
simplicity. Don't try to map every single data point. Create a clean, clear chart that shows
only the most critical relationships you want to highlight.

Visuals aren't just decorative; they are analytical tools that help your ally understand your
findings at a glance.

Writing with Clarity, Conciseness, and Confidence

The final polish on your gem is the quality of your prose. Follow these three principles:



e Clarity: Write to be understood, not to sound smart. Avoid jargon and acronyms. Use

short, direct sentences. If you must use a technical term, briefly define it.

e Conciseness: Your report is not a college essay; you don't get extra points for length.
Every word should serve a purpose. If a sentence doesn't add new information, delete it.

Use headings, subheadings, and bullet points to make the document easy to scan.

e Confidence: You've done the work. You've vetted your sources. You've been intellectually
honest in your analysis. Present your findings with confidence. Use the precise estimative

"o

language we discussed ("this suggests," "it is likely,

nmn

we assess"), but do so with authority.

You are the expert on this data.

Your final report is the culmination of all your work. It is the story of the gem, told with
precision and purpose. By tailoring it to your ally and presenting it with clarity, you ensure that

its brilliance will not be missed.

Part IV: The Flip - Strategic Dissemination

Chapter 10: Finding the Right Buyer - Identifying Impactful
Allies

Finding the gem is a technical skill. Finding the right person to give it to is a strategic one.
Giving a brilliant piece of intelligence to the wrong person is just as bad as not finding it at all.
The wrong ally might bury your finding, fail to understand its importance, or misuse it for an
agenda you don't support. The right ally can leverage your gem to expose corruption, protect the
innocent, or secure a network. Choosing your ally is one of the most important decisions you

will make.

Who Needs to Know? Mapping Stakeholders

Before you can choose the best ally, you must first identify all the potential allies. For any given



gem, there is a universe of people and groups who might be interested. This is your stakeholder

map. Think broadly and categorize your options.

e Journalists (The Megaphone): Journalists have one key asset: a platform. They can
take your story and broadcast it to a massive audience, creating public pressure. They are
best for findings that are of broad public interest but may not rise to the level of a specific
crime. They need strong, verifiable evidence and a clear narrative.

¢ NGOs and Human Rights Groups (The Advocate): These organizations are
mission-driven. They are looking for evidence to support their research, bolster their
advocacy campaigns, and help the specific communities they serve. They are an excellent
choice when your gem exposes a specific harm, like an environmental violation or a supply
chain abuse.

e Law Enforcement and Regulators (The Hammer): These are the allies with the
power to compel, subpoena, and prosecute. They are the right choice if your gem is clear
evidence of a crime or a specific regulatory breach. Be cautious: approaching law
enforcement can be a complex process with its own risks, and once you hand over the

information, you lose all control over it.

* Corporate Security or Legal Teams (The Shield): If your gem reveals a threat to a
specific company—such as fraud, a security vulnerability, or a competitor's unethical
behavior—the best ally might be within that company itself. Their goal is internal problem-

solving and protecting the organization.

e Activist Groups (The Activator): These groups are focused on mobilization. They are
skilled at taking a single, powerful finding and using it to rally their supporters, organize a

protest, or launch a boycott. They are best for clear-cut, emotionally resonant findings.
Your task is to match the nature of your gem to the function of the ally. Evidence of a data
breach is for a corporate security team; evidence of a human rights violation is for an NGO.
The "Impact Equation”

Once you've mapped the potential allies, how do you choose the best one? You can move from a
gut feeling to a strategic decision by using the Impact Equation. It’s a simple formula to help you

weigh your options:



Significance of Gem x Ally's Ability to Act = Impact

Let's break it down:

e Significance of Gem: On a scale of 1 to 10, how important is your finding? Is it evidence
of a global crime (10) or a minor corporate policy violation (2)? Be honest about the weight

of what you've found.

e Ally's Ability to Act: On a scale of 1 to 10, what is this specific ally's capacity and will to
act on this specific gem? A major national newspaper has a high capacity (9), but they may
have little interest in a local story. A local blogger has low capacity (2) but may be intensely
interested. Consider their resources, their mandate, and their demonstrated history.

e Impact: Multiply the two numbers. The ally with the highest score is likely your best

strategic choice for maximizing real-world impact. This simple calculation forces you to

think critically about both your finding and your potential partners. <>

Building a Trusted Network Before You Need It

Sending a "cold" email to a famous journalist with a bombshell finding in the attachment is a
low-percentage play. Your message will likely be lost in a sea of other tips, spam, and noise. The
most effective way to flip a gem is to have a relationship, however small, with your chosen ally

before you need them.

This doesn't mean you need to be a master networker. It means you should strategically build a

reputation as a credible person in your area of interest.

¢ Follow and Engage: Identify the key people in your chosen field (journalists,
researchers, NGO staff). Follow them on social media. Don't just be a passive observer;

when they post work you find interesting, share it with an insightful comment.

e Provide Small-Scale Value First: You don't have to wait for a world-changing gem. If
you find a small, helpful, or interesting piece of public information that's relevant to an
ally's work, send it to them as a friendly, no-strings-attached tip. For example: "Hi
[Journalist's Name], I saw you cover the shipping industry. Thought you might find this
public bill of lading for a major corporation's new vessel interesting. Keep up the great

work."



e Establish Credibility: By providing small amounts of value over time, you move from
being a random name in an inbox to being a known, trusted source. When you do finally

find that 10/10 gem, your email will get opened, and your call will be taken.

Ethical Considerations in Choosing an Ally

Your final decision is not just strategic; it's ethical. The ally you choose will shape the outcome of
your work, and you are partially responsible for what they do with it. Before you make the flip,

ask yourself these critical questions:

e What are their true motives? Is this ally interested in justice and truth, or will they twist

your finding to serve a political agenda, attack a rival, or simply generate clicks?

e What is their track record? Are they known for meticulous, careful work, or for

sensationalism and inaccuracy? Have they ever burned a source or put people at risk?

e What are the potential second-order consequences? Think beyond the immediate target. If
your information is published, could it endanger innocent employees or their families?

Could it destabilize a fragile situation? Have you minimized potential harm?

e Can you trust them? If you need anonymity, are they equipped and willing to protect you

as a source? Do their actions align with their stated values?

Choosing an ally is the moment you release your work into the world. It’s a moment of great

opportunity and great responsibility. Choose wisely.

Chapter 11: The Art of the Pitch - Delivering the Gem

You've identified the perfect ally. You've tailored your intelligence product to their specific
needs. Now comes the moment of truth: the pitch. This is the act of making contact and
presenting your findings. All your meticulous research, analysis, and preparation can be undone

by a clumsy, unprofessional, or insecure approach.

Think of your pitch as the final key that unlocks the door to impact. A brilliant gem and a
perfectly chosen ally are meaningless if you can't get them in the same room. A well-crafted

pitch opens that door. A bad one ensures it stays locked forever. ~4



Secure Communication Channels

Before you write a single word, you must decide how you will communicate. If your gem is
sensitive, using standard, unencrypted channels is like shouting your secrets in a crowded room.
Your choice of communication channel is the first signal of your professionalism and

seriousness.

e Use a Secure Email Provider: Do not use your personal or work email address to send
a sensitive tip. Doing so compromises your anonymity and creates a digital trail you don't
want. Sign up for a dedicated, end-to-end encrypted email service. ProtonMail and
Tutanota are the industry standards. They are based in countries with strong privacy laws
(Switzerland and Germany, respectively) and are designed to make it technologically

difficult for anyone, including the companies themselves, to read your emails.

e Use a Secure Messaging App: For real-time conversations or calls, standard text
messages and phone calls are not secure. The gold standard for secure communication is
Signal. It's a free, open-source app that provides robust, end-to-end encryption for all
messages and calls by default. Its protocol is so trusted that other apps, like WhatsApp,
have licensed it [cite: Signal, n.d.]. When a journalist or activist gives out their "secure"

contact number, it's almost always a Signal number.

¢ Securely Share Your Report: Don't just attach a sensitive PDF to an email. If the
email is intercepted, so is your report. Use a secure method to transfer the file itself. This
could involve using a service like OnionShare, which allows you to share files anonymously
over the Tor network, or uploading your report to a secure cloud service and sharing a

password-protected, expiring link.
Choosing the right channel shows your ally that you understand operational security, which
immediately boosts your credibility.
Crafting the Perfect Subject Line and Executive Summary

Your ally—especially if they are a journalist or a well-known figure—receives hundreds of emails
a day. Most are deleted without being opened. Your subject line is your one chance to make
them stop and click.

The Subject Line: It must be specific, professional, and compelling.



e Bad: "Information for you" or "URGENT TIP!!!!"

e Good: "OSINT Tip: Verifiable Link Between Entity A and Entity B"

e Even Better (if referred): "Referral from [Contact Name]: Evidence on the Entity A/Entity
B Link"

A good subject line clearly states the topic, hints at the value, and avoids looking like spam.

The Executive Summary (Your First Paragraph): This is your BLUF, weaponized for the
pitch. It must be brutally concise and immediately grab their attention. In no more than three

sentences, you must answer:
e What did I find? (The core gem)
e Why is it important? (The impact)

e Why you? (Shows you've chosen them specifically)

Here is an example pitch to a journalist:

Dear Ms. Landry,

(1) I have compiled a dossier of public records that shows with high

This summary tells the journalist exactly what the story is, why it matters, and shows that you

respect their work. It makes them want to read the next paragraph.

Presenting Your Findings: From Formal Briefing to a Simple Email

The format of your pitch depends on the complexity of your findings and your relationship with
the ally.

e The Well-Crafted Email (Most Common): For the majority of tips, a clear, concise
email is all you need. The structure should be simple:
o Your three-sentence executive summary.
o A section with 3-5 bullet points highlighting your most compelling pieces of
evidence.

o A statement of your sourcing. ("All information was obtained from publicly available



sources, which are documented in the full report.")
o A clear call to action. ("The full 10-page report and all source documents are
available for your review. Are you interested in seeing them?")
This format respects their time while demonstrating the depth of your work.

¢ The Formal Briefing (For Complex Cases): If your findings are extremely complex
or if you have an established relationship, you may be asked to provide a verbal briefing.

o Prepare, Don't Memorize: Create a simple slide deck to guide the conversation,
but don't just read from it. Know your material inside and out.

o Lead with the BLUF: Start the conversation the same way you would an email:
give them the bottom line first.

o Anticipate Questions: Think about the weakest points in your analysis or the
most controversial claims. Prepare clear, evidence-based answers for them.

o Bring Receipts: Have all your source documents organized and ready to share

immediately if requested.

Handling Feedback, Questions, and Follow-Up

Your job isn't over when you hit "send." The response phase is a delicate and important part of

the process.

e Be Patient, Then Politely Persistent: Don't expect an instant reply. Your ally is busy.
Give them at least a week. If you haven't heard back, it's acceptable to send a single, polite
follow-up email. ("Just wanted to gently follow up on my previous note. Happy to provide
any more information if it would be helpful.") If they still don't reply, it's time to consider

moving on to your second-choice ally.

* Welcome Scrutiny: A professional ally will be skeptical. They will poke holes in your
research, question your sources, and challenge your conclusions. This is a good sign. It
means they're taking you seriously. Don't get defensive. Answer every question calmly and
with evidence. Acknowledge the limitations of your work. Your transparency will build

trust.

¢ Know When to Walk Away: You are the custodian of your gem until the flip is
complete. If your ally wants to take the story in a direction you believe is unethical,
sensationalized, or inaccurate, you have the right to end the exchange. It's better for your

work to go unpublished than to be misused. Your integrity is your most valuable asset.



Protect it.

Chapter 12: The Ripple Effect - Real-World Applications of
OSINT

Theory and technique are the foundation, but observing real-world impact is how we truly learn.
All the methods, tools, and frameworks we've discussed come to life in their application. A single
gem, when flipped to the right ally, doesn't just make a splash—it creates a ripple effect, a wave

of consequences that can transform a company, a community, or a policy. ¥,

This chapter presents real-world applications of OSINT, demonstrating how the "Flipping
Gems" model works in different domains. It also underscores the critical importance of ally

selection.

OSINT in Journalism

Investigative journalists frequently use OSINT to uncover stories and verify facts. Organizations
like Bellingcat are prominent examples, having used open-source methods to investigate major
international incidents, including downing of flights and chemical attacks [cite: Higgins, 2021].
For instance, an OSINT analyst might uncover satellite data or public shipping manifests that
suggest environmental violations by a major corporation, contradicting official statements. By
preparing a clear, visual report for an investigative journalist, this information can lead to public
exposure, regulatory investigations, and corporate accountability. Such work exemplifies how
OSINT empowers journalism by providing verifiable evidence from publicly available sources,

leading to significant public impact.

OSINT in Human Rights

Human rights organizations extensively rely on OSINT to document abuses and support
advocacy efforts. Researchers might analyze public records, such as corporate filings and
customs data, to trace supply chains and identify companies complicit in labor abuses, even
when they publicly claim ethical sourcing. By systematically linking supply chain data, such as
bills of lading, to public commitments of ethical sourcing, NGOs can present undeniable

evidence. This intelligence, when delivered to campaign directors or advocacy groups, can lead



to targeted public campaigns, investor pressure, and significant changes in corporate practices,

ensuring greater transparency and accountability in global supply chains.

OSINT in Corporate Defense

Corporations also utilize OSINT for defensive purposes, such as protecting their reputation,
intellectual property, and cybersecurity. A cybersecurity analyst might investigate a coordinated
online smear campaign targeting their company's products. By using social media intelligence
(SOCMINT) to map the network of anonymous accounts and trace their digital footprints (e.g.,
through username reuse or inadvertent technical disclosures in public code repositories), a
direct link to a competitor could be uncovered. This type of technical OSINT, presented
concisely to a company's legal counsel, can enable swift legal action (e.g., cease-and-desist
letters) to neutralize threats to brand integrity and market position, without resorting to public

disputes.

The Importance of Ally Selection

The effectiveness of OSINT hinges not only on the quality of the intelligence but also on the
strategic choice of the ally. A well-researched finding about local government corruption, for
example, might be submitted to an official ethics board. If that institution's primary function is
to protect itself rather than ensure transparency, the information could be suppressed or
ignored. In contrast, providing the same verifiable information to a local investigative journalist
or a political opposition group with a strong mandate for accountability would likely yield a
more impactful outcome. This highlights that understanding an ally's incentives, track record,

and capacity to act is as crucial as the intelligence gathering itself. The "flip" can fail not because

the gem is flawed, but because it is given to the wrong person or entity.

Back Matter



Conclusion: The Perpetual Gem Hunt

The digital mine is not a static place. It grows deeper and more complex every second. The tools
and techniques that are cutting-edge today will be commonplace tomorrow. The work of an
OSINT practitioner—the gem hunter—is never truly finished. It is a perpetual hunt, requiring

constant adaptation, learning, and a steadfast commitment to the core principles of the craft.

The future of OSINT will be defined by the very technologies that are reshaping our world.
Artificial Intelligence will become an indispensable partner, capable of sifting through petabytes
of data to find patterns and anomalies that a human analyst might miss. At the same time, Al
will become a formidable adversary, generating sophisticated deepfakes and synthetic
disinformation that will demand an even higher level of skill in verification and source vetting.
The challenge will be to leverage the power of Al as a tool without succumbing to the deceptive

reality it can create.

Amidst this technological churn, the responsibility of the OSINT practitioner only grows. The
power to uncover hidden truths comes with the profound duty to handle those truths with care.
The legal lines are bright, but the ethical landscape is filled with shadows. The temptation to
cross from observer to vigilante, or to use your skills for personal gain or malice, will always be
present. Resisting that temptation is what separates a professional from a predator.

Ultimately, the greatest tool in your kit will never be a piece of software or a clever search

operator. It will be the gem hunter's mindset, built on three pillars:
e Curiosity: A relentless desire to ask "why?" and to look one layer deeper than everyone
else.

e Persistence: The patience to sift through a thousand pages of digital rubble to find the

one sentence that matters.
e Integrity: An unwavering commitment to finding the ground truth, not just the evidence

that supports your own biases, and to use that truth to create a positive impact.

The world is full of hidden gems. They are waiting in public records, in overlooked photographs,
in the echoes of digital infrastructure. They have the power to expose injustice, to protect the

vulnerable, and to hold the powerful to account.

Now you have the map, the tools, and the mindset. The hunt is yours. GO



Appendix A: The OSINT Toolbox

This is a quick-reference list of some of the key tools and resource types mentioned in this book.
This list is not exhaustive, as new tools emerge constantly.

Security & Privacy

VPN (Virtual Private Network): ProtonVPN, Mullvad (reputable, no-logs providers)

Secure Email: ProtonMail, Tutanota

Secure Messenger: Signal

Privacy Browser: Brave, LibreWolf (a hardened Firefox fork)

Search & Archives

* General Search: Google, DuckDuckGo
* Image Search: Yandex Reverse Image Search, Google Images
* Web Archives: The Internet Archive's Wayback Machine (archive.org)
* Social Media Search: TweetDeck (for X/Twitter)
SOCMINT (Social Media Intelligence)
e Username Checking: WhatsMyName.app, Sherlock
¢ Network Analysis (Advanced): Maltego

GEOINT & IMINT (Geospatial & Image Intelligence)

o Satellite & Mapping: Google Earth Pro, Sentinel Hub, Maxar Open Data Program
* Geolocation Aids: SunCalc (for shadow analysis)
e EXIF Data Viewers: Jeffrey's Image Metadata Viewer (online)

Business & Technical OSINT

e Corporate Filings (US): SEC EDGAR Database



» Corporate Registries (Canada): Corporations Canada, provincial business registries
¢ Patents: USPTO, WIPO, CIPO databases

e Supply Chain Data: ImportYeti (free), commercial providers (Panjiva, etc.)

e DNS & Domain Tools: DNSChecker.org, Whois lookup tools

e Code Repositories: GitHub, GitLab

Appendix B: Legal and Ethical Frameworks

This appendix provides a brief summary of the crucial legal and ethical lines for any OSINT
practitioner. This is not legal advice; always consult with a qualified professional for specific

situations.

Legal Frameworks (Key Concepts)

e The Bright Line: OSINT is the collection of publicly and legally available information.
Hacking is the act of bypassing a technical or security measure to gain unauthorized
access. If you need a password you don't have or have to exploit a vulnerability, you are

crossing the line from OSINT into a potential crime.

e Computer Fraud and Abuse Act (CFAA) (United States): Codified at 18 U.S.C. §
1030, this is the primary US anti-hacking statute. It criminalizes accessing a computer

"without authorization" or "exceeding authorized access" [cite: U.S. Department of Justice,
n.d.].

¢ Criminal Code of Canada: Sections 342.1 and 430(1.1) address "unauthorized use of a
computer" and "mischief in relation to data," respectively. These serve a similar function
to the CFAA, criminalizing the act of accessing or interfering with computer systems
without permission.

¢ Terms of Service (ToS): Violating a website's ToS (e.g., through aggressive automated
scraping) is not typically a crime but can result in your account being banned and may
have civil liability implications.

Ethical Framework (A Personal Checklist)



e The "So What?" Test (Intent):
o Why am I conducting this search?
o What is the specific, constructive purpose?
o Who will my findings help?

o Am I seeking to expose a genuine harm or simply to satisfy my own curiosity?

e The Principle of Avoiding Harm (Consequences):
o Who might be unintentionally harmed by my investigation or by the release of my
findings?
o Have I considered the privacy and safety of innocent people connected to my target?
o Is my level of investigation proportional to the suspected wrongdoing?
o Am I avoiding malicious practices like doxing (publishing private information with

malicious intent)?

Your goal is to operate as a responsible intelligence professional, not a digital vigilante. Legality

is the floor; ethics is the ceiling.

Glossary of OSINT Terms

BLUF (Bottom Line Up Front)
A communication principle where the conclusion is stated at the beginning of a report or

message.

Chronolocation
The process of determining the time and date a photograph or video was taken.

Confirmation Bias
The natural human tendency to seek, interpret, and recall information that confirms one's

pre-existing beliefs.

DNS (Domain Name System)
The internet's "phonebook” that translates domain names into IP addresses.

Doxing
The malicious act of publishing an individual's private, identifying information online.



EXIF (Exchangeable Image File Format)
Metadata attached to image files by a camera, which can include date, time, and GPS
coordinates.

GEOINT (Geospatial Intelligence)
Intelligence derived from the analysis of satellite imagery and geographic data.

IMINT (Image Intelligence)
Intelligence derived from the forensic analysis of photographs and videos.

OSINT (Open-Source Intelligence)
The collection and analysis of information from publicly and legally available sources to

produce actionable intelligence.

Pivoting

The investigative technique of using one piece of confirmed information to find another.

Sock Puppet

A non-attributable online identity or account used for research purposes.

SOCMINT (Social Media Intelligence)

The collection and analysis of information from social media platforms.

Surface Web

The portion of the internet that is indexed by standard search engines.

Deep Web
The portion of the internet that is not indexed by search engines, requiring a direct login or

query to access (e.g., online banking, academic databases).

Dark Web
A small part of the Deep Web that requires specific software (like Tor) to access, providing a
high degree of anonymity.

Whois Record
A public record containing ownership and technical details for a registered internet domain

name.
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Further Reading

For those who wish to continue their journey, the world of OSINT is rich with resources.

e Bellingcat (bellingcat.com): The gold standard for open-source investigative journalism.
Their articles are masterclasses in OSINT techniques, and their methodology is

transparent. Reading their work is the best education you can get.

* Bazzell, Michael. Open Source Intelligence Techniques: Resources for Searching and

Analyzing Online Information. This book is considered the encyclopedia of OSINT tools



and is an essential reference for any serious practitioner.

e The OSINT Curious Project (osintcurious.com): A blog and community of OSINT
practitioners who share techniques, case studies, and webcasts. An excellent resource for
staying current.

e GIJN (Global Investigative Journalism Network): While not strictly OSINT-focused, their
resource guides on topics like satellite imagery, supply chain tracking, and corporate

records are invaluable for any investigator.
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Back Cover Summary

THE MOST IMPORTANT SECRETS AREN'T SECRET AT ALL.
THEY'RE HIDDEN IN PLAIN SIGHT.

In the digital age, we're drowning in information. But within this overwhelming sea of data lie
priceless "gems" of intelligence: a forgotten corporate filing, a revealing social media post, a
single satellite photo. These overlooked clues have the power to expose fraud, uncover injustice,

and protect against threats. The problem isn't access; it's perception.

Flipping Gems is a practical, ethical guide to the art and science of Open-Source Intelligence
(OSINT). It teaches you the mindset of a digital gem hunter, showing you not only how to find
these hidden pieces of information, but how to polish them into actionable intelligence and
"flip" them to the one person who can use them to create the most impact.

Inside, you will learn to:
* Master the Prospector's Toolkit: Wield advanced search techniques, secure your

research, and navigate the Surface, Deep, and Dark Web.

e Dig for Specific Gems: Uncover truths hidden in social media (SOCMINT), corporate
records (Business OSINT), and satellite imagery (GEOINT).

e Polish Data into Diamonds: Learn to vet sources, connect the dots, identify patterns,

and avoid the trap of confirmation bias.

e Flip Your Gems for Impact: Discover how to identify the right ally—from journalists to

NGOs—and craft the perfect pitch to turn your intelligence into real-world action.

Whether you're in corporate security, journalism, human rights, or are simply a curious citizen
who wants to hold power to account, Flipping Gems is your blueprint for turning information

into impact.



