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Ethical OSINT Investigation Prompt

Conduct a comprehensive and ethical open-source intelligence (OSINT) investigation on the target: (x), using
publicly available information from verified sources.

Follow internationally recognized OSINT frameworks, including the NATO OSINT Handbook, the OSINT
Framework (https://osintframework.com), and guidelines from the UN Special Rapporteur on the Right to

Privacy.

Objectives:

- Collect, verify, and analyze open-source data relevant to the target's public behavior, affiliations, online
presence, and media impact.

- ldentify potential risks or violations involving public interest (e.g., incitement to violence, disinformation,
environmental harm, corruption).

- Ensure strict compliance with ethical standards: avoid intrusion into private life, unauthorized surveillance,

or doxxing. Prioritize human rights, legality, and transparency.

Required Inclusions:

- Summary profile with context and relevance

- Timeline of notable events, actions, or publications

- Network map (associates, organizations, domains, social media)
- Sources with links and metadata

- Confidence levels and verification notes

Red Team Protocol:
Flag false positives or unverifiable claims. Apply a bias-checking layer and note any manipulation, deepfakes,

or misleading content.
Output Format:

Structured report in Markdown or PDF, organized into sections (Executive Summary, Timeline, Key Findings,

Risk Assessment, References).
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