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<h1>What Is OSINT? (And Why Regular People Should Care)</h1>

<p>Let me guess. You've heard the word "intelligence" and pictured something out of a spy movie — trench coats, encrypted radios, satellite photos taken from 40,000 feet. That world exists. But the intelligence world most people interact with — or should be interacting with — looks a lot more like an open browser tab than a secret bunker.</p>

<p>I've been doing OSINT investigations for over a decade. I run <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a>, an ethics-first OSINT and AI services practice based in Moncton, New Brunswick. And the number-one thing I hear from new clients is some version of: "I didn't know that kind of information was just... out there."</p>

<p>It is. All of it. And once I show you, you can never unsee it.</p>

<h2>So What Does OSINT Actually Mean?</h2>

<p>OSINT stands for <strong>Open Source Intelligence</strong>. The "open source" part means the information comes from publicly available sources — things anyone can find with the right tools and know-how. News articles, social media profiles, government databases, business registries, court records, satellite imagery, academic papers, web archives, forum posts, domain registration records. All of it public. All of it findable.</p>

<p>The "intelligence" part means you're not just randomly browsing — you're collecting, cross-referencing, and analyzing that information with a specific question in mind. You're building a picture.</p>

<p>OSINT isn't new. Governments and intelligence agencies have used open-source information gathering for as long as there have been newspapers and public records. What's changed is that the internet has made the volume of publicly available information absolutely staggering — and the tools to process it have become accessible to anyone.</p>

<h2>Where Does OSINT Information Come From?</h2>

<p>The short answer: everywhere. Here's a more useful breakdown:</p>

<p><strong>The surface web</strong> — everything indexed by regular search engines like Google. News sites, social media, business websites, government portals, academic journals, forums. This is the tip of the iceberg, but it's a very big tip.</p>

<p><strong>Public records</strong> — corporate registrations, property ownership, court filings, marriage and divorce records, professional licensing databases, bankruptcy filings, regulatory enforcement actions. In Canada, much of this is accessible at the federal and provincial level. In the US, even more so.</p>

<p><strong>Social media</strong> — what people post publicly, but also metadata. Where a photo was taken. When an account was created. Who someone interacts with. The username someone uses on one platform that they also use on seven others.</p>

<p><strong>Web archives</strong> — the internet's memory. Sites like the Wayback Machine have been archiving web pages since 1996. Even if someone deletes their website or scrubs a post today, older versions may be permanently stored and publicly searchable.</p>

<p><strong>Geospatial data</strong> — satellite imagery, street-level photos, geographic mapping tools. A skilled OSINT investigator can often identify the location where a photo was taken by analyzing the background — buildings, shadows, signs, terrain — and cross-referencing with mapping tools.</p>

<h2>What Can You Find With OSINT?</h2>

<p>Quite a lot. Without hacking a single thing, without accessing any private database, and without breaking any law, a trained OSINT investigator can often piece together:</p>

<ul>
  <li>A person's employment history, professional associations, and educational background</li>
  <li>Their general location — and in some cases, much more specific details</li>
  <li>Business ownership, corporate structure, and related entities</li>
  <li>Financial associations — properties owned, businesses registered, known assets</li>
  <li>Relationships and networks — who they know, work with, or are connected to publicly</li>



  <li>Past online activity — old usernames, forum posts, deleted social media content that was cached or archived</li>
  <li>Potential legal history — civil court cases, regulatory actions, licensing issues</li>
  <li>For organizations: infrastructure, vendors, vulnerabilities in their public-facing digital presence</li>
</ul>

<p>I want to be clear: this isn't magic, and it isn't always complete. What OSINT produces is a mosaic. Each piece of publicly available information, on its own, might mean little. But assembled carefully and cross-referenced, the picture that emerges can be remarkably detailed.</p>

<h2>What OSINT Is NOT</h2>

<p>This part matters enormously to me — enough that I've built it into the foundation of my entire practice.</p>

<p><strong>OSINT is not hacking.</strong> Accessing private accounts, bypassing authentication systems, intercepting communications — that's illegal and it's not OSINT. Full stop.</p>

<p><strong>OSINT is not social engineering.</strong> Tricking someone into giving you their password, pretending to be a different person to extract information under false pretenses — again, illegal, unethical, and not part of legitimate OSINT practice.</p>

<p><strong>OSINT is not stalking.</strong> Finding out where someone lives so you can physically follow them is not research. The fact that information is publicly available doesn't make every use of it legal or ethical. Purpose and intent matter.</p>

<p><strong>OSINT is not a license to invade privacy.</strong> This is the nuanced one. Even public information can be misused. An ethical OSINT practitioner thinks constantly about <em>why</em> they're gathering information and <em>what</em> it will be used for. At my practice, we screen every request. If a potential client's purpose doesn't sit right with us, we decline. The data might be public; our participation is not guaranteed.</p>

<h2>Who Uses OSINT — And Why</h2>

<p>The answer to this might surprise you with how broad it is.</p>

<p><strong>Government and law enforcement</strong> use OSINT as a cornerstone of investigations — locating persons of interest, building cases, monitoring publicly stated threats, tracking financial networks.</p>

<p><strong>Journalists and investigative reporters</strong> use it to verify sources, uncover corruption, trace money flows, and build stories that hold power accountable. Some of the most important investigative journalism of the last decade — the Panama Papers, the Pandora Papers — relied heavily on OSINT methodology.</p>

<p><strong>Cybersecurity professionals</strong> use OSINT to understand their own organization's vulnerabilities from an attacker's perspective. If an adversary can find it, so can you — and you should find it first.</p>

<p><strong>Lawyers and compliance professionals</strong> use it for due diligence — verifying the parties in a deal, checking for undisclosed litigation, identifying conflicts of interest.</p>

<p><strong>HR professionals and recruiters</strong> use it to verify candidate claims and conduct background screening.</p>

<p><strong>Business owners</strong> use it to vet partners, suppliers, competitors, and clients before committing resources.</p>

<p><strong>Individuals</strong> use it to protect themselves — understanding what's publicly known about them, verifying people they've met online, screening potential romantic partners, identifying scams before they become victims.</p>

<p>The democratization of OSINT tools over the past decade means you don't need a government clearance or a corporate investigation budget to do meaningful research. But having a trained, ethical professional in your corner still makes a substantial difference when the stakes are high.</p>

<h2>Why Ethics-First OSINT Matters</h2>

<p>The intelligence world has a complicated history. Surveillance abuse, privacy violations, politically motivated targeting — these things are real and documented. The existence of powerful information-gathering tools creates a genuine responsibility to use them carefully.</p>

<p>At <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a>, ethics isn't a marketing phrase. It's a constraint I apply before every engagement. Every piece of research I do is limited to publicly available sources. Every output is clearly labeled so clients understand what's verified versus inferred. Every request is evaluated for legitimacy and potential for harm before we begin.</p>

<p>Intelligence without accountability is just surveillance. That's not what we do here.</p>



<h2>What's Coming Next</h2>

<p>Over the next several posts, I'm going to walk you through specific tools, real-world use cases, and practical guides — from checking your own digital footprint to understanding how AI is changing the research landscape to recognizing scams before they hit you. Whether you're protecting yourself, running a business, or just curious about how this world works, you're in the right place.</p>

<p>Bookmark this blog. Share it with someone who needs it. And if you ever want to put a professional to work on something that matters — you know where to find me.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>
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<h1>Your Digital Footprint Is Bigger Than You Think — Here's How to Check It</h1>

<p>I want to do a quick exercise with you. Think about the last year of your online life. Every app you downloaded. Every website you visited. Every form you filled out. Every photo you posted. Every comment you left. Every service you signed up for with your email address.</p>

<p>Now imagine all of that — not just what you intentionally posted, but all of it — compiled into a profile that anyone can access with a few hours and a basic set of free tools.</p>

<p>That's your digital footprint. And for most people, it's significantly larger, and significantly more accessible, than they realize.</p>

<p>I'm not saying this to scare you. I'm saying it because knowledge is the beginning of control. Once you understand what's out there, you can start making informed decisions about it. Let me walk you through how to actually check.</p>

<h2>Two Types of Digital Footprint</h2>

<p>Before we get into the how-to, it helps to understand the two categories of data you're leaving behind.</p>

<p><strong>Your active footprint</strong> is everything you've deliberately put online. Social media posts and profile information. Blog comments. Reviews on Yelp or Google. LinkedIn updates. Tweets. Forum posts. Photos. That bio you wrote in 2015 and forgot about. You chose to publish these things, even if you've forgotten most of them exist.</p>

<p><strong>Your passive footprint</strong> is everything collected about you without you actively choosing to share it. The websites that track which pages you visit and how long you linger. The apps that sell your location data to advertisers. The loyalty cards that log every purchase. The data brokers who aggregate all of it, combine it with your public records, and sell your profile to anyone who pays a subscription fee.</p>

<p>Most people focus only on the active footprint — the stuff they posted. The passive footprint is often far more revealing, and far harder to control.</p>

<h2>Step One: Google Yourself Properly</h2>

<p>I mean really Google yourself — not just your name. Here's the systematic version:</p>

<p>Start with your full name in quotes: <code>"Marie Smith"</code>. Then add variations — <code>"Marie Smith" Moncton</code>, <code>"Marie Smith" accountant</code>, <code>"Marie Smith" New Brunswick</code>. The combination of name and context narrows the results to actually be about you.</p>

<p>Then search your email address in quotes. Search your phone number. Search any usernames you use regularly — you'd be surprised how many platforms share the same username across accounts you've forgotten about.</p>

<p>Don't stop at page one of results. Don't stop at Google — run the same searches on Bing, DuckDuckGo, and Yandex. Different search engines index different content, and Yandex in particular is notably effective at surfacing image results and social profiles.</p>

<p>Go to Google Images and run your name again. Then, while you're at it, upload your own profile photos and do a reverse image search — I'll explain why in a moment.</p>

<p>What are you looking for? Anything that surprises you. Old accounts you forgot you had. Personal information (address, phone, employer) appearing in places you don't recall authorizing. Photos in unexpected contexts. Your name attached to organizations or statements you don't recognize.</p>



<h2>Step Two: Check Data Broker Sites</h2>

<p>Data brokers are companies whose entire business model is collecting publicly available information about people — names, addresses, phone numbers, relatives, estimated income, political affiliation, purchasing behavior — and selling it. Sites like Spokeo, BeenVerified, Intelius, and Whitepages operate in the US; similar services exist and are accessible from Canada.</p>

<p>Go to these sites and search for yourself. What comes up might stop you cold. Old addresses going back years. Names of family members. Estimated age and income range. Links to social media profiles you use privately.</p>

<p>The good news: nearly all of these sites have opt-out processes. The bad news: they're intentionally inconvenient, they require individual opt-outs per site (there are dozens of these companies), and new data gets added continuously, so it's not a one-time fix. But submitting opt-outs is absolutely worth doing, and services exist that will manage this process for you on an ongoing basis.</p>

<h2>Step Three: Audit the Wayback Machine</h2>

<p>Go to <strong>web.archive.org</strong> and search your website, your old blog, any domain you've ever owned. The Wayback Machine has been archiving web pages since 1996. It may have snapshots of pages you deleted years ago — old "About Me" content, old business listings, contact information from a previous address.</p>

<p>You can submit a request to have specific URLs removed from the Wayback Machine archive if you find something problematic. Their process is not instant, but it is available.</p>

<h2>Step Four: Audit Your Social Media Privacy Settings</h2>

<p>When did you last actually sit down and go through your privacy settings on every social platform you use? Not just glance at them — go through them properly, section by section?</p>

<p>For most people, the honest answer is: not recently, or never. Platforms update their settings and default configurations regularly, often in ways that make your profile more public than it was before. A setting you locked down two years ago may have been reset.</p>

<p>Do a full audit. Check Facebook, Instagram, LinkedIn, Twitter/X, TikTok, any forum accounts, any professional directory listings, any community platforms. Ask yourself for each one: Who can see this? Is that what I want? What information does my public profile reveal?</p>

<p>Pay particular attention to: your listed location, your employer, your relationship status, your phone number, and any posts where you've tagged your physical location or checked in somewhere. These individually seem harmless. Aggregated, they create a detailed picture of your life, routine, and relationships.</p>

<h2>Step Five: Run a Reverse Image Search on Your Photos</h2>

<p>Take the main photo you use across social platforms — your face — and upload it to Google Images and to TinEye (tineye.com). A reverse image search finds every other location online where that image appears.</p>

<p>Why does this matter? Because:</p>

<ul>
  <li>Your photo may have been scraped and reused by fake accounts or scammers without your knowledge</li>
  <li>Your photo may appear on sites you didn't know had indexed it</li>
  <li>If your photo was posted somewhere embarrassing or problematic, you may not know it's there</li>
</ul>

<p>This is also a useful technique for verifying whether someone else's profile photo is genuine — a tool I use frequently in professional investigations.</p>

<h2>Step Six: Check Your Email Breach History</h2>

<p>Go to <strong>haveibeenpwned.com</strong> and enter your email address. This site, run by respected security researcher Troy Hunt, aggregates data from known data breaches and tells you whether your email (and potentially your password) was exposed in any of them. If you've been breached, it doesn't mean you've been hacked — but it means your credentials are out there and you should change your passwords immediately and enable two-factor authentication on anything important.</p>

<h2>What to Do With What You Find</h2>

<p>I want to be honest with you: doing this audit can be uncomfortable. You may find things you don't like — information you thought was private, photos in unexpected places, records that feel invasive. That discomfort is information. It tells you where your exposure is.</p>



<p>Once you have a clear picture, you can prioritize what to address. Submit opt-out requests to data brokers. Tighten social media settings. Request removal of cached content from Google via their Search Console. Update or close old accounts. Change compromised passwords.</p>

<p>If what you find is significant — if there are records that are inaccurate, if you're dealing with a case of identity theft or impersonation, or if the scope of your exposure is beyond what you can manage alone — that's when professional help makes sense. A personal digital exposure audit is one of the services I offer at <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a>. We map it, document it, and give you an actionable remediation plan.</p>

<p>You have more control over your digital footprint than you think. But you have to know what you're dealing with first.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>
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<h1>The Ethical Spy: Why "Ethics First" Isn't Just a Tagline</h1>

<p>Every industry has its disreputable corners. The intelligence and investigation field is no exception. There are investigators who will find anything on anyone, no questions asked, by any means necessary. There are OSINT tools marketed explicitly for stalkers. There are data brokers who sell sensitive personal information to literally anyone with a credit card. There are "background check" services operating in legal grey zones and counting on the fact that their customers don't know the difference.</p>

<p>I built <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a> as a deliberate counter to all of that. Ethics first isn't our marketing angle. It's the line we won't cross. And I think you deserve to understand exactly what that means — not in vague principles, but in concrete, specific practice.</p>

<h2>We Only Work With Public Information</h2>

<p>Every piece of data in every report we produce comes from publicly available sources. Government records. Open-web content. Business registries. Court filings. Published news. Social media profiles set to public. Web archives. Geospatial tools. All of it legally accessible, all of it documented.</p>

<p>We don't access private accounts. We don't purchase data from brokers who operate outside legal frameworks. We don't use pretexting — that's the practice of calling someone's bank or employer while pretending to be someone you're not to extract information. Pretexting is illegal in Canada under the Criminal Code, and it's something no ethical investigator should be doing regardless of legality.</p>

<p>If a piece of information can only be obtained through illegal access or deception, we don't obtain it. This isn't a reluctant limitation — it's a principled choice. Illegally obtained information is often inadmissible anyway, it creates liability for the client, and it puts real people at risk for reasons that rarely justify it.</p>

<h2>We Screen Every Request</h2>

<p>I don't take every case that comes my way. I wish I could say every potential client has entirely legitimate purposes, but that wouldn't be honest. Some requests come in that look innocent on the surface but, when you ask a few more questions, reveal purposes I won't participate in.</p>

<p>The clearest example: someone wanting to locate an ex-partner who has clearly gone out of their way to not be found. That's not a research request — that's a safety risk for the person being located. I decline those. I don't need a lengthy explanation from the potential client; I just don't take the work.</p>

<p>More subtle examples: a business competitor wanting exhaustive personal information on a rival's employees, or a request framed as "just verifying something" that is clearly building toward harassment. I've developed pattern recognition for these over years of practice. When something doesn't sit right, I ask questions. If the answers don't satisfy me, I decline politely and move on.</p>

<p>This costs me revenue. I'm at peace with that.</p>

<h2>We're Transparent About AI</h2>

<p>Artificial intelligence is woven into much of the research work I do. It helps me process large volumes of text quickly, identify patterns across data sets, and generate structured outputs from messy raw material. It's a genuinely powerful research assistant.</p>

<p>It is not infallible, and I never pretend it is.</p>

<p>When AI-assisted analysis appears in a deliverable, it's labeled as such. When something is verified through a primary source, that source is cited. When something is inferred — a reasonable conclusion based on available evidence, but not directly confirmed — that's labeled as an inference, not a finding.</p>

<p>This matters because AI systems can be confidently wrong. They can confuse people with similar names. They can surface outdated information. They can generate plausible-sounding statements that aren't actually supported by the underlying data. An ethical investigator doesn't let AI outputs pass through unchecked just because they look polished. Every AI-assisted conclusion I publish has been reviewed and, where possible, independently verified by human analysis.</p>



<p>I call this a hallucination-free research standard. It means you're not paying for confident-sounding fiction dressed up as intelligence.</p>

<h2>We Hold the Tension Between Information and Privacy</h2>

<p>Here's the philosophical heart of ethical OSINT practice, and it's messier than the rules above: the public's right to access information and an individual's right to privacy are both real, both legitimate, and they conflict constantly.</p>

<p>A journalist investigating a corrupt official has a compelling interest in information about that official's financial dealings. That official also has privacy rights that don't simply disappear because they're newsworthy. A business owner has a legitimate interest in verifying a new contractor. That contractor also has privacy rights that don't disappear because they're being screened.</p>

<p>Navigating this tension thoughtfully — weighing the legitimate interest in information against the privacy cost of obtaining it, and refusing to proceed when that calculation doesn't support the research — is what separates professional ethical OSINT from amateur data mining.</p>

<p>There's no algorithm for this. It requires judgment, developed over years of practice, informed by genuine respect for the people whose information you're handling. Even when those people are the subject of a critical investigation.</p>

<h2>We Believe in Epistemic Integrity</h2>

<p>One more principle that shapes everything I do: I don't publish what I can't support. In an era of misinformation and manufactured controversy, the discipline of only asserting what you can actually evidence is both professionally critical and, I'd argue, ethically required.</p>

<p>Every claim in our reports is sourced. Every source is cited. Every inference is distinguished from every confirmed fact. When the evidence doesn't support a conclusion, we say so — even when a client might prefer a more definitive answer.</p>

<p>This makes our work slower sometimes. It makes it less sensational. It also makes it reliable, defensible, and genuinely useful — which is the only kind of intelligence work worth doing.</p>

<h2>Why Does This Matter to You?</h2>

<p>Because when you hire someone to do research on your behalf, you're trusting them with your questions, your situation, and often sensitive information about other people. An unethical operator creates legal exposure for you. They can manufacture results that lead you toward terrible decisions. They can generate liabilities you didn't know you were taking on.</p>

<p>You deserve a practitioner who takes that responsibility seriously. That's what we built. That's what we are.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>
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<h1>7 Free OSINT Tools Anyone Can Use Today (No Tech Degree Required)</h1>

<p>One of the best things about the current state of open source intelligence is how accessible it's become. You don't need government clearance or a private investigator's license to use most of the tools professionals rely on. You need a browser, some patience, and a basic understanding of what you're looking for.</p>

<p>Here are seven tools I genuinely use and recommend — all free, all legal, all accessible to anyone. I'll explain what each one does and give you a concrete example of how to use it.</p>

<p>As always: use these responsibly, for legitimate purposes. The availability of a tool is not a license to harm people with it.</p>

<h2>1. Google Search Operators (Google Dorking)</h2>

<p>You already use Google. But almost nobody uses it to its full potential. Google supports a set of special operators that radically change what your search returns. Learning even a handful of them makes you dramatically more effective at finding public information.</p>



<p>The most useful ones:</p>
<ul>
  <li><code>"exact phrase"</code> — wrapping words in quotation marks forces Google to find those exact words in that exact order. Use this for names, usernames, phone numbers, and email addresses.</li>
  <li><code>site:domain.com</code> — limits results to a specific website. Try <code>site:linkedin.com "John Smith" accountant</code> to find LinkedIn profiles matching that description.</li>
  <li><code>filetype:pdf</code> — finds documents of a specific type. Useful for finding corporate filings, government reports, and policy documents.</li>
  <li><code>inurl:</code> — finds pages where the search term appears in the URL itself. Good for locating specific types of pages on a domain.</li>
  <li><code>before:2022</code> and <code>after:2020</code> — limits results to a specific date range.</li>
</ul>

<p><strong>Try it:</strong> Search <code>"your full name" site:linkedin.com</code> and see what comes up about you professionally. Then try your email address in quotes and see where it appears across the web.</p>

<h2>2. The Wayback Machine (web.archive.org)</h2>

<p>The Wayback Machine is one of the most powerful and underused OSINT tools available to anyone. Run by the Internet Archive, a nonprofit organization, it has been taking periodic snapshots of web pages since 1996 and storing them permanently. As of today it holds hundreds of billions of saved pages.</p>

<p>What this means practically: even if someone deletes a website, removes a page, or scrubs content from the internet, older versions may be permanently preserved in the Wayback Machine.</p>

<p>Go to web.archive.org, enter any URL, and a calendar view shows you every snapshot available for that page, dating back years or decades. You can browse the site exactly as it appeared on any given date.</p>

<p><strong>Try it:</strong> Enter the URL of a business you're researching and look at how their "About" page and team listing have changed over the years. Leadership changes, ownership shifts, and rebranding efforts leave clear trails in the archive.</p>

<h2>3. Have I Been Pwned (haveibeenpwned.com)</h2>

<p>"Pwned" is internet slang for compromised or defeated — in this context, it means your data was exposed in a breach. This site, built and maintained by security researcher Troy Hunt, indexes data from thousands of known data breaches and lets you search by email address to find out whether your credentials were exposed.</p>

<p>It's free, it's well-maintained, and it's an absolute essential for anyone serious about their personal online security. Enter your email address and it tells you which breaches your data appeared in, what categories of information were exposed (email, password, phone number, etc.), and when it happened.</p>

<p><strong>Try it:</strong> Search your primary email address right now. If you get a hit, change your password on that platform immediately and enable two-factor authentication. If you've been reusing passwords across sites (most people have), change them everywhere.</p>

<h2>4. TinEye (tineye.com)</h2>

<p>TinEye is a reverse image search engine. Upload an image — or paste in an image URL — and it searches its database of billions of indexed images to find every other place that image appears online.</p>

<p>The use cases are broad. Verifying whether a social media profile photo is genuine or stolen from somewhere else. Finding the original source of a photo. Checking whether your own photos have been used without your authorization. Identifying where an image first appeared and how it has spread across the web.</p>

<p>Google Images also offers reverse image search (click the camera icon in the search bar), but TinEye uses different indexing and often surfaces different results. Running both gives you broader coverage.</p>

<p><strong>Try it:</strong> Take a profile photo from a social account you're uncertain about — perhaps someone you've met online — and run it through both TinEye and Google Images. If the photo appears on stock photography sites, modeling agencies, or accounts with different names, that's a significant red flag.</p>

<h2>5. Whois Lookup Tools</h2>

<p>Every domain on the internet was registered by someone, and that registration process historically generated a public record called a Whois record. This record includes the registrant's name, address, email, phone number, and the date the domain was registered and last updated.</p>

<p>Privacy protection services now allow domain owners to mask this information, and many do. But even when the personal details are masked, the registration date is always visible — and that's often the most telling piece of information. A website claiming to be an established business with a domain registered three months ago is a significant red flag.</p>

<p>Free Whois lookup tools include: whois.domaintools.com, who.is, and ICANN's own lookup tool at lookup.icann.org.</p>



<p><strong>Try it:</strong> Look up the domain of any website before you do business with them, especially if they contacted you first. A brand-new domain combined with an urgent offer and claims of long-standing reputation is a classic scam signature.</p>

<h2>6. Shodan (shodan.io)</h2>

<p>This one requires a little context because it's unlike the others. Shodan is not a search engine for websites — it's a search engine for <em>internet-connected devices</em>. Servers, security cameras, routers, smart devices, industrial control systems. If a device has an internet connection and is publicly visible on the network, Shodan may have indexed it.</p>

<p>Security researchers use Shodan to identify vulnerabilities — finding misconfigured servers, exposed databases, and insecure devices before attackers do. Businesses use it to check whether any of their own infrastructure is inadvertently exposed. Journalists use it to document the scale of internet insecurity.</p>

<p>The free tier has limitations, but it's enough to get a sense of what's exposed on any given network or for any given organization. It's genuinely eye-opening for understanding how much of our "private" infrastructure is sitting with the door open.</p>

<p><strong>Try it:</strong> Search your organization's domain or IP range. See what devices are publicly visible. If you find more than you expected — and most people do — that's a security conversation worth having.</p>

<h2>7. Hunter.io</h2>

<p>Hunter.io finds email addresses associated with a domain. Enter a company's web address, and it returns any email addresses it has indexed from that domain — often with the job titles and names attached.</p>

<p>This is legitimate and widely used by salespeople, journalists, and researchers to identify points of contact at an organization. It's built on publicly available information — emails that appear in press releases, staff pages, public documents, and across the web.</p>

<p>The free tier gives you a limited number of searches per month, which is usually enough for occasional use.</p>

<p><strong>Try it:</strong> If you're trying to reach someone at a specific company and can't find direct contact information, try their domain in Hunter.io. You'll often find the email naming convention (firstname.lastname@company.com, for example) even if the specific person you want isn't listed.</p>

<h2>One More Thing</h2>

<p>These tools are starting points. Professional OSINT work combines these and dozens of others with trained analytical judgment — knowing which tool to use for which question, how to cross-reference findings, how to distinguish signal from noise, and how to document a chain of evidence that holds up under scrutiny.</p>

<p>If your research needs go beyond what these tools can provide, or if the stakes are high enough that you need professional-grade results — <a href="https://www.marielandryspyshop.com">that's what I'm here for</a>.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>

<!-- ============================================================
     POST #5 — AI-ASSISTED INVESTIGATION: WHAT IT IS AND IS IT RELIABLE?
     ============================================================ -->
<article>
<h1>What Is AI-Assisted Investigation — And Is It Actually Reliable?</h1>

<p>If you follow technology news at all, you've noticed that artificial intelligence has become the answer to every question in almost every field. Faster diagnosis. Better code. Smarter marketing. More efficient legal research. And yes — more powerful investigation.</p>

<p>Some of that enthusiasm is warranted. Some of it is hype. And in the intelligence field specifically, the difference between those two categories matters more than almost anywhere else — because bad intelligence, confidently presented, can do real damage to real people.</p>

<p>I use AI in my research practice. I use it every day. And I want to give you the honest version of what that means — what AI genuinely adds, where it falls short, and what responsible AI-assisted investigation actually looks like.</p>

<h2>What AI Does Genuinely Well in Research</h2>

<p><strong>Processing large volumes of text at speed.</strong> This is the most straightforward and valuable application. Imagine you have a 300-page corporate filing, a 200-page regulatory enforcement document, and a dozen news articles all relevant to the same subject. Reading and synthesizing all of that manually takes days. A well-prompted AI model can extract the key themes, flag the notable passages, and identify contradictions or patterns in a fraction of that time. The human researcher still needs to verify and interpret — but the tedious initial processing becomes far faster.</p>



<p><strong>Cross-referencing and pattern recognition.</strong> When you're working across multiple data sources — business records, public statements, news coverage, social media activity — identifying connections across all of it manually is genuinely difficult. AI assists in spotting where names, dates, entities, and claims line up or conflict.</p>

<p><strong>Structuring and drafting reports.</strong> Raw research notes are rarely ready to hand to a client. AI helps translate messy research material into structured, readable intelligence briefs — organized by subject, sourced properly, with findings clearly separated from inferences.</p>

<p><strong>Language and translation.</strong> Significant amounts of valuable public information exist in languages other than English. AI-assisted translation has become remarkably capable, making international research far more accessible.</p>

<p><strong>Hypothesis generation.</strong> A good AI research assistant can suggest angles, sources, and avenues a human researcher might not think to pursue — not replacing judgment, but broadening the aperture of investigation.</p>

<h2>Where AI Falls Short — And This Matters Enormously</h2>

<p><strong>Hallucination.</strong> This is the critical one. AI language models sometimes generate statements that are plausible-sounding but factually wrong — confidently, fluently, without any indication that anything is amiss. They don't "know" things the way humans do. They predict likely text based on patterns in their training data. That process sometimes produces accurate information and sometimes produces fiction that looks exactly like accurate information.</p>

<p>In investigation work, a hallucinated fact — a wrong date, a misattributed statement, a person confused with someone who shares their name — isn't just an error. It can destroy an otherwise solid report, create legal liability, and damage the reputation of innocent people. This is why every AI output in my practice is treated as a lead to be verified, not a conclusion to be published.</p>

<p><strong>Real-time data limitations.</strong> Most AI models have a training cutoff — a date past which they have no knowledge of events unless they have access to current search tools. For anything time-sensitive — recent corporate changes, current legal proceedings, breaking news — an AI without live search capability is working from potentially outdated information. It may not know this, and it may not tell you.</p>

<p><strong>Context and nuance.</strong> Sarcasm, implicit meaning, cultural context, deliberate obfuscation — AI still struggles with all of these. A document written to mislead may mislead the AI as effectively as it misleads casual readers. Human expert review catches what AI misses here.</p>

<p><strong>Identity disambiguation.</strong> When multiple people share a name — which is almost always — AI systems can conflate their records. This is one of the most common and most dangerous error types in AI-assisted people research. The records of John Smith the accountant and John Smith the former convict do not belong in the same report.</p>

<p><strong>Ethical judgment.</strong> An AI will not stop you from doing something harmful. It will generate a report about a private individual's home address just as readily as it generates one about a public figure's business dealings, if you ask it to. The ethical guardrails in AI-assisted investigation are entirely human responsibilities.</p>

<h2>How I Use AI in Practice — The Honest Version</h2>

<p>Every AI output that enters my workflow is treated as a draft, not a deliverable. AI-assisted analysis is labeled as such in every report. Claims are traced back to primary sources before they're published. Inferences are clearly distinguished from confirmed findings.</p>

<p>I've developed what I call a hallucination-free research standard — a protocol for catching and correcting AI errors before they reach clients. It involves cross-referencing AI outputs against primary documents, flagging any claim that can't be traced to a verifiable source, and applying human expert review to every report before it goes out the door.</p>

<p>This makes my work slower than fully automated AI research pipelines. It also makes it reliable. In intelligence work, reliable matters more than fast.</p>

<h2>What This Means for You as a Client</h2>

<p>If you're evaluating any AI-assisted research service — mine included — the question to ask is: <em>What is your verification process?</em> If the answer is "we trust the AI," that's a problem. AI-assisted research without human oversight and source verification is just a very confident-sounding way to generate errors.</p>

<p>At <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a>, every report tells you what's verified, what's inferred, and how we know the difference. That's the standard I hold myself to, and the standard any ethical AI-assisted investigator should meet.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>

<!-- ============================================================
     POST #6 — HOW TO SPOT A SCAM BEFORE IT SPOTS YOU
     ============================================================ -->
<article>
<h1>How to Spot a Scam Before It Spots You (An OSINT Guide for Everyday Life)</h1>



<p>Online scams used to be easy to spot. Broken English, implausible scenarios, requests from Nigerian royalty. We laughed at them, even as some people fell for them. That era is over.</p>

<p>Today's scammers are professionals. They do research. They use your name, reference your city, sometimes mention a mutual acquaintance or an event you posted about publicly. They build fake identities so polished they pass casual scrutiny. They use AI to generate personalized, grammatically perfect messages at industrial scale. They fake phone numbers, fake websites, fake reviews, fake job offers, fake romances.</p>

<p>The good news is that the same information-literacy skills that make professional OSINT investigators effective are available to you — and two minutes of applied skepticism can protect you from losses that take years to recover from.</p>

<h2>The Golden Rule: Pause Before You Act</h2>

<p>Every successful scam relies on urgency. The deadline. The limited-time offer. The emergency. The once-in-a-lifetime opportunity that evaporates if you don't act right now. This urgency is manufactured specifically to prevent you from doing the one thing that protects you: stopping to check.</p>

<p>Make it a rule. Any unsolicited contact asking you to act quickly, send money, click a link, or provide personal information gets a mandatory pause before you do anything. Even two minutes of basic verification is enough to catch most scams.</p>

<h2>Verify a Person in Five Steps</h2>

<p><strong>Step 1: Search their name + "scam" or "fraud."</strong> Simple but surprisingly effective. If this person has targeted others before, there's often a trail — forum posts, Reddit threads, consumer complaint sites, news articles. It takes thirty seconds and catches a significant percentage of repeat offenders.</p>

<p><strong>Step 2: Reverse image search their profile photo.</strong> This is the fastest way to catch a fake identity. Upload their profile photo to Google Images or TinEye. If the image traces back to a stock photo site, a modeling portfolio, a celebrity, or a completely different person with a completely different name — you have your answer. Scammers steal attractive photos from real people's social media or stock photo sites to build convincing fake profiles.</p>

<p><strong>Step 3: Check the email domain carefully.</strong> Phishing emails impersonating legitimate businesses are one of the most common scam delivery methods. The trick is that they look right at a glance. PayPal becomes Paypall. Amazon becomes Amazon-support. Apple becomes apple-service.com. Look at the full email address, not just the display name. The display name can say anything — it's the domain after the @ that tells you where the email actually came from.</p>

<p><strong>Step 4: Look up the company or organization independently.</strong> Don't use the phone number or website provided in the communication you received. Google the company name independently and find their official contact information from a trusted source. Call that number. Go to that website. If the company in the scam message doesn't exist, or if its contact information is completely different from what was sent to you — there's your answer.</p>

<p><strong>Step 5: Check the domain age.</strong> For any website you're being directed to, run a Whois lookup (whois.domaintools.com or who.is) to check when the domain was registered. A website claiming to be a well-established company with a domain registered last month is not a well-established company.</p>

<h2>Romance Scam Red Flags</h2>

<p>Romance scams deserve their own section because they're uniquely devastating — financially, emotionally, and in terms of the shame that often prevents victims from reporting or talking about what happened. These are not signs of gullibility. They are the result of sophisticated psychological manipulation by professional criminals who sometimes spend months or years building a relationship before asking for anything.</p>

<p>Warning signs that should trigger immediate verification:</p>

<ul>
  <li><strong>The profile photo is unusually attractive and reverse-searches to a model, celebrity, or someone with a completely different name.</strong> This is the single most reliable red flag.</li>
  <li><strong>They claim to work overseas in a profession that explains why you can never meet.</strong> Classic cover stories include oil rig workers, military deployed abroad, doctors with international aid organizations, engineers on remote contracts.</li>
  <li><strong>The emotional relationship escalates unusually quickly.</strong> Professional romance scammers are trained to accelerate intimacy — declarations of deep feeling, talk of a future together, a sense of unique connection — in order to build emotional investment before the financial ask comes.</li>
  <li><strong>Any request for money, regardless of how it's framed.</strong> A medical emergency. A visa fee. Plane tickets to finally come visit you. Getting stranded with a broken-down vehicle. Taxes on an inheritance. The specific story varies; the request doesn't. A person you've never met in person asking you to send money is a scam.</li>
  <li><strong>They consistently avoid video calls or have technical excuses for why video doesn't work.</strong> A real person can do a live video call. If they won't — or the video is suspiciously pre-recorded and looped — trust your instinct.</li>
</ul>

<h2>Job Scam Red Flags</h2>

<p>Fake job offers exploded during and after the pandemic, and they remain a major threat. The goal is usually either to steal your personal information (for identity theft) or to use you as an unwitting money mule in a larger fraud scheme.</p>

<ul>
  <li>The pay is implausibly high for work that's described vaguely</li>
  <li>You're hired without a real interview — sometimes after a brief chat, sometimes with no interview at all</li>
  <li>All communication happens through personal email addresses (Gmail, Yahoo, Hotmail) rather than a corporate domain</li>
  <li>You're asked to buy gift cards, forward payments, or receive and reship packages as part of the "job"</li>



  <li>You're asked to provide sensitive personal information (SIN number, banking information, passport scan) before any formal hiring process has taken place</li>
</ul>

<p>The rule: any job that involves handling someone else's money, receiving and forwarding payments, or buying gift cards on behalf of your employer is not a job. It's a money laundering operation using you as an unknowing participant.</p>

<h2>Investment Scam Red Flags</h2>

<p>Investment fraud has become a massive category, particularly with the rise of cryptocurrency. The pattern is called "pig butchering" — scammers build a relationship over weeks or months, introduce you to a "profitable investment opportunity," let you see fake returns grow in your account to build confidence, then encourage increasingly large deposits — until the platform disappears along with everything you put in.</p>

<ul>
  <li>Investment opportunities introduced through unsolicited contact (text, social media, dating app)</li>
  <li>Returns that seem too consistent or too high</li>
  <li>Platforms that let you "see" your balance growing but create barriers when you try to withdraw</li>
  <li>Any investment opportunity where the person who introduced you to it will personally receive a commission or referral fee</li>
</ul>

<h2>When to Call a Professional</h2>

<p>If you believe you're being targeted, if you've already been victimized and need to document it, or if you need to verify someone's identity thoroughly before proceeding with a significant personal or financial decision — professional OSINT investigation is available to you. A full identity verification report or background investigation goes far beyond what a casual search produces, and in high-stakes situations, that thoroughness is worth the investment.</p>

<p>At <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a>, we do this work regularly. Confidentially, ethically, and thoroughly.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>

<!-- ============================================================
     POST #7 — OSINT FOR SMALL BUSINESS OWNERS
     ============================================================ -->
<article>
<h1>OSINT for Small Business Owners: Know Who You're Dealing With Before You Sign Anything</h1>

<p>You've spent years building your business. Maybe you bootstrapped it from nothing. Maybe you took on debt to make it work. Maybe it's your family's livelihood and your retirement in one. The last thing you need is to have it damaged — or destroyed — by a bad deal, a fraudulent partner, or a contractor who's done this to three other businesses before yours.</p>

<p>Here's the hard truth: sophisticated bad actors specifically target small businesses, because small businesses typically don't have the due diligence infrastructure of large corporations. There's no legal department vetting contracts. No compliance team running background checks. It's usually just you, moving fast, trying to grow, trusting your gut and a referral.</p>

<p>Your gut is a starting point. It's not a sufficient substitute for basic research. Let me show you what that research looks like — most of it free, all of it legal, and all of it accessible to anyone willing to spend an hour before signing anything significant.</p>

<h2>Before You Sign Any Contract, Check These Five Things</h2>

<h3>1. Is the Business Actually Legally Registered?</h3>

<p>This sounds obvious, but it's the step most people skip. Any business operating in Canada can be verified through official registries. Federal corporations can be searched at the Corporations Canada online database. Provincial businesses are searchable through each province's corporate registry — in New Brunswick, that's the Corporate Registry through Service New Brunswick.</p>

<p>What are you checking for? First, does the business actually exist in the way the counterparty claims? Are they claiming to be incorporated when they're actually just a sole proprietor operating under a trade name? Are they operating under a different legal name than the one they've been using with you? Is the registration active, or has it been dissolved?</p>

<p>A business that claims to be an established corporation but has no registration record, or whose registration was dissolved years ago, is a significant red flag — one that takes about three minutes to find.</p>



<h3>2. Are Any Required Licenses Current?</h3>

<p>Many professions in Canada require licensing through provincial regulatory bodies. Lawyers, accountants, engineers, contractors, healthcare professionals, real estate agents, mortgage brokers — all of these have regulatory colleges or associations that maintain public member directories. These directories are searchable and show whether a professional's license is current, whether it's in good standing, and whether there have been any disciplinary actions.</p>

<p>If someone is billing you for licensed professional services, verify their license before you pay the first invoice. A professional with a history of disciplinary actions or a lapsed license is a risk to your business, and it's a risk you don't have to take blind.</p>

<h3>3. Have They Been Sued?</h3>

<p>Civil court records in Canada are largely public. A pattern of litigation — being sued repeatedly by former clients, employees, or suppliers — tells you something important about how an entity operates. This isn't about finding one disgruntled customer (everyone gets those eventually); it's about pattern recognition. If someone has been the subject of five small claims court judgments in three years, that's a track record worth knowing about before you become the sixth.</p>

<p>Access to civil court records varies by province. Some are searchable online; others require a physical courthouse visit or a fee. For significant contracts, it's worth the effort or the cost of having a professional check.</p>

<h3>4. What Does Their Online Reputation Look Like — Really?</h3>

<p>Not just their Google reviews, which can be gamed. Search the company name plus "complaint," "fraud," "scam," "dispute," "review." Check the Better Business Bureau at bbb.org/canada. Search on Reddit — there are often honest discussions about businesses in local subreddits that the company can't remove. Check industry-specific review forums.</p>

<p>Look for patterns rather than individual opinions. One negative review among many positive ones means something different than twelve complaints with similar details over two years. Responses to complaints also tell you something — a business that engages professionally with criticism is different from one that fires back aggressively or ignores it entirely.</p>

<h3>5. Is Their Story Consistent Across Sources?</h3>

<p>Cross-reference what a potential partner or contractor tells you against what you can independently verify. Do the dates of their claimed founding match their domain registration? Does their LinkedIn employment history match their website bio? Do the project references they've given you exist when you search independently? Are their claimed credentials listed consistently across their website, LinkedIn, professional association directories?</p>

<p>Inconsistencies don't necessarily mean fraud — sometimes they mean sloppiness. But sloppiness in someone who wants to handle your money or build your building is its own kind of problem. And deliberate inconsistencies are worth taking seriously.</p>

<h2>Going Deeper: When Basic Research Isn't Enough</h2>

<p>The five checks above cover most routine business relationships. But some situations call for a deeper look:</p>

<p><strong>Before a major investment or acquisition.</strong> If you're buying a business or making a significant investment in one, professional due diligence is essential. This goes beyond public records to examine the actual financial health, legal exposure, and operational integrity of the target — the kind of analysis that requires professional tools and experience to do properly.</p>

<p><strong>When a partner or key contractor will handle your finances.</strong> Anyone with access to your accounts, your client billing, or your financial systems should be thoroughly vetted. The cost of a professional background investigation is trivial compared to the cost of internal financial fraud, which is devastatingly common in small and medium businesses.</p>

<p><strong>When something doesn't add up and you can't figure out why.</strong> Sometimes the research is clean but your instinct is still telling you something is wrong. A professional OSINT investigator can often identify what a casual search misses — shell company structures, related-party histories, older records from before a rebranding, connections that only become visible when you map the network properly.</p>

<h2>A Note on International Counterparties</h2>

<p>If you're dealing with businesses or individuals outside Canada — particularly in jurisdictions with limited public records transparency — the stakes for professional due diligence go up considerably. Shell companies, obscured beneficial ownership, and regulatory arbitrage are tools sophisticated bad actors use specifically because they create opacity. Navigating that opacity requires professional-grade investigation, not just a Google search.</p>

<h2>Protect What You've Built</h2>

<p>Due diligence is not paranoia. It's professional responsibility to yourself, your employees, your clients, and everyone who depends on your business running well. The hour you spend verifying a new partner costs you nothing compared to what a bad partner can cost you.</p>

<p>If you want professional assistance — whether it's a basic company verification check or a full in-depth intelligence brief on a potential business relationship — <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a> is here for exactly that purpose.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>



<!-- ============================================================
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<article>
<h1>What Happens to Your Data After You Delete It? (More Than You Think)</h1>

<p>You deleted the post. You deactivated the account. You cleared your browser history. And you felt the quiet relief of having tidied up your digital life. I understand the feeling — and I'm sorry to tell you it's largely illusory.</p>

<p>The internet doesn't forget. It archives, caches, scrapes, replicates, and distributes data at a scale and speed that makes true deletion almost impossible for most content. Understanding exactly how this works isn't meant to make you feel helpless — it's meant to give you a realistic map of where your data actually goes, so you can make smarter decisions about what you put online in the first place, and take meaningful steps to reduce your exposure where it matters most.</p>

<h2>Why "Delete" Usually Doesn't Mean Gone</h2>

<p>When you delete a file on your computer, the operating system doesn't actually erase the data immediately — it marks the space as available to be overwritten. Until something else overwrites it, the original data is still technically recoverable with the right tools. The internet operates on a similar principle, scaled up enormously.</p>

<p>At every point between you posting something and a reader seeing it, systems are making copies. Caches, backups, search engine indexes, content delivery networks, archival systems, data broker scrapers, third-party platforms pulling in content through API connections. By the time you hit delete, your content has often already been duplicated into multiple systems you don't control and can't directly access.</p>

<h2>Search Engine Caches</h2>

<p>When Google's crawlers visit a web page, they save a snapshot of it — called a cache. This cached version is what Google actually serves when you search, so it can display results quickly without fetching the live page every time. That cache is updated regularly, but not instantly.</p>

<p>If you delete a page from your website today, Google's cache may still contain the old version for days or weeks. During that window, Google may still show the cached page in search results — and searchers can actually view the cached version by clicking the dropdown arrow next to a result. If someone searches for you during that window, they may see content you've already removed from your site.</p>

<p>You can request that Google remove specific cached pages through Google Search Console. This accelerates the process but doesn't guarantee instant removal.</p>

<h2>The Wayback Machine Remembers Everything</h2>

<p>The Internet Archive's Wayback Machine (web.archive.org) is the most significant long-term archive most people have never thought about. It has been taking periodic snapshots of publicly accessible web pages since 1996 and currently holds hundreds of billions of saved pages. These snapshots are permanent parts of the historical record — that's the entire point of the project.</p>

<p>For researchers and historians, this is invaluable. For someone trying to scrub past content from the internet, it's an enormous complication. Even pages deleted years ago may have archived snapshots in the Wayback Machine that remain permanently accessible.</p>

<p>The Internet Archive does accept removal requests for specific URLs, particularly when the content involves sensitive personal information or poses a safety risk. Their process is documented at their help center. Removal is not guaranteed and takes time, but it is possible for individual URLs.</p>

<h2>Social Media "Deletion" Has a Grace Period</h2>

<p>Most major social media platforms maintain your data on their servers for a period of time after you delete it — typically between 30 and 90 days, depending on the platform. This is partly an operational reality (data systems don't instantly purge individual records), partly a business decision (some platforms allow account recovery within a window), and partly because your data may have already flowed into advertising and analytics systems that operate on separate data pipelines.</p>

<p>During this grace period, your deleted content technically still exists on the platform's infrastructure. After that period, most platforms claim to delete it from their systems — though independent verification of that claim is difficult for individual users.</p>

<p>More importantly: even if the platform eventually deletes your data, it may have already been scraped by third parties during the window when it was public. Which brings us to the next point.</p>

<h2>Data Brokers Don't Wait for You to Delete Anything</h2>

<p>Data broker companies — Spokeo, BeenVerified, Intelius, PeopleSearch, and hundreds of others — continuously scrape, purchase, and aggregate public information about private individuals. They built their databases from your public records long before you thought about deleting anything.</p>

<p>Crucially, these databases operate independently of the sources they were scraped from. You can delete your Facebook profile and the data broker's records remain unaffected — they already pulled what they wanted. Closing your social accounts doesn't trigger a deletion request to the dozen data brokers who scraped it six months ago.</p>



<p>Removing yourself from data brokers requires direct opt-out requests to each individual company — and there are many of them. Some legitimate services will automate this process and send opt-out requests on your behalf on an ongoing basis, since new data gets added continuously.</p>

<h2>Screenshots Are Permanent — Forever</h2>

<p>There is no technical solution to this. Anyone who saw your post before you deleted it could have taken a screenshot, and that screenshot can be shared, posted, and preserved indefinitely without your knowledge or consent. In professional OSINT investigations, we rely on this fact regularly — cached versions, screenshots, and archived copies allow us to document content that the subject subsequently removed.</p>

<p>The practical implication: before you post anything publicly, apply the "front page test." Would you be comfortable seeing this on the front page of a newspaper, shared in a workplace group chat, or sent to someone in your life you'd prefer didn't see it? If not, don't post it. No amount of subsequent deletion will guarantee it's truly gone.</p>

<h2>Your Rights Under Canadian Law</h2>

<p>Canada's <strong>PIPEDA</strong> — the Personal Information Protection and Electronic Documents Act — gives you rights regarding personal data held by organizations. Specifically, you have the right to access what information an organization holds about you, to challenge its accuracy, and in some circumstances to request its deletion. These rights apply to most private-sector organizations that collect personal information in the course of commercial activities.</p>

<p>PIPEDA complaints can be filed with the Office of the Privacy Commissioner of Canada (priv.gc.ca). Several provinces also have their own privacy legislation with similar rights — Quebec's Law 25 is particularly strong and recently updated.</p>

<p>These rights are meaningful but limited in scope. They apply to organizations subject to Canadian privacy law — they don't reach US-based data brokers, foreign social platforms operating in legal grey zones, or non-commercial actors.</p>

<h2>What Actually Moves the Needle</h2>

<p>Given all of this, what can you actually do? Here's the practical hierarchy:</p>

<p>First, be thoughtful before you post. This is the most effective intervention — prevention beats remediation every time. Public posts become part of the permanent internet record in ways that are very difficult to fully undo.</p>

<p>Second, audit your current exposure using the steps I described in my digital footprint post. Know what's out there before you try to address it.</p>

<p>Third, submit opt-out requests to major data broker sites. It's tedious, but it meaningfully reduces your exposure on the platforms that aggregate and sell your information most actively.</p>

<p>Fourth, request cached content removal from Google and Bing through their respective webmaster tools, and submit specific URL removal requests to the Internet Archive where warranted.</p>

<p>Fifth, for situations involving accurate but damaging information, sensitive personal records, or safety concerns — consult a professional. There are situations where legal recourse, formal privacy complaints, or professional reputation management is the appropriate path, and knowing which applies to your situation requires expertise.</p>

<p>If you need a professional assessment of your current digital exposure and a remediation plan tailored to your specific situation, that's a service we provide at <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a>.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>
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<article>
<h1>What Is Anti-Money Laundering (AML) — And Why Should Regular People Care?</h1>

<p>Money laundering sounds like something that happens in a crime drama — shady deals in back rooms, offshore accounts in countries with names you can't place on a map, shadowy figures moving briefcases of cash. It's easy to think of it as a problem that belongs to governments, banks, and law enforcement. Something that doesn't touch your daily life.</p>

<p>That perception is wrong — and I think it's worth changing it, because the consequences of money laundering failures are paid by ordinary people in ways most of us never connect back to the source.</p>



<p>I've spent significant time researching financial crime, producing professional intelligence dossiers on AML failures in global banking, and studying how the systems designed to catch dirty money have failed — spectacularly, in some cases — in ways that have real human costs. Let me give you the plain-language version.</p>

<h2>What Is Money Laundering, Exactly?</h2>

<p>When criminals generate money through illegal activities — drug trafficking, fraud, corruption, human trafficking, cybercrime — they have a problem. They can't simply deposit their earnings in a bank account and spend them openly. Large unexplained cash deposits trigger questions. The paper trail connecting the money to its criminal source creates evidence. So they need to "clean" the money — make it look like it came from a legitimate source.</p>

<p>That cleaning process is money laundering. The name comes from the days when criminal organizations owned laundromats and other cash-heavy businesses — they'd commingle their criminal proceeds with legitimate business revenue, and all of it would come out looking like honest earnings from the laundromat.</p>

<p>Modern money laundering is considerably more sophisticated. The general process typically involves three stages:</p>

<p><strong>Placement:</strong> Getting the criminal cash into the financial system in the first place. This might involve breaking large amounts into smaller deposits below reporting thresholds (called "smurfing"), buying easily resaleable assets with cash, or using currency exchange services.</p>

<p><strong>Layering:</strong> Moving the money through a series of complex transactions designed to obscure its trail. Wire transfers between shell companies in multiple jurisdictions. Purchasing and selling real estate. Converting between currencies and cryptocurrencies. The goal is to put as many layers between the dirty money and its original source as possible.</p>

<p><strong>Integration:</strong> Pulling the money back out of the financial system in a form that appears legitimate — as business revenue, investment returns, or property proceeds — so it can be spent openly without raising suspicion.</p>

<h2>What Is Anti-Money Laundering (AML)?</h2>

<p>AML refers to the entire ecosystem of laws, regulations, systems, and procedures designed to detect and prevent money laundering. In practice, this means:</p>

<p><strong>Know Your Customer (KYC):</strong> The requirement that banks and other financial institutions verify the identity of their clients and understand the nature of their business activities. When a bank asks you to provide ID, prove your address, and explain the source of large deposits — that's KYC. It's also why setting up certain financial accounts requires more documentation than you might expect.</p>

<p><strong>Transaction monitoring:</strong> Financial institutions are required to monitor accounts for unusual patterns — large cash transactions, unusual international transfers, rapid movement of money through accounts, activity inconsistent with a customer's stated business.</p>

<p><strong>Suspicious Transaction Reporting:</strong> When institutions identify transactions that appear suspicious, they're legally required to file reports with financial intelligence agencies. In Canada, that means filing reports with <strong>FINTRAC</strong> — the Financial Transactions and Reports Analysis Centre of Canada. In the US, it's FinCEN. In the UK, the National Crime Agency.</p>

<p><strong>Sanctions screening:</strong> Financial institutions are required to screen clients and transactions against lists of sanctioned individuals, entities, and countries — people and organizations with whom transactions are either restricted or prohibited under international law.</p>

<h2>When AML Systems Fail</h2>

<p>Here's where it gets important for regular people. AML systems fail — regularly, systematically, and with documented real-world consequences.</p>

<p>Major global banks have paid billions of dollars in regulatory fines for AML failures over the past decade. One notable case: TD Bank's $3.09 billion USD enforcement action in 2024, the largest bank-level penalty in US Department of Justice history at the time, arising from systemic failures that allowed drug cartel proceeds — including fentanyl trafficking money — to flow through the bank's accounts. The failures weren't accidental oversights — they were structural, embedded in compliance systems that prioritized growth over controls.</p>

<p>Similar enforcement actions have hit HSBC, Deutsche Bank, Wachovia, Standard Chartered, and others. The pattern is consistent: failures to implement adequate controls, failures to act on red flags, sometimes active facilitation of suspicious transactions by bank employees.</p>

<p>What does this mean for regular people?</p>

<ul>
  <li>Fentanyl trafficking proceeds that flow through complicit or negligent financial systems fund more fentanyl trafficking, which kills more people.</li>
  <li>Corrupt government officials who launder stolen public funds through global real estate inflate property prices in cities like Vancouver, Toronto, and London — pushing housing costs beyond the reach of people who actually live and work there.</li>
  <li>Tax authorities lose revenue when income generated through criminal activity is laundered into the legitimate economy tax-free — revenue that funds hospitals, schools, and infrastructure.</li>
  <li>The banks themselves, when fined billions, ultimately pass those costs through in fees, reduced services, and diminished returns to shareholders — which includes pension funds that regular people depend on.</li>
</ul>

<h2>How OSINT Connects to Financial Crime Investigation</h2>



<p>Open source intelligence plays a significant and growing role in detecting and documenting financial crime. Here's why: the actual movement of money through accounts is not public. But the structures that enable money laundering often leave public traces.</p>

<p>Corporate registration records show who owns what companies and where. Property records show who bought what, when, and for how much. Beneficial ownership registries — which Canada has been implementing under the Extractive Sector Transparency Measures Act and related legislation — document who ultimately controls corporations that might otherwise be anonymous shells. Regulatory enforcement actions and court filings are public records. Financial disclosures, executive compensation records, and audited financial statements for public companies are accessible.</p>

<p>By mapping these public records — tracing corporate ownership chains, identifying shell company networks, correlating publicly disclosed transactions against known patterns of money laundering — OSINT investigators can identify and document suspicious structures without accessing any private financial data.</p>

<p>This kind of work supports regulatory agencies, feeds investigative journalism, assists litigation, and contributes to the broader project of financial transparency. It's one of the most consequential applications of OSINT methodology, and it's work I'm deeply engaged in.</p>

<h2>What Can You Do With This Information?</h2>

<p>A few practical takeaways for individuals and small businesses:</p>

<p><strong>Understand your own AML obligations.</strong> Certain businesses in Canada are subject to FINTRAC reporting requirements — real estate agents, mortgage brokers, money service businesses, casinos, dealers in precious metals and stones, and others. If you operate in a regulated sector, understanding your compliance obligations isn't optional.</p>

<p><strong>Be alert to financial red flags in your own transactions.</strong> If someone insists on paying you in cash in amounts that feel designed to avoid paperwork, or asks you to receive and forward payments on their behalf, or offers you a commission to run money through your account — these are money laundering red flags. Participating, even unknowingly, can create serious legal liability.</p>

<p><strong>Support financial transparency policy.</strong> Beneficial ownership registries, increased regulatory resourcing, and stronger AML enforcement are policy decisions that affect everyone. The financial crime that flourishes in the dark is paid for, in some way, by all of us.</p>

<p>Financial crime is a complex and technically dense field, but the core principles aren't. Dirty money needs to be cleaned. When the systems designed to prevent that cleaning fail, real people get hurt. And the more people understand this, the harder it becomes to sustain the political indifference that allows those failures to continue.</p>

<p>I'll be writing more about financial crime, regulatory enforcement, and the intersection of OSINT and financial intelligence in future posts. It's a field that rewards close attention.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>
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<article>
<h1>Is Hiring a Private Investigator Worth It? Here's When to Call a Pro (And When You Don't Need To)</h1>

<p>Most people who consider hiring a private investigator talk themselves out of it before they even make an inquiry. Too expensive. Too dramatic. Something you do on TV shows, not in real life. And I'll be honest with you: sometimes that instinct is right. There are situations where a few hours with free tools and basic information literacy will tell you everything you need to know.</p>

<p>But there are also situations where the decision not to hire a professional costs far, far more than the investigation would have. I've seen both ends of that spectrum. Here's the practical guide to knowing which side you're on.</p>

<h2>When You Genuinely Don't Need a Professional</h2>

<p>Basic verification of someone you've met online — checking whether their profile photo is real, whether their stated employer exists, whether their name surfaces any significant red flags — is something most people can do adequately with free tools like reverse image search, LinkedIn cross-referencing, and a thorough Google search.</p>

<p>General research on a business before a small purchase or a casual vendor relationship doesn't require professional investigation. A basic check of their registration status, a read-through of their reviews, and a look at how long they've been operating will cover most situations.</p>

<p>If you're mainly curious about something and there's no significant decision riding on the outcome, the free tools described in my earlier posts will serve you well. Practice using them. Build your information literacy. It's a genuinely valuable life skill that pays dividends constantly.</p>

<h2>When You Should Call a Professional</h2>

<h3>Before a Major Financial Commitment</h3>



<p>This is the clearest and most important category. Any time you're about to commit significant money — entering a business partnership, investing in someone's venture, signing a long-term contract with a new vendor, purchasing a business, entering a joint real estate deal — the cost of thorough professional due diligence is a rounding error compared to your total exposure.</p>

<p>Professional investigation in this context goes far beyond a Google search. It involves mapping corporate structures to identify related entities and shell companies, reviewing litigation history across multiple jurisdictions, checking for regulatory and professional disciplinary records, identifying patterns across prior business relationships, and producing a documented report that gives you a clear risk picture before you commit.</p>

<p>I've spoken with people who wish they'd done this. The conversations are painful. The amounts lost are frequently in the range of tens to hundreds of thousands of dollars — to fraudsters who had done this exact thing before, to multiple victims, and whose history was visible to anyone who looked properly.</p>

<h3>When You Suspect Financial Fraud or Embezzlement</h3>

<p>If you suspect an employee, partner, or vendor of defrauding you, the investigation requires more than just confirming your suspicion. You need documentation that will hold up — potentially in court, potentially in front of law enforcement, potentially in front of an insurance company making a fidelity bond claim. The chain of evidence, the sourcing of every finding, the professional presentation of the investigation results: these things matter enormously in legal and regulatory contexts.</p>

<p>Conducting this investigation yourself also creates risks. If the matter proceeds legally, your own involvement in gathering evidence can create complications. A professional investigator operating with clear scope and documented methodology keeps those risks contained.</p>

<h3>When Someone Has Constructed a Sophisticated False Identity</h3>

<p>Amateur online research is good at catching lazy fraudsters. It is much less effective against sophisticated ones — people who have constructed layered fake personas with multiple corroborating social media accounts, fake websites, manufactured references, and backstories designed to hold up under casual scrutiny.</p>

<p>Professional OSINT investigation has tools and techniques that go deeper. Historical username tracking. Metadata analysis. Cross-jurisdictional record searches. Network mapping that reveals who and what is connected to whom in ways that aren't visible on the surface. When someone has put real effort into a deception, real effort is required to penetrate it.</p>

<h3>When You Need Results That Can Stand Up in Court</h3>

<p>A professional investigation report is a different class of document from personal research notes. It documents sources, methodology, chain of custody for digital evidence, date and time of findings, and the professional identity and qualifications of the investigator. Courts and lawyers know how to work with professional investigation reports in ways they can't work with a stack of screenshots.</p>

<p>If there's any possibility that your situation could lead to legal action — against someone else, or in defense of your own position — building your factual record with professional assistance from the beginning is worth considerably more than trying to reconstruct it after the fact.</p>

<h3>When You're Too Emotionally Involved to Be Objective</h3>

<p>This one is harder to acknowledge but it matters. If you're investigating a suspected cheating partner, a family member you believe is defrauding you, someone who has harmed you, or anyone else about whom you have strong feelings — your objectivity is compromised. This is not a character flaw; it's how humans work.</p>

<p>Confirmation bias means we find evidence that confirms what we already believe, and we discount or rationalize away evidence that doesn't. In a research context, this produces unreliable results — and in a legal context, it produces inadmissible ones. An investigator with no stake in the outcome finds what's actually there, even if it's not what you expected or hoped.</p>

<p>Some of the most important things I've ever told clients were things they didn't want to hear. The evidence didn't support their theory. The situation was different from what they feared. The person they suspected was not guilty of what they believed. Delivering that answer honestly, rather than telling clients what they came in hoping to hear, is part of what professional integrity means in this work.</p>

<h2>What to Look for When Choosing an Investigator</h2>

<p>Not all investigators are created equal, and the field has its share of practitioners operating in ways that range from unprofessional to outright illegal. Here's what to evaluate:</p>

<p><strong>A clear, documented ethics policy.</strong> Can they explain specifically what methods they use and what they don't? Will they commit to that in writing? Anyone who won't tell you how they work is someone to be cautious about.</p>

<p><strong>Transparent sourcing.</strong> Will every finding in your report be traceable to a documented source? If the answer is vague, so will your report.</p>

<p><strong>Realistic scope-setting.</strong> A professional investigator will tell you what they can and cannot determine from publicly available sources, and they won't promise outcomes before the work begins. Anyone guaranteeing specific conclusions before seeing the evidence is not operating in good faith.</p>

<p><strong>In Canada, appropriate registration.</strong> Private investigation is a regulated profession in most provinces. In New Brunswick, investigators must be licensed under the Private Investigators and Security Guards Act. Verify that any investigator you hire holds current appropriate credentials for your jurisdiction.</p>

<p><strong>Communication and confidentiality standards.</strong> How does the investigator handle your information? What happens to the data they collect? Is the engagement confidential? A professional practice will have clear answers to these questions.</p>



<h2>A Conversation Is Always the Starting Point</h2>

<p>If you're unsure whether your situation warrants professional investigation, the most useful thing you can do is have an honest initial conversation with a practitioner you trust. Describe what you know, what you're trying to understand, and what you're considering doing with the information. A professional can help you assess whether investigation makes sense, what it realistically might reveal, and what it would cost — before you commit to anything.</p>

<p>That initial conversation is always confidential. It doesn't obligate you to proceed. And sometimes, the most valuable thing that comes out of it is a realistic picture of what your situation actually involves — which by itself is worth a great deal.</p>

<p>At <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a>, ethics-first OSINT and AI-assisted intelligence research is what we do. If you're ready to start that conversation, I'm here.</p>

<p><em>— Marie Landry, OSINT Investigator &amp; Founder, <a href="https://www.marielandryspyshop.com">Marie Landry's Spy Shop</a></em></p>
</article>


